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Smart 
Connectivity

• Clear, free, openly available and 
harmonized standards, 
recommendations, guidance, 
regulations, conventions… in order to 
promote seamless exchanges

• Applying Information and 
Communication Technologies and 
innovative processes to improve 
interactions (between people, 
companies, governments, economies, 
objects)

• Bringing together public service needs 
with private sector innovation and 
financing capabilities
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UN/CEFACT – UN Centre for Trade 
Facilitation and Electronic Business
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Buy PayShip

Commercial
Procedures

• Establish sales 
contract

• Order goods
• Advise on delivery
• Request payment

Transport
Procedures

• Establish transport   
contract

• Collect, transport 
and deliver goods

• Provide waybills, 
• Goods receipts, 

etc. 

Regulatory
Procedures
• Obtain 

im/export   
licenses etc.

• Provide Customs   
Declarations

• Provide cargo   
Declarations

• Apply security  
measures

• Clear goods

Financial
Procedures
• Provide credit  

rating
• Insurance
• Execute   

payment
• Issue   

statements

Simple, transparent and 
effective processes for 
global business;
Efficient and automated 
exchange of information

• Global trade facilitation 
recommendations

• eBusiness  standards 
• Guidelines

Public-Private Partnership 
– over 1000 experts;
Meet virtually practically 
every weeks 
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Some UN/CEFACT work
SINGLE WINDOW

DOCUMENT LAYOUT

eINVOICING

PROCESS DRIVEN

UN/EDIFACT

NTFB (National Trade Facilitation Bodies)

TOURISM

SUSTAINABLE FISHERY

eSPS CERTIFICATES

http://tfig.unece.org/contents/itinerary-02-start.html
http://www.unece.org/fileadmin/DAM/trade/Publications/ECE_TRADE_432E_CF-Rec1.pdf
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2018_plenary/ECE_TRADE_C_CEFACT_2018_12E.pdf
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2017_Plenary/ECE_TRADE_C_CEFACT_2017_11E__White_Paper_on_RDM_.pdf
http://www.unece.org/cefact/edifact/welcome.html
http://www.unece.org/fileadmin/DAM/cefact/recommendations/rec04/ECE_TRADE_425_CFRec4.pdf
http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/SustainableTourismGreenPaper.pdf
http://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-and-e-business-uncefact/about-us/team-of-specialists-on-sustainable-fisheries.html
http://www.unece.org/fileadmin/DAM/cefact/brs/BRS_ExportCertificate__eCert__v5.1.0.pdf


UN/CEFACT Work on Blockchain

• White Paper on Trade Facilitation Processes
• Presenting the functionalities blockchain offers that can’t

be achieved by other means
• White Paper on Standards

• Considering relationships with current standards
• Studying what new standards are necessary

Work in progress:
• Sectoral Use Cases

• Presenting 31 case studies in 10 Industry sectors
• Cross-border Inter-ledger exchange 

• For Preferential Certificates of Origin using Blockchain
• Looking at key issues to consider while creating, 

administering and using such platforms 6

http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain_TechApplication.pdf
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2019_plenary/CEFACT_2019_INF03.pdf
https://uncefact.unece.org/display/uncefactpublic/Cross+border+Inter-ledger+exchange+for+Preferential+CoO+using+Blockchain


Blockchain challenges

• Not all blockchains are 
equal. They can vary in:

• Vulnerability, 
robustness, cost, 
speed and ability to 
scale up, degree of 
privacy

• Cannot reasonably expect 
all exchanges use a same 
blockchain solution. 
Interoperability issues:

• Semantics, syntax, 
trust

• Implied cost of the standard 
may in fact create new 
barriers to trade
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Blockchain challenges

• The chosen method of authentication should be 
“as reliable as was appropriate  for the purpose 
for which the data message  was generated or 
communicated, in the light of all the 
circumstances, including any relevant 
agreement.”

• Blockchain is a very high level of reliability and 
not all data transactions require the highest 
level of reliability
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UN/CEFACT Recommendation 14 (2014), paragraph 37.
Article 7.1, UNCITRAL “Model Law on Electronic Commerce with Guide to Enactment 1996 with additional 
article 5 bis as adopted in 1998” United Nations, New York, 1999, p.5-6.



UN/CEFACT & 
Internet of Things

• Smart Container project
• Looking at the data which 

would be shared with the rest 
of the supply chain

• This could trigger smart 
contracts and events like 
invoicing

• IoT general project
• Launching early 2019 will be 

looking at other use cases of 
IoT and how they relate to 
UN/CEFACT standards

• Could potentially have the 
same type of events triggered
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http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperSmartContainers.pdf
https://uncefact.unece.org/display/uncefactpublic/Internet+of+Things+for+Trade+Facilitation


Challenges in use of IoT

• Engineering Challenges
• Power
• Networking/Signalling/Presence Detection
• Interfaces between devices, software programmes
• Transmission/Bandwidth
• Connectivity

• Data, Process and Policy Challenges
• Integration – Process Level
• Interoperability – Data Level
• Security – of Citizens and State
• Privacy

10



UN/CEFACT brings 
it all together

• Under the United Nations umbrella
• Non-competitive; inclusive by nature; 

free to participate and free for use

• Base semantic definitions
• Developed in an open, public-private 

partnership
• Mature, robust and trusted; developed 

over twenty years
• Covers the entire international supply 

chain; all sectors and all countries

• Base technical specifications
• Reused by many organizations, 

promoting interoperability

• International code lists

• Standard messages and processes
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Single Window Definition
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Recommendation 33 defines a Single 
Window as:
• a facility that allows parties involved 

in trade and transport to lodge 
standardized information and 
documents with a single entry point 
to fulfill all import, export, and 
transit-related regulatory 
requirements. 

• If information is electronic, then 
individual data elements should only 
be submitted once.

Parties involved in 
trade and transport

Standardized 
information and 

documents

Single entry point

Regulatory 
requirements

Single submission of 
individual data 

elements

Source: “Recommendation and Guidelines on establishing a Single 
Window to enhance the efficient exchange of information between 
trade and government,” Recommendation 33, United Nations, 2005
http://www.unece.org/fileadmin/DAM/cefact/recommendations/rec3
3/rec33_trd352e.pdf



Revised Single Window Definition
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Recommendation 33 defines a Single 
Window as:
• a facility providing trade facilitation 

that allows parties involved in trade 
and transport to lodge standardized 
information and documents with a 
single entry point to fulfill all import, 
export, and transit-related regulatory 
requirements. 

• If information is electronic, then 
individual data elements should only 
be submitted once electronically.

Parties involved in 
trade and transport

Standardized 
information and 

documents

Single entry point

Regulatory 
requirements

Single submission of 
individual data 

elementsSource: Revision of Recommendation 33 Project Team



Revision of Rec33: other additions

• Integrating elements from the Technical Note on 
Single Window Terminology

• National SW versus Regional SW
• Multiple SW mechanisms within the same economy

• Not using the term Single Window Environment
• Addressing the existance of legacy systems
• Distinguishing roles of Lead Agency at an 

implementation phase and at an operational
phase

• Considering Single Window in a regional
context
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Technical Note on Terminology for 
Single Window

• Single Submission Portal
• Can be private sector; doesn’t require government mandate; may include

regulatory procedures…
• Allows traders to submit information related to a specific activity in a 

single electronic platform

• Single Environment
• Collaboration of multiple platforms that work collaboratively to aggregate

data related to a transaction

• Single Submission Environment
• Does not respond to the five point definition of Rec33

• Single Window Environment
• Must respond to the five point definition of Rec33
• (possibly not exclusive on the market; different acces points can exist)

15

Exclusive on the 
market for this 
type of operator

Standardized 
information and 
documents

Government 
mandate for 
Single Entry 
Point

Regulatory 
processes

Single 
submission point 
for individual 
data elements

Single Window Must be Must use Must have Must include Must be

Can only be considered a SW if following is true:



Core Principles of SW Operation
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Risk of 
dysfunction

Complaince
risk

Operational 
risk

Systemic risk

Liability risk



For more 
information…



UN/CEFACT 
Where to find documents

www.unece.org/cefact



UN/CEFACT
Where to find documents

tfig.unece.org



UN/CEFACT
more information & contacts

All UNECE and UN/CEFACT Recommendations, 
codes, standards and publications are available for 
free on our website at:

• www.unece.org/
• www.unece.org/trade
• www.unece.org/cefact/
• tfig.unece.org

• Secretary of UN/CEFACT, Head of UN/CEFACT 
Support Unit: 

• Lance THOMPSON, UNECE, ECTD, TFS
• lance.thompson@un.org

http://www.unece.org/
http://www.unece.org/trade
http://www.unece.org/cefact/
http://www.tfig.unece.org/
mailto:lance.thompson@un.org


Upcoming events of UN/CEFACT

• UN/CEFACT 34th Forum
• 28 October – 1st November, London, UK

21

http://www.unece.org/uncefact/34thuncefactforum.html


Thank you

Lance THOMPSON
Head, UN/CEFACT Support Unit 
lance.thompson@un.org
UNECE – UN/CEFACT
4 July 2019
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