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Critical energy infrastructure is a subject to multiple risks

Grids are already subject to impacts of natural hazards such as extreme weather 

and space events, earthquakes, cyclones, storms and heat waves

Impacts affect physical integrity of electricity transmission grids and decrease 

transmission capacity

Source: Garcia, 2016



Some examples

Source: JRC, 2017



Cascading impacts on other infrastructure

Source: Rehak et al., 2018



Risk governance for critical energy infrastructure means

Various ways in which stakeholders:

• Policy-makers

• Practitioners

• Infrastructure operators

• Insurance companies

• Researchers

• General public

manage their common risk issues



Risk governance

• Risk assessment should use a consistent set of scenarios

• Risk management efforts should be integrated to maximize 

efficiency

• Building resilience into power grid to enable to function 

under disaster conditions and recover quickly

• Spare items should be stockpiled to expedite the repair or 

replacement of key assets and equipment

• TSOs/DSOs should develop, implement and exercise 

outage management plans 

• Interoperability among neighboring TSOs/DSOs, and 

between TSOs/DSOs and emergency management 

organizations should be ensured 

Source: JRC, 2017



Risk governance not only for risk mitigation but also 

for risk management

Source: JRC, 2017



Today

• Frequent prioritization of risks which can be significantly reduced and 

not necessarily risks with highest impacts

• Absence of systematic consideration of cascades and associated 

impacts

Benefits of multi-risk approach

• Multi-risk approach – comparing and ranking of different risks, holistic 

view of interactions and conflicts of risks 

• Improvement of spatial planning, emergency management and multi-risk 

governance

• Cost reduction, improvements in efficiency of risk mitigation and 

management measures and better identification of actions priorities



Single risk centred regulation and institutional 

frameworks

• lack of integrated practices for risk management (that could 

support the implementation of a multi-risk approach)

• domino effects usually not included in risk zoning and urban 

planning



Different goals and priorities of 

the agencies in charge of 

hazard management

• priority identification is single-risk 

centred and decisions are based on 

the risks that could be most reduced 

and not necessarily the highest 

assessed risks

• resources and capacities focused on 

hazards considered as major and 

primary (e.g., earthquakes) with 

induced effects (e.g. tsunami) being 

secondary

Source: Kirov et al., 2015



Unsatisfactory public private partnership

• lack of communication between public and private actors 

(especially between industrial and natural risk sector)

• contradictory results of risk assessment

But

• Multi-risk governance demands a higher degree of 

cooperation between the public and private sector in 

order to understand and better manage unexpected 

events and their consequences



Lack of interagency communication

• Cooperation and communication difficult for authorities 

acting at different levels

• Lack of harmonisation of the practices and decision 

making processes across hazards

Recommendation

• multi-risk commissions acting as boundary organisations 

would improve inter-agency cooperation, 

communication, or create opportunities for collaboration 

at the local level



Multi-risk governance framework

Source: Scolobig, Komendantova and Mignan. Geosciences, 2017



The framework foresees the following four phases:

• Observation of hazard and risk interactions, with a focus on the 

identification of cascades and associated effects;

• Analysis of the social and institutional context, including stakeholder 

engagement and the creation of forums/hubs to discuss, make decisions 

and set priorities for actions regarding multi-risk issues;

• Generation of multi-risk knowledge, including the use of different 

methods and tools such as multi-risk assessment, hazard correlation 

matrix and risk migration matrix, etc. in order to provide a preliminary 

scientific background for the following phase of multi-risk knowledge co-

production and decision-making;

• Stakeholder process, aimed at designing and selecting multi-risk 

management/reduction options; implementing the chosen options, and 

evaluating them.



Conclusion

• Multi-risk assessment have been developed in the past 

decade, the same is not true for multi-risk governance

• New multi-risk science can considerably improve planning 

and emergency management, it is still not yet clear how it 

can drive governance innovation in risk decision-making, 

legislation and policy

• Science-policy divide is apparent and needs to be 

addressed to mainstream multi-risk approaches in national 

and local risk policies



Contact Information

Nadejda Komendantova

komendan@iiasa.ac.at


