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Isaac Newton
“Nature is pleased with 
simplicity”

Leonardo da Vinci
“Simplicity is the ultimate 
sophistication”
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Analysing and understanding the key 
elements of international processes, 
procedures and transactions and working for 
the elimination of constraints

Simplicity is much more complicated to do than 
complexity – reducing is much more difficult



We are at risk of repeating history
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IBM Flowcharting Template (1970)
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ISO International Standard 1028 “Information Processing – Flowchart Symbols”

ANSI X3.5-1970 “Their usage in Information Processing”



API’s –
where it all began  & Is there a problem?

DATA Definition: Family Name  X(25) or X(35) ?

DATA Storage: Held or discovered ?

PROCESS Definition: Processes & Sequencing & Logic Control ?

Analytics Capability: Extracting meaningful information
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Reference Data Models (RDM) to API’s

Covered by following presenters.
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On/Off Ramps: To facilitate movement of the physical
• Society did not attempt the rebuilding of the centuries old road infrastructure in our cities. 
• Society using advancing engineering and digital technologies is creating networks of super 

highways and ‘smart’ logistics assets’ to support movement of the physical.

APIs: To facilitate movement of the related trade data
• Society is not attempting to rebuild the inhouse disparate ICT systems developed over the last 

50 years reflecting 400 year old trade practices.
• Society is using advancing ICT to create digital, collaborative ecosystems to support capture of 

trade related data and monitoring as to the conditions of transit.

“a metaphor”
Something had to change

Interchanges – On/Off ramps & Interfaces - APIs
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The Paradigm Change Required
Improving Data Quality
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• Data Pipeline
• Results from three EU projects (Cassandra, CORE & 

SELIS). 
• Innovative methodology to recuperate data at the 

source and thus improve data quality.
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Problem –
Landscape of 
Global Trade 
for Medium 

and Small Size 
Enterprises 
(‘MSMEs’)

Hidden: 365-445 million MSMEs in
emerging markets facing barrier to
participate in trade (The World Bank
<https://www.worldbank.org/en/topic/smefi
nance>)

Visible: Importer & Exporter
(‘MSMEs’) participation is
estimated on average just 10% of
total sales in developing countries
compared to 27% for larger
entities. In developed countries,
the share of MSMEs (Importers &
Exporters) in gross exports is 41%
(World Trade Report 2016, 150)

Importer & Exporter (‘MSMEs’) 
Participation in global trade is typically undermined (World Trade Report 2016, 3)

Something has to change 



‘Trustworthiness & Transparency’ 
Necessity 

USD1.5 trillion of unmet trade finance demand, primarily affecting 
Micro & Small to Medium Sized Enterprises (‘MSMEs’), with 21% 
due to the financier requiring more information. 
(The Asian Development Bank (‘ADB’) Trade Finance Gaps, Growth and Jobs Survey, September 2017)

MSMEs (Importers, Exporters & Service Providers) have the 
potential to contribute in excess of 60% of the value of goods 
traded and represent approximately 80% of consignments shipped 
(Organization for Economic Cooperation and Development (‘OECD’), SME Ministerial Conference Discussion Paper, 2018)

Approximately 50% of MSME requests for trade finance are 
rejected by banks and in more than 70% of these cases finance is 
wholly unavailable 
(International Chamber of Commerce (‘ICC’), Global Trade – Securing Future Growth, May 2018)



Frictionless Global Trade for 
importers and exporters

REQUIRES

‘Trustworthiness & Transparency’



MOTIVATION

“What will it take for the 
Internet to be useful to the 

importer and exporter trader?”



“we are talking about capturing data 
once, from the accountable source 
(although possibly in stages) and then 
sharing this data, as required, with the 
many players in the supply chain. All 
done electronically and no manual re-
inputting”



APIs

Connecting it all together

Leveraging advancing technologies

Platforms – DLT - IoT



A Hypothetical Scenario: an ecosystem utilizing 
advancing technologies and international 

standards for international trade facilitation

• A fictional but absolutely feasible conceptual
model

• A hypothetical scenario of a technical
platform performing end to end supply of wine
from an Australian exporter to a Chinese
importer using new technologies and
international standards
• A key difference between such a trade
ecosystem and current state reality is that the
model provides each authorized party direct
access to the single source of trustworthiness
about each entity and that all key data is
notarized in a blockchain ledger

• Ensuring delivery of data with the highest
level of reliability that can be independently
verified

UN/CEFACT, Blockchain White Paper on the Technical Application of Blockchain to UN/CEFACT Deliverables, P1049 Plenary approved Q2/2019



Hypothetical Scenario: Script
• 1) Wine producer Perfect Pinot Ltd. is a registered business on the Australian national business register at 

abr.gov.au with Australian Business Number (ABN) 111222 and is located in New South Wales (NSW). 

• 2) Perfect Pinot Ltd. produced and bottled 100,000 bottles of its 2016 vintage. Each bottle has a unique serial 
number identified by a signed Quick Reference code (QR code) on each bottle using a system from Smart Tags 
Inc. 

• 3) Smart Tags Inc. writes the batch of QR codes to an Ethereum blockchain-anchored goods provenance system 
that they run on behalf of wine producers. 

• 4) Wine exporter Fine Reds (ABN 222333) negotiates an export deal with Chinese wine importer Hunan Wines 
which is registered on the China National Enterprise Credit Information system with an Administration for Industry 
and Commerce number (AIC number) 444555. 

• 5) Hunan Wines places an order for 1,000 bottles of Perfect Pinot Ltd. with Fine Reds. Using a resource 
discovery framework, Fine Reds’ platform looks up the Hunan Wines platform and e-invoicing internet address 
and sends the commercial invoice directly to the target platform in accordance with UN/CEFACT semantic 
standards. 

• 6) Because Fine Reds and Hunan Wines are on different platforms and because the commercial invoice is one of 
the foundations of trust, the invoice is also notarized/registered on a public blockchain using an inter-ledger 
notary framework. Hunan Wines indicates their acceptance of the invoice, which is also notarized. 

• 7) Fine Reds grants permission to access the notarized invoice to their bank, which provides lower-cost trade 
finance when transactions are notarized. 

• 8) The conditions of carriage require that the wine remains under 25 degrees and above 5 degrees centigrade 
during the shipment, so Fine Reds engages the services of Cool Shippers for freight forwarding. Cool Shippers 
have instrumented containers with IoT temperature sensors and Global Positioning System (GPS) tracking. 

• 9) Cool Shippers provides Fine Reds with the container ID and Fine Reds uses a resource discovery framework 
to find the container’s Internet address and subscribe to the container data feed. 

UN/CEFACT, Blockchain White Paper on the Technical Application of Blockchain to UN/CEFACT Deliverables, P1049 Plenary approved Q2/2019



Hypothetical Scenario: Script cont..

• 10) Cool Shippers provides the signed and notarized invoice and the Smart Tags blockchain reference to the 
NSW chamber of commerce, which verifies the data and issues an automated and signed certificate of origin 
which is registered on a blockchain. 

• 11) Cool Shippers creates a consignment reference using their logistics platform and provides the consignment 
ID to Australian customs via an authenticated session established by the single window API. Australian customs 
use the resource discovery framework to locate the consignment data and subscribes to data feeds about the 
consignment. 

• 12) The consignment data includes a reference to the notarized invoice, the container ID, the carrier ID, and the 
certificate of origin ID - so Australian customs can discover full data about each entity, verify integrity, and create 
an approved export declaration. The export declaration, with links to supporting data, is recorded as a smart 
contract on an inter-organization ledger. 

• 13) The importer clicks a button to review and approve all export & shipping documentation and submit the import 
declaration. 

• 14) China Hunan province customs authority observes a new import declaration. China customs use blockchain 
technology to verify the trade documents and confirms that Fine Reds and Hunan Wines have a sufficient history 
of high integrity trading. The consignment is pre-cleared by Hunan customs. 

• 15) On arrival in Dadukou Port, the container data feed indicates that the cargo has landed and has been 
unpacked. The temperature history is notarized and confirms that temperature has remained below 25 and above 
5 degrees centigrade for the duration of the journey. 

• 16) When the pallet of wine is scanned into Hunan Wines warehouse, the consignment resource IoT device emits 
the “received” event. This, together with other notarized transactions is sufficient information for Fine Wines’ bank 
to release an invoice finance payment at very reasonable terms. 

• 17) Hunan Wines releases the Perfect Pinot Ltd. wine to a number of retail outlets in Hunan province. A customer 
buys a bottle and scans the QR code on the bottle. The Smart Tags platform confirms the authenticity of the wine 
and records the scanning event against the specific bottle serial number. 

UN/CEFACT, Blockchain White Paper on the Technical Application of Blockchain to UN/CEFACT Deliverables, P1049 Plenary approved Q2/2019



UN/CEFACT brings 
it all together

• Under the United Nations umbrella
• Non-competitive; inclusive by nature; 

free to participate and free for use

• Base semantic definitions
• Developed in an open, public-private

partnership
• Mature, robust and trusted; developed

over twenty years
• Covers the entire international supply

chain; all sectors and all countries

• Base technical specifications
• Reused by many organizations, 

promoting interoperability

• International code lists

• Standard messages and processes
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UN/CEFACT Work on Blockchain

• White Paper on Trade Facilitation Processes
• Presenting the functionalities blockchain offers that can’t

be achieved by other means
• White Paper on Standards

• Considering relationships with current standards
• Studying what new standards are necessary

Work in progress:
• Sectoral Use Cases

• Presenting 31 case studies in 10 Industry sectors
• Cross-border Inter-ledger exchange 

• For Preferential Certificates of Origin using Blockchain
• Looking at key issues to consider while creating, 

administering and using such platforms 21

http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain.pdf
http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperBlockchain_TechApplication.pdf
http://www.unece.org/fileadmin/DAM/cefact/cf_plenary/2019_plenary/CEFACT_2019_INF03.pdf
https://uncefact.unece.org/display/uncefactpublic/Cross+border+Inter-ledger+exchange+for+Preferential+CoO+using+Blockchain


UN/CEFACT & Internet of Things

• Smart Container project
• Looking at the data which

would be shared with the rest
of the supply chain

• This could trigger smart 
contracts and events like 
invoicing

• IoT general project
• Launching early 2019 will be

looking at other use cases of 
IoT and how they relate to 
UN/CEFACT standards

• Could potentially have the 
same type of events triggered

http://www.unece.org/fileadmin/DAM/cefact/GuidanceMaterials/WhitePaperSmartContainers.pdf
https://uncefact.unece.org/display/uncefactpublic/Internet+of+Things+for+Trade+Facilitation


UNECE UN/CEFACT
‘White Papers’

White Papers are a recent development at UN/CEFACT and have the 
purpose of managing research into advancing technologies and of 

harnessing understanding thus assisting the formulation of 
UN/CEFACT Trade Facilitation Recommendations

For the complete list refer to: 

http://www.unece.org/tradewelcome/un-centre-for-trade-facilitation-
and-e-business-uncefact/outputs/guidance-material/doc.html



UN/CEFACT - Where to find documents
http://www.unece.org/uncefact/tfrecs.html

http://www.unece.org/uncefact/tfrecs.html


UN/CEFACT
Where to find documents

tfig.unece.org



UN/CEFACT more information & contacts

All UNECE and UN/CEFACT 
Recommendations, codes, standards and 
publications are available for free on our 
website at:

• www.unece.org/
• www.unece.org/trade
• www.unece.org/cefact/
• tfig.unece.org

• Secretary of UN/CEFACT, Head of 
UN/CEFACT Support Unit: 

• Lance THOMPSON, UNECE, ECTD, TFS
• lance.thompson@un.org

http://www.unece.org/
http://www.unece.org/trade
http://www.unece.org/cefact/
http://www.tfig.unece.org/
mailto:lance.thompson@un.org
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Thank you
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