
Creating a trusted cyberspace for all

COVID-19 – Digital Solutions – Trade and Commerce

Jaroslaw K. PONDER, Head of the ITU Office for Europe
EURregion@itu.int |  @ITU_EUR

UNECE: AGAT Conference on Advanced Technologies and 
Supply Chain Disruptions Caused by COVID19

Thursday, 2 July 2020 



Creating a trusted cyberspace for all2

CONNECTIVITY







Creating a trusted cyberspace for all5

INDUSTRY RESPONSE



6



7



8



9



10



11



12



Creating a trusted cyberspace for all13

FINANCIAL
INCLUSION

MOBILE 
HEALTH

DIGITAL 
IDENTITY 



Creating a trusted cyberspace for all14

FINANCIAL
INCLUSION

MOBILE 
HEALTH

DIGITAL 
IDENTITY 





• Joint collaboration of ITU, WHO and
Andalusian Regional Ministry of Health and
Families (Spain) in digital health space.
(H2020 project till Sept 2021).

• Implemented by a Consortium of 18 partners
from across Europe led by Andalusia.

• Governments

• Healthcare systems

• Tech sector

• NGO, Academia

Hub’s main areas of activities

• mHealth assessment frameworks

• Evidence-based mHealth solutions on NCDs

• Integration of mHealth into health systems

• Support to large-scale implementation of
mHealth programmes

• Contributions to policy frameworks on
mHealth topics, cross-border adoption and
assessment of innovations.

• Ethics



1 Hub 

12 countries

- 60% Public institution

- 30% Non-for-profit organisations

- 10% Private sector

https://mhealth-hub.org/

The European Innovation and Knowledge mHealth Hub

http://mhealth-hub.org/


 Frameworks are being re-invented 
rather than building on any existing

Evaluation and accreditation of national apps
Hub Report (2018) - Main findings (I)



Most frameworks did not assess all the criteria

Evaluation and accreditation 
of national apps

Hub Report (2018)
Main findings (II)



Evaluation and accreditation of national apps: Hub Report (2018) - Main findings (III)
❑ Heterogeneity 

- Regarding comprehensiveness, depth, format, and target audience. 

- Some frameworks are comprehensive and broad; 

others very specific to certain target audiences and criteria.

❑ Similarities

- Most frameworks assessed security, privacy, user experience, and usability. 

- Most frameworks did not assess reliability and safety.

- Most frameworks targeted developers in some capacity. 

- Some standards were referenced by multiple frameworks.

- Most frameworks did not reference each other.

❑ Differences in stakeholder and framework priorities 

Most frameworks did not assess the criteria considered most important by the stakeholders, as interviewed 
by the EC Working Group on mHealth assessment (i.e. transparency, safety, reliability, validity, and interoperability).



Evaluation and accreditation of national apps
Hub Toolkit (30th June 2020)

Objectives:

• To assist decision makers in creating/ 
adopting assessment frameworks.

• To provide grounds for common 
assessment components across borders.

Findings on how specific criteria relevant for 
COVID-19 are covered by those frameworks: 
e.g. interoperability, privacy, safety, security or 
effectiveness.

• Safety & Quality Strategy in Mobile Health Apps (Andalusia, Spain)
• Accreditation Service and TICSS guarantee certification (Catalonia, Spain)

• Digital Assessment Questions (DAQ) (UK)

• mHealth Belgium

• My SNS Selecção (Portugal)

• Evidence Standards Framework for Digital Health Technologies (UK)

• Good practice guidelines on health apps and smart devices (France)
• App Check (Germany)

• Criteria catalogue for self-declaration of the quality of health apps (Switzerland)

• Mind Apps (Denmark)
• PAS 277: 2015 (UK)

• AppKRI (Meta-criteria catalogue) (Germany)

• AppQ: quality criteria core set for digital health applications (DiGA) (Germany)
• BfARM guidance (Germany)

• GGD apps store (Netherlands)

• ORCHA (UK)
• My Health Apps (UK)

• CEN/ISO 82304-2

• Isys Score (Catalonia, Spain)
• Medappcare Quality Approach (France)

• Our Mobile Health /UK)

• cMHAFF (HL7)

• Continua Design Guidelines (CDG)

• EU guidelines on assessment of the reliability of mobile health applications

• Code of Conduct on privacy for mHealth apps (final draft) (EC)
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Preliminary compilation of 13 health
apps repositories in Europe.

Findings on the process of building
and keeping a health apps repository
(e.g. transparent methodology; how information is
organized; languages…)

Evaluation and accreditation of national apps
Hub Toolkit (30th June 2020)



• The Hub as a one-stop shop → European repository of mHealth solutions
deployed for different purposes in the pandemic management.

Further and more sophisticated development of the Hub COVID-19 repository.

• Catalogue of assessment frameworks and repositories in Europe; Brief
Technical Notes on gaps / common assessment components /
recommendations.

• Brief Technical Notes with guidance for countries on how apps are assessed
by different criteria in the existing frameworks. (interoperability, accesibility, privacy,

effectiveness, etc.)

Evaluation and accreditation of national apps
Summary of valuable Hub contributions



• Guidance with roadmap for health authorities to adopt mHealth
solutions.

• Checklists or Brief Technical Notes on the challenge of integrating
mHealth solutions, in particular contact tracing, into the health
system and their eHR and e-prescription system.

• Disseminate lessons learnt from past integration experiences (before
COVID-19) on cross cutting topics (architecture, security, privacy,
data integrity, governance, needs-solutions matching).

Integration of mHealth solutions into health systems



Covid-19 app repository

https://mhealth-hub.org/mhealth-solutions-against-covid-19

MHEALTH SOLUTIONS FOR MANAGING THE 

COVID-19 OUTBREAK

Given the global situation the World is facing
these days due to COVID-19, many governments,
companies and citizens movements have
developed mHealth initiatives to keep the
population informed and help manage the crisis
situation. This is a preliminary, living, non-
exhaustive list of some initiatives developed in
Europe, compiled with high efforts within a short
time frame. Applications are still coming in and
are complemented by our own network efforts.

https://mhealth-hub.org/mhealth-solutions-against-covid-19


EC Recommendation on Covid-19 apps

https://ec.europa.eu/info/files/recommendati
on-apps-contact-tracing_es

https://ec.europa.eu/info/files/recommendation-apps-contact-tracing_es


EC Toolbox

https://ec.europa.eu/health/sites/health/files/ehealth/docs/covid-19_apps_en.pdf

https://ec.europa.eu/health/sites/health/files/ehealth/docs/covid-19_apps_en.pdf
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• Financial inclusion means the sustainable provision of affordable financial services

that bring the poor into the formal economy.

• An inclusive system includes a range of financial services that provide opportunities

for accessing and moving funds, growing capital, and reducing risk. Such

services may be provided by banks and other traditional financial services

organizations, or by nonbank providers.

• Financial inclusion contributes to the development goals of poverty reduction,

economic growth and jobs, greater food security and agricultural production,

women’s economic empowerment and health protection.

What is Financial Inclusion?



How many unbanked adults 
have a mobile phone? 

Globally, about 1.1 billion — or 
about two-thirds of all 
unbanked adults. In India and 
Mexico more than 50 percent 
of the unbanked have a mobile 
phone; in China 82 percent do

Opportunity for ICTs to bridge the financial inclusion gap



• DFS are new and complicated, raising new economic issues relating to licensing, market 

dynamics, market power, competition, interoperability, consumer protection, and legal issues 

around regulators’ mandates in this area

• Increasing the impact of DFS depends on collaboration among public and private stakeholders 

to

– Build a deep knowledge base

– Ensure connectivity for DFS

– Address other key overlapping issues:

• interoperability

• digital identity

• Consumer data

• Privacy and data protection

DFS: Issues



ICT 
Infrastructure

ICT 
applications 
and services

Devices

Source: ITU-T Focus Group Digital Financial Services Outputs 

The DFS Ecosystem



ICT 
Infrastructure

ICT 
applications 
and services

Devices

Effective collaboration 
and coordination is 

critical to the 
development of a safe 

and enabling DFS 
ecosystem

Financial authorities should 
regularly engage with other 
public-sector actors (e.g., 
authorities responsible for 

telecommunications, 
competition, data protection, 
and taxation), DFS providers, 

consumer advocates, DFS 
technical experts, 

development partners, and 
other DFS stakeholders

(issues e.g. interoperability, 
third generation mobile (3G) 

coverage, service quality, 
fraud mitigation, data privacy, 

or digital credit)

DFS authorities should 
establish formal 
mechanisms for 

coordination

Mechanisms such as a 
national payments council 

can facilitate a collaborative 
approach to DFS regulation. 

Financial and 
telecommunications 

authorities should also 
consider signing a 
memorandum of 

understanding (MoU) or 
similar agreement to guide 
their collaboration to foster 
the development of a safe 

and enabling DFS ecosystem

Source: ITU-T Focus Group Digital Financial Services Outputs 

Collaboration Needs

DFS 
policy makers, 

regulators, 
supervisors

Competition 
authorities

Tax 
authorities

Consumer 
protection 
authorities

Telecommu
nications 

authorities

Data privacy 
authorities

Financial 
regulators 

and 
policymaker

s



FIGI Project (ITU, World Bank, Bill & Melinda Gates Foundation)

Regional Initiatives (2020-2023) 

Chief Regulatory Officers – Working Group on DFS

Country Assistance: 
✓ Mongolia (2017)
Digital Financial Services (DFS) and Digital Financial Inclusion (DFI) Ecosystem in 
Mongolia: A study with focus on cross-sectoral policy and regulatory collaboration
✓ China (2018-2020)
Cooperation with World Bank as well as Bill & Melinda Gates Foundation as part of 
FIGI project 
✓ India (2018)
Capacity building on Understanding Digital Payments
✓ Thailand (2018)
Regional training on Distributed Ledger Technologies
✓ Sudan (2017)
Digital Financial Services (DFS) and Digital Financial Inclusion (DFI): A study with 
focus on cross-sectoral policy and regulatory collaboration

BDT on DFS and DFI

Best Practice Guidelines on 

Collaborative Regulation for 

Digital Financial Inclusion 

(2016)

ITU-D activities global (examples)

https://www.itu.int/en/ITU-D/Regulatory-Market/Pages/bestpractices.aspx


TSB on DFS and DFI – The Journey
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reports – by TSB 
Technology Watch

----------

~ 2.1 M USD grant 
received from Bill & 
Melinda Gates 
Foundation for Focus 
Group on Digital 
Financial Services 
(FG DFS)

2
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6 FG DFS

~ 50+ active member 
(World Bank, Central 
Banks, Visa/Mastercard, 
Telcom regulators ..)

Closed in 2016

---------

27 reports & 85
recommendations 
submitted to TSAG, 
ITU-T SGs 3, 12 &17 and 
TDAG, ITU-D SGs1&2

Joint ITU-UPU 
Publication on DFS 
Glossary (From FG DFS)
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9 FIGI Financial 

Inclusion Global 
Initiative ~ 3.4 M USD 
grant received from 
Bill & Melinda Gates 
Foundation 

FG DFC Digital Fiat 
Currency

- 6 reports to ITU-T 
SG16&17

FG DLT Distributed 
Ledger Technologies  
- 8 reports to ITU-T 
SG13, 16 &17

• 1 Recommendation from ITU-T SG 12

• 3 Draft Recommendations from ITU-T SG 3

• 6 adopted as technical reports in ITU-T Study 

Groups



AML + KYC

Payment Settlement

Micro loans

Deposit 

Insurance

Telecom costs

Last mile connectivity

Network reliability

QoS

SIM Registration
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FG DFS: Collaboration Between Telecom and Financial Services Regulators

Open Access 

Dispute Res.

Security

Digital ID

Competition

Consumer 

Protection

TSB on DFS and DFI



FIGI: Cross-ITU Collaboration and Co-operation
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