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Agenda (main points)

e Smart tachograph (ec)

» Smart tachograph and Galileo network
» Security
> Implementation milestones

e Enforcement (ECR, CORTE)
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Adopted by Regulation 165/2014
In all new vehicles registered as from 15 June 2019
GNSS module

+ Automatic recording of the location of the vehicle (cabotage)
+ Second motion sensor

DSRC module for communication tachograph -
control officers

New cryptography
Enhanced seal
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OUR VISION: A ROBUST GNSS CAN ACT AS A SINGLE LOCATION ;'.',’.‘-‘-

“ENGINE” FOR MULTIPLE ROAD APPLICATIONS

Digital Tachograph (DT) Pay As You Drive (PAYD)

Road User & Intelligent
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v" Multi-constellation: Signals
When buildings block Y
the signal and reduce the

number of visible satellites,
the availability of more QU NG SR
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MARKET REPORT Source: http://www.gsa.europa.eu/system/files/reports/GNSS-Market-Report-2015-issued4 0.pdf
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Security is a major concern in the Smart Tachograph

Galileo provides an efficient, resilient and low-
cost solution against jamming or spoofing attacks eation
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e Ability of the system to
A guarantee to the users that
. . they are utilizing signals frorr- anss VU
the Galileo satellites and not el Positon
GALILEO from any other source s / s

Other
vehicle
ECU

Authentication of Galileo sighals in the Open Service looks more convenient
for the industry than the signal encryption between GNSS receiver and VU
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New Cryptographic Algorithms \“@

Cryptographic algorithms to secure the communication links completely renewed

Public key cryptography - Elliptic Curve Cryptography (ECC), Symmetric-key cryptography
- AES, Hash - SHA-2

S T ECC, SHA-2, AES,
RS e S e Mutual authentication D'g'tal Certificates

AES and secure
communication

Pairing and secure
communication

External GNSS (optional)

Secure Digital signatures on Cads
communication downloaded data
Early Remote Detection (DSRC) AES, SHA-2 ECC, SHA-2, Digital Certificates
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ERCA SERVICES (CERTIFICATES) GEN 1
IOT GEN 1 in REGIME

SPECIFICATIONS ERCA GEN 2
DEVELOPMENT ERCA GEN 2 * ERCA SERVICES (CERTIFICATES) GEN 2
4

i

TESTS KEYS GEN 2 FOR MS

SAMPLE TEST KEYS MS POLICIES + INFRASTRUCT 2ES DEVELOPMENT

FOR INDUSTRY
MS TEST KEYS MS PRODUCTION KEYS

SMART TACHOGRAPH COMPONENTS DEVELOPMENT SMART TACHOGRAPH DEI—
[—

1 CARD ¥ 1 VU CERTIFIED

SPECIFICATIONS 10T GEN 2
DEVELOPMENT 10T GEN 2 10T GEN 2 CERTIFICATIONS
o
2016 | 2017 | 248 | 2019
' Start of Certification WSC 'STC
NOW Processes
Entry into force Reg START UP CERT. Smart Tachographs
799/2016 IOT GEN 2 | mandatory
ERCA GEN 2
KEY CEREMONY




Enforcement

Detection of tachograph manipulation has risen from
5 to 10% of the total of breaches to Reg 561/2006

e More and more sophisticated

e Tachograph tampering is beneficial

Request for software type-approval

e Tachograph should remain an enforcement tool
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http://ec.europa.eu/transparency/regexpert/index.cfm
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Search | Centact | Important legal notice  [English (en)

REGISTER OF COMMISSION EXPERT GROUPS
and Other Similar Entities

[=17]

This Register was set up by the Commission to ensure transparency on expert groups assisting the Commission
in relation to:

o the preparation of legislative proposals and policy initiatives;
the preparation of delegated acts;

the implementation of EU legislation, programmes and policies, including coordination and cooperation
with EU Member States and stakeholders in that regard;

..

accordance with Regulation (EU) N°182/2011

The Register lists both Commission expert groups and other similar entities, i.e. consultative entities set
Up by the Union legislator and not by the Commission, which have a similar or identical role to that of
Commission expert groups and are administered and financially managed by the Commission.

For each expert group, the Register provides valuable information including on the Commission department
which is running the group, as well as on its members, its mission and tasks. The Register also includes
relevant documents which are produced and discussed by the groups.

REGISTER OF COMMISSION EXPERT GROUPS
and Other Similar Entities

jon expert groups and other similar entities
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search for: tachograph forum | cetit |

Commission Expert Groups Displaying 1 to 1 of 1 found groups

other Similar Entities

Tachograph Forum
Group Details

Name: tachograph forum
Additional Information

Activity Raport:

Document TACHO FORUM {1).0df

0161117 Smooth implementation of the SMART TACHOGRAPHS

Activity Report

Document: DGMOVE-Fresentation tachograph forum 28 November.pdf

Activity Report:
Agends and presentation documents concerning technical aspects of the tachoaraph forum meeting - 28...
(EDOOOO = Commission Expert Groups Displaying 1 to 1 of 1 found groups

(£P0000 = ather Similar Entities
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Quick search
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Download
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Home B
Group Details - Commission Expert

Mow is the register
argonized

Additionat inforrmation | Subgroups | Statistics | Mermbers

Quick search Active

Mame: Tachograph Forum (F03379)
d saarch

Adva Policy Area: Transport

Howes Lead DG: MOVE - DG Mobility and Transport

Calls for applications associetsd 0G1| Bt
GROW - DG Intarnal Markat, Industry, Entrapreneurship and SMEs
CHECT - DG Communications Networks, Contant and Tachnology
JRC - Joint Research Cantra

DG Employment, Social Affairs and Tnclusion
Contact the register

Download

Type: Informal, Permanent

Scope: Limitad
Mission: Support of dialogue on technical matters concerning the tachograph as defined
in Regulation (EU) No 165/2014 on tachograp road transport

Task: Assist the Commission in relation to the impl ation of axiating Union
leguslation, programmas and policies

Coordinata with Member Statas, axchange of views

Contact: MOVE-TACHOGRAPH- FORUM@ec. europa. su

Publication in RegExp: 10 Oct 2016

Last updated: 10 Jan 2017
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