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TRANSPORT AND SECURITY 
 

Note by the secretariat 
 

It is recalled that in response to the request of the Inland Transport Committee 
(ECE/TRANS/139, para. 19) the Working Party, at its forty-sixth session, requested the 
secretariat to prepare a synthesis of the initiatives in the field of transport and security undertaken 
within relevant international organizations of relevance to inland navigation (TRANS/SC.3/158, 
para. 4). 

 A succinct information on actions and activities undertaken within UNECE, ECMT, IMO, 
ILO, CCNR and ISO with a view to enhancing the security in transport sector and, in particular, 
in inland navigation is reproduced below. 

 
_________________ 
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United Nations Economic Commission for Europe and its subsidiary bodies 
 
1. The Inland Transport Committee, at its sixty-fourth session (18-21 February 2002), 
considered the question of transport and security on the basis of a document prepared by the 
secretariat (TRANS/2002/15). The Committee took note that existing UNECE transport 
regulations already contain a number of security related provisions.  The Committee requested its 
subsidiary bodies to identify, within their respective fields of competence, the differences 
between “security” and “safety” concepts and the relevant concrete questions that could be 
addressed in this respect taking into account the work and studies undertaken by other organs, in 
particular by the European Conference of Ministers of Transport (ECMT)(ECE/TRANS/139, 
paras. 18 and 19). 
 
2. The Economic Commission of Europe, at its fifty-seventh session (7-10 May 2002), 
supported the endeavours of United Nations agencies to ensure a more secure and safe 
environment and took note of the work of the secretariat. In this respect, the Commission stressed 
that UNECE should avoid duplicating the work of other competent regional or international 
organizations. The Commission invited its principal subsidiary bodies to consider carefully their 
work programmes in the context of security and safety (E/2002/37 – E/ECE/1395, paras. 28-31). 
 
3. The World Forum for Harmonization of Vehicle Regulations, at its one-hundred-and-
twenty-eighth session (12-15 November 2002), was of the opinion that the questions concerning 
protection of vehicles against theft (unauthorized use) and intelligent transport systems were the 
key areas of its contribution to the consideration of security in transport (TRANS/WP.29/885, 
para. 26). In this context, the Working Party will, at its future sessions, consider a proposed new 
draft Regulation on uniform technical prescriptions concerning the protection of motor vehicles 
against unauthorized use. The Working Party will also consider how to use intelligent transport 
systems in the monitoring of vehicle movements 
 
4. The Working Party on Rail Transport, at its fifty-sixth session (16-18 October 2002), 
adopted the definition of railway safety as “the socially required level of absence of risk of 
danger in the rail transport system where risk relates to personal accident, injury or material 
damage“ and the definition of security in railways as : “the protection of human beings, 
transport means and transport infrastructure against unauthorized and unexpected actions of any 
kind” (TRANS/SC.2/198, para. 6). 
 
5. The Working Party on Inland Water Transport, at its forty-sixth session (22-24 
October 2002), asked its subsidiary body, the Working Party on the Standardization of Technical 
and Safety Requirements in Inland Navigation, to study if there was a need for amendment of the 
European Agreement on Main Inland waterways of International Importance (AGN), the 
European Code for Inland Waterways (CEVNI), the Recommendations on Technical 
Requirements for Inland Navigation Vessels (annex to resolution No. 17, revised) and/or any 
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other UNECE instrument concerning inland navigation with provisions aimed at enhancing 
security on board vessels when under way and in ports, and make its recommendations in this 
regard available for further considerations (TRANS/SC.3/158, para. 4).   
 
6. The Working Party on the Standardization of Technical and Safety Requirements in 
Inland Navigation, at its twenty-sixth session (3-5 June 2003) underlined the importance of 
enhancing the security on board inland navigation vessels which themselves might be used as a 
terrorist weapon.  It emphasized that this work should be carried out in close cooperation with 
other relevant bodies such as EU and CCNR.  Governments, the European Commission and River 
Commissions were invited to transmit their ideas and concrete proposals of relevance to the 
mandate of this Working Party, i.e. concerning possible amendment of CEVNI (e.g. by tightening 
the regime of access to vessels, introducing a post of a security officer on board certain types of 
passenger vessels, etc.), introduction of possible security-related provisions in the future River 
Information Service (RIS) and proposing relevant amendments of the European Agreement on 
Main Inland Waterways of International Importance (AGN) (TRANS/SC.3/WP.3/52, para. 9). 
 
European Conference of Ministers of Transport (ECMT) 
 
7. The ECMT Council of Ministers adopted on 30 May in Bucharest (Romania) a 
Declaration on Transport Security and Terrorism.  The Declaration, in particular, requests the 
ECMT to monitor developments in improving transport security and share best practices across 
the transport sector and to work with other intergovernmental organizations such as the 
Organization for Economic Cooperation and Development (OECD) and the International 
Maritime Organization (IMO) whilst seeking ways to combined efficiency and security 
improvements in transport systems and preventing inconsistent and incompatible security 
requirements among modes. The Declaration also requests UNECE, in line with the decision of 
its Inland Transport Committee, to conduct a review of its legal instruments to verify that they 
adequately take into consideration implications for transport security. 
 
International Maritime Organization (IMO) 
 

8. A new, comprehensive security regime for international shipping is set to enter into force 
in July 2004 following the adoption by a Diplomatic Conference of a series of measures to 
strengthen maritime security and prevent and suppress acts of terrorism against shipping. The 
Conference, held at the London headquarters of the International Maritime Organization (IMO) 
from 9 to 13 December, was of crucial significance not only to the international maritime 
community but the world community as a whole, given the pivotal role shipping plays in the 
conduct of world trade. The measures represent the culmination of just over a year's intense 
work by IMO's Maritime Safety Committee and its Intersessional Working Group since the 
terrorist atrocities in the United States in September 2001.  
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9. The Conference adopted a number of amendments to the 1974 Safety of Life at Sea 
Convention (SOLAS), the most far-reaching of which enshrines the new International Ship and 
Port Facility Security Code (ISPS Code). The Code contains detailed security-related 
requirements for Governments, port authorities and shipping companies in a mandatory section 
(Part A), together with a series of guidelines about how to meet these requirements in a second, 
non-mandatory section (Part B). The Conference also adopted a series of resolutions designed to 
add weight to the amendments, encourage the application of the measures to ships and port 
facilities not covered by the Code and pave the way for future work on the subject. 

The International Ship and Port Facility Security Code  

10. In essence, the Code takes the approach that ensuring the security of ships and port 
facilities is basically a risk management activity and that to determine what security measures are 
appropriate, an assessment of the risks must be made in each particular case. 

11. The purpose of the Code is to provide a standardized, consistent framework for evaluating 
risk, enabling governments to offset changes in threat with changes in vulnerability for ships and 
port facilities. 

12. To begin the process, each Contracting Government will conduct port facility security 
assessments. Security assessments will have three essential components. First, they must identify 
and evaluate important assets and infrastructures that are critical to the port facility as well as 
those areas or structures that, if damaged, could cause significant loss of life or damage to the 
port facility's economy or environment. Then, the assessment must identify the actual threats to 
those critical assets and infrastructure in order to prioritise security measures. Finally, the 
assessment must address vulnerability of the port facility by identifying its weaknesses in 
physical security, structural integrity, protection systems, procedural policies, communications 
systems, transportation infrastructure, utilities, and other areas within a port facility that may be a 
likely target. Once this assessment has been completed, Contracting Government can accurately 
evaluate risk. 

13. This risk management concept will be embodied in the Code through a number of 
minimum functional security requirements for ships and port facilities. For ships, these 
requirements will include: 

- ship security plans; 
- ship security officers; 
- company security officers; 
- certain onboard equipment.  

14. For port facilities, the requirements will include: 

- port facility security plans; 
- port facility security officers; 
- certain security equipment. 
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15. In addition the requirements for ships and for port facilities include: 

- monitoring and controlling access; 
- monitoring the activities of people and cargo; 
- ensuring security communications are readily available. 

16. Because each ship (or class of ship) and each port facility present different risks, the 
method in which they will meet the specific requirements of this Code will be determined and 
eventually be approved by the Administration or Contracting Government, as the case may be. 

17. In order to communicate the threat at a port facility or for a ship, the Contracting 
Government will set the appropriate security level. Security levels 1, 2, and 3 correspond to 
normal, medium, and high threat situations, respectively. The security level creates a link 
between the ship and the port facility, since it triggers the implementation of appropriate security 
measures for the ship and for the port facility.  

18. The preamble to the Code states that, as threat increases, the only logical counteraction is 
to reduce vulnerability. The Code provides several ways to reduce vulnerabilities. Ships will be 
subject to a system of survey, verification, certification, and control to ensure that their security 
measures are implemented. This system will be based on a considerably expanded control system 
as stipulated in the 1974 Convention for Safety of Life at Sea (SOLAS). Port facilities will also 
be required to report certain security related information to the Contracting Government 
concerned, which in turn will submit a list of approved port facility security plans, including 
location and contact details to IMO. 

The Company and the Ship 

19. Under the terms of the Code, shipping companies will be required to designate a 
Company Security Officer for the Company and a Ship Security Officer for each of its ships. The 
Company Security Officer's responsibilities include ensuring that a Ship Security Assessment is 
properly carried out, that Ship Security Plans are prepared and submitted for approval by (or on 
behalf of) the Administration and thereafter is placed on board each ship. 

20. The Ship Security Plan should indicate the operational and physical security measures the 
ship itself should take to ensure it always operates at security level 1. The plan should also 
indicate the additional, or intensified, security measures the ship itself can take to move to and 
operate at security level 2 when instructed to do so. Furthermore, the plan should indicate the 
possible preparatory actions the ship could take to allow prompt response to instructions that may 
be issued to the ship at security level 3. 

21. Ships will have to carry an International Ship Security Certificate indicating that they 
comply with the requirements of SOLAS chapter XI-2 and part A of the ISPS Code. When a ship 
is at a port or is proceeding to a port of Contracting Government, the Contracting Government 
has the right, under the provisions of regulation XI-2/9, to exercise various control and 
compliance measures with respect to that ship. The ship is subject to port State control 
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inspections but such inspections will not normally extend to examination of the Ship Security 
Plan itself except in specific circumstances. 

22. The ship may, also, be subject to additional control measures if the Contracting 
Government exercising the control and compliance measures has reason to believe that the 
security of the ship has, or the port facilities it has served have, been compromised. 

The Port Facility 

23. Each Contracting Government has to ensure completion of a Port Facility Security 
Assessment for each port facility within its territory that serves ships engaged on international 
voyages. The Port Facility Security Assessment is fundamentally a risk analysis of all aspects of a 
port facility's operation in order to determine which parts of it are more susceptible, and/or more 
likely, to be the subject of attack. Security risk is seen a function of the threat of an attack 
coupled with the vulnerability of the target and the consequences of an attack. 

24. On completion of the analysis, it will be possible to produce an overall assessment of the 
level of risk. The Port Facility Security Assessment will help determine which port facilities are 
required to appoint a Port Facility Security Officer and prepare a Port Facility Security Plan. This 
plan should indicate the operational and physical security measures the port facility should take to 
ensure that it always operates at security level 1. The plan should also indicate the additional, or 
intensified, security measures the port facility can take to move to and operate at security level 2 
when instructed to do so. It should also indicate the possible preparatory actions the port facility 
could take to allow prompt response to the instructions that may be issued at security level 3. 

25. Ships using port facilities may be subject to port State control inspections and additional 
control measures. The relevant authorities may request the provision of information regarding the 
ship, its cargo, passengers and ship's personnel prior to the ship's entry into port. There may be 
circumstances in which entry into port could be denied. 

Responsibilities of Contracting Governments 

26. Contracting Governments have various responsibilities, including setting the applicable 
security level, approving the Ship Security Plan and relevant amendments to a previously 
approved plan, verifying the compliance of ships with the provisions of SOLAS chapter XI-2 and 
part A of the ISPS Code and issuing the International Ship Security Certificate, determining 
which port facilities located within their territory are required to designate a Port Facility Security 
Officer, ensuring completion and approval of the Port Facility Security Assessment and the Port 
Facility Security Plan and any subsequent amendments; and exercising control and compliance 
measures. It is also responsible for communicating information to the International Maritime 
Organization and to the shipping and port industries. 

27. Contracting Governments can designate, or establish, Designated Authorities within 
Government to undertake their security duties and allow Recognised Security Organisations to 
carry out certain work with respect to port facilities, but the final decision on the acceptance and 



  TRANS/SC.3/2003/12 
  page 7 

 
approval of this work should be given by the Contracting Government or the Designated 
Authority.  

Amendments to SOLAS 

28. The Conference adopted a series of Amendments to the 1974 SOLAS Convention, aimed 
at enhancing maritime security on board ships and at ship/port interface areas. Among other 
things, these amendments create a new SOLAS chapter dealing specifically with maritime 
security, which in turn contains the mandatory requirement for ships to comply with the ISPS 
Code. 

29. Modifications to Chapter V (Safety of Navigation) contain a new timetable for the fitting 
of Automatic Information Systems (AIS). Ships, other than passenger ships and tankers, of 300 
gross tonnage and upwards but less than 50,000 gross tonnage, will be required to fit AIS not 
later than the first safety equipment survey after 1 July 2004 or by 31 December 2004, whichever 
occurs earlier. Ships fitted with AIS shall maintain AIS in operation at all times except where 
international agreements, rules or standards provide for the protection of navigational 
information." 

30. The existing SOLAS Chapter XI (Special measures to enhance maritime safety) has been 
re-numbered as Chapter XI-1. Regulation XI-1/3 is modified to require ships' identification 
numbers to be permanently marked in a visible place either on the ship's hull or superstructure. 
Passenger ships should carry the marking on a horizontal surface visible from the air. Ships 
should also be marked with their ID numbers internally. 

31. And a new regulation XI-1/5 requires ships to be issued with a Continuous Synopsis 
Record (CSR) which is intended to provide an on-board record of the history of the ship. The 
CSR shall be issued by the Administration and shall contain information such as the name of the 
ship and of the State whose flag the ship is entitled to fly, the date on which the ship was 
registered with that State, the ship's identification number, the port at which the ship is registered 
and the name of the registered owner(s) and their registered address. Any changes shall be 
recorded in the CSR so as to provide updated and current information together with the history of 
the changes. 

New Chapter XI-2 (Special measures to enhance maritime security) 

32. A brand-new Chapter XI-2 (Special measures to enhance maritime security) is added after 
the renumbered Chapter XI-1. 

33. This chapter applies to passenger ships and cargo ships of 500 gross tonnage and 
upwards, including high speed craft, mobile offshore drilling units and port facilities serving such 
ships engaged on international voyages. 

Regulation XI-2/3 of the new chapter enshrines the International Ship and Port Facilities Security 
Code (ISPS Code). Part A of this Code will become mandatory and part B contains guidance as 
to how best to comply with the mandatory requirements. 
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34. The regulation requires Administrations to set security levels and ensure the provision of 
security level information to ships entitled to fly their flag. Prior to entering a port, or whilst in a 
port, within the territory of a Contracting Government, a ship shall comply with the requirements 
for the security level set by that Contracting Government, if that security level is higher than the 
security level set by the Administration for that ship. 

35. Regulation XI-2/4 confirms the role of the Master in exercising his professional 
judgement over decisions necessary to maintain the security of the ship. It says he shall not be 
constrained by the Company, the charterer or any other person in this respect. 

36. Regulation XI-2/5 requires all ships to be provided with a ship security alert system, 
according to a strict timetable that will see most vessels fitted by 2004 and the remainder by 
2006. When activated the ship security alert system shall initiate and transmit a ship-to-shore 
security alert to a competent authority designated by the Administration, identifying the ship, its 
location and indicating that the security of the ship is under threat or it has been compromised. 
The system will not raise any alarm on-board the ship. The ship security alert system shall be 
capable of being activated from the navigation bridge and in at least one other location. 

37. Regulation XI-2/6 covers requirements for port facilities, providing among other things 
for Contracting Governments to ensure that port facility security assessments are carried out and 
that port facility security plans are developed, implemented and reviewed in accordance with the 
ISPS Code. 

38. Other regulations in this chapter cover the provision of information to IMO, the control of 
ships in port, (including measures such as the delay, detention, restriction of operations including 
movement within the port, or expulsion of a ship from port), and the specific responsibility of 
Companies. 

Resolutions adopted by the conference 

39. The conference adopted 11 resolutions, the main points of which are outlined below. The 
full text of each is available on request. 

40. Conference resolution 1 (Adoption of amendments to the annex to the international 
Convention for the Safety of Life at Sea, 1974, as amended), determines that the amendments 
shall be deemed to have been accepted on 1 January 2004 (unless, prior to that date, more than 
one third of the Contracting Governments to the Convention or Contracting Governments the 
combined merchant fleets of which constitute not less than 50% of the gross tonnage of the 
world's merchant fleet, have notified their objections to the amendments) and that the 
amendments would then enter into force on 1 July 2004. 

41. Conference resolution 2 (Adoption of the International Ship and Port Facility 
Security (ISPS) Code) adopts ISPS Code, and invites Contracting Governments to the 
Convention to note that the ISPS Code will take effect on 1 July 2004 upon entry into force of the 
new chapter XI-2 of the Convention; 
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42. Conference resolution 3 (Further work by the International Maritime Organization 
pertaining to the enhancement of maritime security) invites the International Maritime 
Organization to develop, as a matter of urgency, training guidance such as model courses for ship 
security officers, company security officers and port facility security officers; performance 
standards for ship security alarms; performance standards and guidelines for long-range ship 
identification and tracking systems; guidelines on control of ships; and guidelines on 
"Recognized security organizations", and to adopt them in time before the entry into force of the 
amendments to the Convention adopted by the Conference. 

43. Conference resolution 4 (Future amendments to Chapters XI-1 and XI-2 of the 1974 
SOLAS Convention on special measures to enhance maritime safety and security) 
recommends that future amendments to the provisions of chapters XI-1 and XI-2 of the 
Convention should be adopted by either the Maritime Safety Committee of the International 
Maritime Organization or by a Conference of Contracting Governments to the Convention.  

44. Conference resolution 5 (Promotion of technical co-operation and assistance) 
strongly urges Contracting Governments to the Convention and Member States of the 
Organization to provide, in co-operation with the Organization, assistance to those States which 
have difficulty in meeting the requirements of the adopted amendments; and to use the Integrated 
Technical Co-operation Programme of the Organization as one of the main instruments to obtain 
assistance in advancing effective implementation of, and compliance with, the adopted 
amendments. 

45. It also requests the Secretary-General of the IMO to make adequate provision, within the 
Integrated Technical Co-operation Programme, to strengthen further the assistance that is already 
being provided and to ensure that IMO is able to address the future needs of developing countries 
for continued education and training and the improvement of their maritime and port security 
infrastructure and measures; and invites donors, international organizations and the shipping and 
port industry to contribute financial, human and/or in-kind resources to the Integrated Technical 
Co-operation Programme of IMO for its maritime and port security activities. 

46. It also invites the Secretary General to give early consideration to establishing a Maritime 
Security Trust Fund for the purpose of providing a dedicated source of financial support for 
maritime security technical-co-operation activities and, in particular, for providing support for 
national initiatives in developing countries to strengthen their maritime security infrastructure and 
measures. 

47. Conference resolution 6 (Early implementation of the special measures to enhance 
maritime security) refers to the difficulties experienced during implementation of the 
International Safety Management (ISM) Code and draws the attention of Contracting 
Governments and the industry to the fact that chapter XI-2 of the Convention does not provide for 
any extension of the implementation dates for the introduction of the special measures concerned 
to enhance maritime security. It urges Contracting Governments to take, as a matter of high 
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priority, any action needed to finalize as soon as possible any legislative or administrative 
arrangements, which are required at the national level, to give effect to the requirements of the 
adopted amendments to the Convention relating to the certification of ships entitled to fly their 
flag or port facilities situated in their territory. It also recommends that Contracting Governments 
and Administrations concerned designate dates, in advance of the application date of 1 July 2004 
by which requests for certification should be submitted in order to allow for completion of the 
certification process and for companies and port facilities to rectify any non-compliance. It also 
recommends that Contracting Governments and the industry should take early appropriate action 
to ensure that all necessary infrastructure is in place in time for the effective implementation of 
the adopted measures to enhance maritime security on board ships and ashore. 

48. Conference resolution 7 (Establishment of appropriate measures to enhance the 
security of ships, port facilities, mobile offshore drilling units on location and fixed and 
floating platforms not covered by chapter XI-2 of the 1974 SOLAS Convention) invites 
Contracting Governments to establish, as they might consider necessary, appropriate measures to 
enhance the security of ships and of port facilities other than those covered by chapter XI-2 of the 
Convention; it also encourages Contracting Governments to establish and disseminate, in an 
appropriate manner, information to facilitate contact and liaison between company and ship 
security officers and the authorities responsible for the security of port facilities not covered by 
Chapter XI-2, prior to a ship entering, or anchoring off, such a port; 

49. Conference resolution 8 (Enhancement of security in co-operation with the 
International Labour Organization) invites the ILO to continue the development of a 
Seafarers' Identity Document as a matter of urgency, which should cover, among other things, a 
document for professional purposes; a verifiable security document; and a certification 
information document, and invites IMO and the ILO to establish a joint ILO/IMO Working 
Group to undertake more detailed work on comprehensive port security requirements. 

50. Conference resolution 9 (Enhancement of security in co-operation with the World 
Customs Organization) invites the WCO to consider urgently measures to enhance security 
throughout international closed CTU movements and requests the Secretary-General of IMO to 
contribute expertise relating to maritime traffic to the discussions at the WCO. 

51. Conference resolution 10 (Early implementation of long-range ships' identification 
and tracking) recalls that long-range identification and tracking of ships at sea is a measure that 
fully contributes to the enhancement of the maritime and coastal States security and notes that 
Inmarsat C polling is currently an appropriate system for long-range identification and tracking of 
ships. It urges Governments to take, as a matter of high priority, any action needed at national 
level to give effect to implementing and beginning the long-range identification and tracking of 
ships and invites Contracting Governments to encourage ships entitled to fly the flag of their 
State to take the necessary measures so that they are prepared to respond automatically to 
Inmarsat C polling, or to other available systems. It also requests Governments to consider all 
aspects related to the introduction of long-range identification and tracking of ships, including its 
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potential for misuse as an aid to ship targeting and the need for confidentiality in respect of the 
information so gathered. 

52. Conference resolution 11 (Human element-related aspects and shore leave for 
seafarers) urges Governments to take the human element, the need to afford special protection to 
seafarers and the critical importance of shore leave into account when implementing the 
provisions of chapter XI-2 of the Convention and the International Ship and Port Facility (ISPS) 
Code. It also encourages Governments, Member States of IMO and non-governmental 
organizations with consultative status at the Organization to report to the Organization any 
instances where the human element has been adversely impacted by the implementation of the 
provisions of chapter XI-2 of the Convention or the Code. It also requests the IMO Secretary-
General to bring to the attention of the Maritime Safety Committee and the Facilitation 
Committee of the Organization, any human element related problems, which have been 
communicated to the Organization as a result of the implementation of chapter XI-2 of the 
Convention or the Code. 

International Labour Organization (ILO) 

53. The new Convention on Seafarers' Identity Documents adopted by the Organization's 
annual International Labour Conference in June 2003 replaces ILO Convention No. 108, adopted 
in 1958. It establishes a more rigorous identity regime for seafarers with the aim of developing 
effective security from terrorism and ensuring that the world's 1.2 million seafarers will be given 
the freedom of movement necessary for their well-being and for their professional activities and, 
in general, to facilitate international commerce. 

54. The Convention sets out the basic parameters and allows the details in its annexes, like the 
precise form of the identity document (ID), to be easily adapted subsequently to keep up with 
technological developments. A major feature of the new ID, on which full agreement was 
reached, will be a biometric template based on a fingerprint. A Resolution accompanying the 
Convention requests the ILO Director-General to take urgent measures for the development of "a 
global interoperable standard for the biometric, particularly in cooperation with the International 
Civil Aviation Organization (ICAO)". It also makes provision for the facilitation of shore leave 
and transit and transfer of seafarers, including the exemption from holding a visa for seafarers 
taking shore leave. 

55. To avoid the risk of an ID being issued to the wrong person, the Convention also requires 
ratifying member States to maintain a proper database available for international consultation by 
authorized officials and to have and observe adequate procedures for the issuance of IDs. Those 
procedures, which cover not only the security aspects but also the necessary safeguards for 
individual rights, including data protection, will be subject to transparent procedures for 
international oversight. 
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56. A joint ILO/IMO Working Group on Port Security established pursuant to Resolution 
No.8 of the IMO Diplomatic Conference met in Geneva, on 9-11 July 2003.  The Working Group 
agreed on the text of the draft Code of Practice on Security in Ports.   

57. The purpose of the Code is to provide a method of identifying potential risks to a port’s 
security and outline security roles, tasks and measures to deter, detect and respond to unlawful 
acts against ports serving international traffic and maritime operations by: 

-  Recommending that a security assessment is carried out by an appropriate authority in 
respect of each port; 

-  Recommending that a port security advisory committee, consisting of representatives 
from all relevant stakeholders, be formed; 

-  Recommending that a security plan be produced covering the issues identified in the 
assessment and identifying appropriate security measures to be implemented; 

-  The application of security guidelines to all areas and functions of the port, and those 
working in, having business with and requiring access to the port or transiting through the 
port. This includes port workers and other port personnel, seafarers, passengers and 
passengers’ baggage, cargo, material, vehicles and equipment originating from within and 
outside the port area; 

-  Promoting security awareness in the port and the training of personnel appropriate to their 
role; 

-  Maximizing the effectiveness of security measures through systematic exercising, testing 
and audit of security procedures to identify and correct non-compliance, failures and 
weaknesses; 

-  The port security guidelines in this COP may also form a basis for security in domestic 
ports and maritime operations. 

58. The Code is to enable Governments, employers, workers and other stakeholders to reduce 
the risk to ports from the threat posed by unlawful acts. It provides a guidance framework to 
develop and implement a port security strategy appropriate to identified threats to security. 

59. The draft Code of Practice on Security in Ports is expected to be considered and adopted 
at the Tripartite Meeting of Experts on Security, Safety and Health in Ports (Geneva, 
8-17 December 2003). 

Central Commission for the Navigation of the Rhine (CCNR) 

60. An ad hoc Group of experts was set up within the CCNR with a mandate to consider 
possible measures aimed at enhancing the security in Rhine navigation, in particular, as a follow-
up to the decisions taken at the IMO Diplomatic Conference of December 2002. 

61. The Group discussed in detail the interaction of inland navigation with the foreseen 
system established for maritime transport and ports, such as: 
- inland navigation as an essential feeder service for maritime transport, 
- inland navigation vessels as an object/weapon of terrorists, 
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- the degree of hazardous risks of the merchandise, in particular, in containers, 
- small ship crews as an advantage/disadvantage, 
- requirements of sea ports regarding hinterland transport on inland waterways, 
- possible extension of security measures to inland waterway ports, 
- consequences for the transport of dangerous goods. 

62. It was noted, in particular, that inland navigation is already safe in relation to the transport 
operations and the protection of the environment and that it should also become secure, in view 
of the protection against external threat.  The CCNR has established a system of regulations 
which may be considered as equivalent to the SOLAS Convention in maritime transport.  It 
would seem appropriate, in addition to the safety aspect, to establish complementary security 
measures which would have to be adapted to maritime transport and ports.  It was felt that inland 
navigation ports as a counterparts to seaports should also be included in the security system. 

63. The ad hoc Group expects to continue its work, possibly in cooperation with the European 
Community, and submit its findings to the spring session of the CCNR in 2004.  

International Organization for Standardization (ISO) 

64. ISO and the Strategic Council on Security Technology have signed a Memorandum of 
Understanding (MoU) to map out the standards needed for the improvement of security and 
productivity of ocean container shipments.  

65. Under the MoU, ISO's technical committee ISO/TC 8, Ships and marine technology, will 
work together with the Strategic Council on Security Technology in an effort to further their 
Smart and Secure Tradelanes (SST) initiative, the world's largest public-private initiative to 
improve the end-to-end security and efficiency of container transportation 

66. The cooperation will serve as the foundation for the international pilot programme 
launched by the ISO technical committee aimed at addressing security gaps as well as proposing 
solutions to those security concerns through the development of standards for the international 
trade community. 

67. Through its cooperation with the SST initiative, the technical committee plans to make 
recommendations for new procedures for maintenance and transfer of cargo custody, additional 
data to be transmitted, sensor interfaces and modes of data communication, and the means to 
search for and access data on an as needed basis. 

 

_________________ 


