UNITED
NATIONS E

Di str.
GENERAL

CES/ 1999/ 22
6 April 1999

Oiginal: ENGISH

STATISTICAL COMMISSION and
ECONOMIC COMMISSION FOR EUROPE

CONFERENCE OF EUROPEAN STATISTICIANS

Forty-seventh plenary session
(Neuchatel, Switzerland, 14-16 June 1999)

REPORT OF THE JOINT ECE/EUROSTAT WORK SESSION ON
STATISTICAL DATA CONFIDENTIALITY

1. The Joint ECE/ Eurostat Wrk Session on Statistical Data Confidentiality
was held in Thessal oniki, G eece from8 to 10 March 1999. It was attended by
participants from Belgium Bosnia and Herzegovi na, Bul garia, Canada, Cyprus,
Czech Republic, Denmark, Estonia, Finland, France, Gernany, G eece, Hungary,
Israel, Italy, Latvia, Lithuania, Netherlands, Norway, Ronania, Russian
Federation, Spain, Sweden, The forner Yugoslav Republic of Micedonia, United
Ki ngdom and the United States. The European Conmi ssion was represented by
Eurostat, the Institute for Systenms, Informatics and Safety (1SI'S), and the
European Centre for Statistics and Devel opnment (CESD - Conmunautaire). A
representative of the Food and Agricultural Organization (FAO was al so
present. At the invitation of Eurostat, fourteen research and acadenic
institutes participated as observers.

2. The provi sional agenda was adopt ed.

3. M. Anco Hundepool (Netherlands) was el ected the Chairperson. M. Luisa
Franconi (Italy) and Ms. Sarah G essing (Gernany) were el ected Vice-Chairs.

4. An openi ng statenent was nade by M. Karavitis, Secretary General of the
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Nati onal Statistical Service of G eece.

5. The foll owi ng substantive topics were discussed at the neeting:
(i) New applications of disclosure control nethods

(ii) Software and conputing devel opnents

(iii) Admnistration and policy of statistical data confidentiality.

6. The following participants acted as Di scussants: M. Law ence Cox
(United States) for topic (i); M. Josep Dom ngo-Ferrer (Spain) for topic
(ii); and M. Cordon Sande for topic (iii).

7. The Meeting recomended that a further Joint UN ECE/ Eurostat Wrk
Session on Statistical Data Confidentiality be convened in 2000/ 2001. It
recomended, therefore, that the following text be included in the 2000/2001
Integrated Presentation of the Progranme of Wrk of the Conference of European
Statisticians:

2.1 Managenent of information technol ogy infrastructure.
Activities of the ECE

The Joint UN ECE/ Eurostat Wrk Session on Statistical Data Confidentiality
(SDC) will be convened in 2000/ 2001 to consider

(i) Applications of SDC nethodol ogy and software in economnic statistics
and social and denographic statistics;

(ii) Inmpact of new technol ogi cal devel opnents in software,
conmuni cati ons and conputing on SDC;

(iii) Progress in the inplenentati on of SDC nmet hods and techni ques in
transition countries;

(iv) Attitude of users and respondents towards SDC

8. The del egati on of The forner Yugoslav Republic of Macedonia offered to
host the 2000/2001 Wrk Session on SDC.

9. The participants expressed their high appreciation and gratitude to the
Nati onal Statistical Service of Greece for the excellent conditions it
provided for the neeting.

10. The main concl usions the participants reached in their discussions are
presented in the Annex.
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ANNEX
SUMMARY OF THE MAIN CONCLUSIONS REACHED AT THE MEETING

I New applications of disclosure control methods

1. The di scussion under this agenda item focused on the application of

di scl osure control nmethods in different statistical areas, such as enpl oynent
and earni ngs, popul ation census, and for business statistics. Disclosure
control gains special inportance when conbining data fromdifferent sources,
e.g. enploynment and earni ngs surveys, |abour force survey, social security
files, and health statistics.

2. Choosi ng the correct strategy of disclosure control often requires
finding the right bal ance between the useful ness of the data and the
information | oss due to the application of disclosure control nethods.
Ideally, the rel eased data nust neet the appropriate bal ance between keepi ng
the informati on content as high as possible while dininishing the risk of

di scl osure to an acceptable ninimum Practically, this can be difficult to
acconpl i sh and assess. While the aimto release safe microdata sets is the
same in different national statistical institutes (NSIs), different disclosure
control nmethods and different definitions of confidentiality could be used.
The neeting di scussed these different definitions of disclosure risks and
esti mati on nodel s.

3. Di fferent approaches have to be considered for different types of data.
Large populations with an inherent dependent structure and characterised by
key variables of a categorical nature, such as for social data, present
conpletely different problenms conpared to small popul ations with a skewed
distribution and mainly continuous key variables, such as for business data.
When dealing with social data, categorical key variables allow an approach
based on finding unique cases in the data set (i.e. an individual that
presents a uni que conbi nati on of values of the key variables in the

sanpl e/ popul ation). In business data, continuous key variabl es make the sane
concept inappropriate, as practically all the units considered would be unique
cases. Such differences influence the disclosure linmtation techniques that
can be applied and the definition of safety of the microdata set.

4. Anot her inportant characteristic of social microdata is the hierarchica
structure of the data allow ng the recognition of groups wi thin the popul ation
(e.g. households). The user who attenpts to breach confidentiality m ght use
t he dependence structure of the data and the power of technological tools to
match records with equal characteristics. Therefore, the risk evaluation has
to take into account the dependence structure to reach a higher |evel of
safety than when considering all cases individually. For social data, nost of
the confidentiality protection technol ogi es are focused on avoi ding re-
identification. Disclosure limtation is often perfornmed by re-categorisation
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of key variables or local suppression of particularly rare categories of such
vari abl es.

5. Concer ni ng soci al data, mnethodol ogies are available to estimate the

i ndi vidual risk of disclosure. It is feasible to evaluate the safety |evel

for each unit in the mcrodata file to be released. A prinmary need is to
devel op ways to inplenment such net hodol ogi es and nake them avail able to the
NSI. Such software could be shared anong NSIs with each one adopting its own
t hreshol d according to the final use of the file (public use file or mcrodata
for research). A potential effect of commopn nethodol ogi es and conmon software
woul d be to harnonise the different practices, while enhancing each NSI’s
application of these nethods.

6. Statistics Netherlands presented the application of the disclosure
control rmethods on enpl oyees’ earning data. The use of EDI for the collection
of enpl oynent and earnings data allows the collection not only of sanples of
data on enpl oyees, but also all the enpl oyee records of sonme firns. |In the
comng years, it is planned to collect detail ed earnings information for al
enpl oyees in the Netherlands. A practical strategy has been devel oped for the
protection of enployee tables using Mi-Argus and Tau- Argus software.

7. The United Ki ngdom denonstrated the use of the record swappi ng techni que
to rel ease census data. Record swapping allows to naximse the degree of
flexibility of outputs and to produce consistent output for different

geographi cal areas. It can be a good trade-off between the need to protect
data by altering individual records and the need to preserve the data
structure. It was nentioned, however, that further studies are needed to

check the I evel of protection reached in the released file.

8. Business microdata have several characteristics that require a different
approach towards its release and disclosure lintation. For nost of the
firms, additional information is avail able and easily accessible, [arge- and
nmedi um si ze enterprises can be easily identified by a few key vari abl es, and
the probability of being included in a sanple can be very high for sone firnmns.
Furthernore, the information available on the enterprise level is very
precise. Al so, the notivation of intruders, the potential benefits as well as
the costs of nethods to breach confidentiality are much higher in the case of
busi ness statistics. The probl em of dependencies is present also in the field
of business data due to the rising inportance of |ongitudinal and panel data
in several areas of economics. NSIs often have a nore cautious attitude
towar ds rel easi ng busi ness nicrodata since the possibility of identification
is perceived as too high

9. Research, testing of new nethodol ogi es and software devel opnent are
essential to reach a solution for business statistics. GCeneral software
covering different nethods would be wel cone.

10. Canada denonstrated a nethod to rel ease mcrodata files for smal
busi nesses. Confidentiality of the data of small businesses can be easier to
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guarantee since the data do not contain extreme outliers. The nost effective
part of the presented disclosure control nethodology is the variety of nethods
used which nakes it extrenmely difficult for an intruder to untangle.

11. An inportant aspect of the disclosure limtation techniques is their

i mpact on data quality. Data quality is naintained if the distance between
the unnodi fied data and the nodified data (after disclosure control) is snall
Statistical nmeasures to describe and sunmarise this distance were discussed.
A data quality anal ysis nay address the original raw data (mcrodata), the
statistics generated fromthe raw data (nacrodata), and the inpact on the
above at each stage of the nodification. The sane disclosure l[imtation

nmet hod may, however, have a different inpact on diverse variables and diverse
categories. This nmakes it quite difficult to predict the influence of a
concrete nmethod on data quality.

12. The di scussion showed that the SDC applications have reached a well -
integrated | evel with nmethodol ogy and data use. Mreover, the applications
al ready give feedback to further nethodol ogical devel oprent.

13. Concerns were expressed, however, regarding the inplenentation of SDC
nmet hodol ogy and the nmai ntenance of the docunmentation. Uniformuse of SDC
software can be dangerous. It was pointed out that it is inportant to exani ne

carefully respondents’ needs, and the political viewpoints that can inpact the
i mpl enentation of statistical data confidentiality (SDC) nethodol ogy. The

di scussion al so showed the need to further devel op risk assessnent nodels, and
to take into account users’ needs for data analysis. NSIs should assess the
“vul nerability” of their programres to potential technol ogical, political
social or malicious attacks against confidentiality.

1. Software and computing developments

14. The Work Session discussed research topics in the area of
confidentiality software. The need to devel op eval uati on net hods for

di scl osure control techniques and software tools was nentioned as one of the
priorities. Both theoretical (i.e. probabilistic) work and sinulation work on
the security of nethods inplenented by software packages shoul d be pronoted.

15. When eval uating software, a standardisation of both the test data and
t he evaluation criteria used is essential. This is inportant in order to
ensure the conparability of results. Standard testing procedures should also
be devel oped. Wthout comon evaluation criteria, it is not possible to
conpare different techni ques and/or microdata and macrodata protection

16. Per f or mance conparisons of the various software packages woul d be
greatly appreciated by the SDC practitioners. The packages could be conpared
in ternms of speed, applicability, information |oss, disclosure risk and
software utility. Reducing information |oss can be ained at mnimising the
nunber of cells suppressed, the total value suppressed, or total val ue
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suppressed of a weight variable. Disclosure risk analysis requires that the
protection of linked tables (avoiding the situation where cells suppressed in
one table are published in another) and pre-published cells (already published
and therefore ineligible for suppression) are taken into account.

17. Devel oping criteria for measuring the degree of data protection against
di scl osure requires the analysis of the opportunities and notives of potenti al
intruders, and the nodelling of their behaviour. This allows the devel opnment
of safety criteria reflecting the potential users of a particular data set
(e.g. researchers, the general public, etc.) as well as the legal and

organi sati onal neasures that acconpany the rel ease of these data.

18. It is also inportant to have a rel evant know edge of respondent
perceptions about confidentiality. There is a need to know the extent to
whi ch respondents understand the confidentiality prom ses nade by statistica
institutes. Wich variables are seen as sensitive and require the greatest
protection, and which data becone | ess confidential w th ageing could be
exanpl es.

19. An inportant research task would be inproving the ability of software
for dealing with conplex microdata, tables with hierarchical structure and
linked tables. Sone concern was expressed about the insufficient ability of
currently used software packages to deal with such conplex data structures.

20. Aut omat ed tool s are needed to optimse the application of SDC techni ques
in order to minimse information | oss. One possible solution was proposed
using the fingerprint technique. The nethod ains at finding records with many
short uni que conbi nati ons of key variables (fingerprints), so that appropriate
data protection techniques can be applied to make the file safer by reducing

t he nunber of fingerprints.

21. An automated cell suppression systemensuring the confidentiality of

busi ness statistics was denonstrated. The systemtakes into account the

requi renents for historical continuity of suppression patterns and the need to
accommodat e subj ect-matter concerns into the design. This nethod is

i ndependent of other processing steps in the survey. It |eaves cel
suppressi on i ndependent of the software systens that support the processing of
a typi cal business survey.

22. Attention should be drawn to the design and devel opnent of safe access
and processing of confidential data in distributed environnents. Al so,
distributing and handling sensitive statistical data over the Internet is
becom ng a key issue of concern for NSIs. COten greater security is achieved
through nore difficult and cunbersonme access, but that puts an increased
burden on the legitimte users of data. Cryptographic techniques can be used
to i npl ement new ways of access and conmuni cati on with the sane or higher

| evel s of security than with traditional neasures.

23. Crypt ography can enhance all three main stages of statistical production
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(data collection, data processing and data dissemnation). |In data
collection, it would allow the burden placed on the data collector to be
reduced, or even data to be collected renotely over Internet in a secure way.
In data processing, it would enable the secure storage, distribution and
handl i ng of data. |n data dissemination it could be used to ensure copyri ght
protection and el ectronic (mcro-) sale of statistical information

Crypt ography al so all ows sone shortcomings in the area of statistical data
protection to be overcone that are not covered by statistical disclosure
control, nanmely the need to provide the general public with data which are

di scl osure-protected but still usable to obtain exact statistics.

I111. Administration and policy of statistical data confidentiality

24, The discussion revealed that confidentiality problenms have recently
becone very inportant for several reasons. The nost inportant are the
following: identification is easier due to nore sophisticated and w dely

avai |l abl e technol ogy; nore mcrodata exist in government and business circles;
fears of disclosure are greatly dimnishing the public's trust and
cooperation; and the notivation for identification has increased. The
concerns are heightened by privacy threats due to the use of new technol ogies
such as Internet, and intruders who mght have new tools to break disclosure
protection.

25. NSI s nust continuously address the public’s concerns that the |evel of
data protection is not sufficient. Once public trust is lost, it becones a
huge obstacle to gain future cooperation in surveys. The perception that the
agency cannot be trusted can be as damaging to future response rates as an
actual breach. An inportant factor in the perception of confidentiality is

t he degree of know edge about procedures used to process and protect
information. NSIs nmake a considerable effort to protect against disclosure
but often do not provide enough resources to prepare and deliver nessages that
can effectively deal with perceptions.

26. An inportant part of the NSI's general policy for data protection and
confidentiality could be a data security plan. The plan should specify the

| ayers of confidentiality and security, and the data cl asses bel onging to each
layer. There could also be a difference in securing information for storage
and for communi cati on. Research and developnment in this area is hindered by
the Iack of consensus on the security requirenents of NSIs. Even within an
NSI, security requirements are often not well defined. Consensus for conputer
security requirenents of NSI prem ses woul d be needed to undertake joint
research in the area of NSI conputer security.

27. An efficient confidentiality policy should address all the different
aspects of guaranteeing data confidentiality ainmed both at external users and
the NSI's own staff. These include: evaluating the security and disclosure
l[imtation activities to ensure that they are adequate; creating a culture of
confidentiality awareness and building up an institutional climate that val ues
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security; providing security training for staff; and devel opi ng and testing
nmessages that reassure both users and the general public that confidentiality
i s being maintained.

28. The concept of “informed consent” was di scussed. The notion becones
especially inmportant with the increasing use of data from administrative
registers, and the linking of register data with data collected by statistica
surveys. Since administrative data are collected by adm nistrative agenci es,
access arrangenents have to be worked out between these agencies and NSIs.

29. Exami ni ng respondents’ attitudes is very inportant. Results of case
studi es show quite often that respondents had objections to matching register-
based data with survey responses because they were afraid of |osing control
over their data. Asking pernission to use personal data should be as concrete
as possible, including the list of registers against which the data woul d be
mat ched. The permission to retrieve and match admi nistrati ve data depends on
the sensitivity of the issue (e.g. incone is considered a very delicate
issue). Also, professional codes of ethics nust draw attention to other
donmai ns where statisticians mght be active, such as research, teaching, and
consul t anci es.

30. The opi nion was expressed that in official statistics, informed consent
is not a noral inperative to be followed under all circunstances. The
availability of official statistics for society is a public asset without

whi ch governnent and the market could not function properly. Administrative
data by thensel ves could be used for statistical purposes w thout data

subj ects being aware of such operations.

31. The special role of Eurostat with regard to data confidentiality was

di scussed. Eurostat itself is not involved in the data collection process, it
is atrusted receiver of data fromNSIs, and as such nust uphold the
confidentiality prom ses nade by the NSIs. The European Statistical Law

i ncreases the role of Eurostat in a nunmber of areas relating to statistica
confidentiality. It envisages the agreenent of common EU wi de definitions of
confidentiality based on the identifiability of statistical units.

32. Pol i ci es and working procedures have been put in place at Eurostat as
part of the inplenmentation of European statistical |egislation. These
procedures cover details of transm ssion, storage, processing and

di ssem nati on of data. According to these principles, the protection of
confidentiality is of central inportance, overriding considerations of ease of
access and processing. Adequate |evels of protection nust be provided for al
stages of data handling; access to confidential data is linted and for each
data set there is a naned official responsible for the protection of
confidentiality.

33. The results of a survey of confidentiality practices in EU nmenber
countries and in transition countries were presented. |t can be concl uded



CES/ 1999/ 22
Annex

(English only)
page 9

that, on the whole, the nmenber states of the EU have achi eved a reasonabl e
bal ance between respondents’ interests in privacy and confidentiality and

t hose of data users in obtaining useful data. However, the distinction must
be clear between the use of data for administrative and statistical purposes.
The potential use of statistical data by the police or intelligence services
can rai se concern anong the respondents.

34. All EU NSIs are convinced of the inportance of protection of statistica
data relating to natural persons and businesses. There is little difference
in the treatnent of personal data and conpany data. The special care in the
treatment of conpany data in EU countries may be attributed to conpany
attitudes that are in general nore suspicious and negative than those of
natural persons. The reason for this negative attitude is often the burden of
answering all the surveys.

35. Based on the outcone of the survey conducted by the secretariat, the
attention to data confidentiality issues in transition countries is sonewhat

| ower, especially concerning nmathemati cal and conputing aspects. Oten the
nmet hods that would allow the safe rel ease of microdata are not known. This
can be one of the reasons for a nore cautious attitude towards all owi ng access
to original data in these countries in general. However, in many transition
countries, much attention is paid to the legislative and adninistrative
aspects of confidentiality. The legal basis for confidentiality has often
been founded during the 1990s, and is being further devel oped by potential EU
candi date countries to bring it into accordance with the respective

| egislation in the EU

36. Di scl osure protection neasures are vital for NSIs because of their
dependency on the provision of reliable information by respondents. However,
the type of neasures used and strictness of their application is sonetines

i nconsistent with the level of disclosure risk and the degree of intruder
interest in disclosing confidential information. A nore active canpai gn by
NSIs is required to informthe public of the statistical information avail able
and the nmeasures that are taken to protect confidentiality and prevent

di scl osure.

1v. Major problems concerning statistical data confidentiality in the
transition countries.

37. The di scussion reveal ed that, in general, the application of SDC
net hods and techni ques as well as legal protection of statistical data in
transition countries is still inits infancy. The level of inplenentation

differs fromcountry to country. No country reported a systematic approach to
statistical data protection. Al participating transition countries, however,
stated that this task should be increasingly inportant for NSIs in the near
future.

38. The Work Session was informed that in nmany transition countries serious
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problenms with SDC are found in business statistics, population censuses and

| abour statistics (especially household incone). Although sone experience has
been gained from Eurostat and bilaterally from devel oped countries (e.g.
Romani a- France, Czech Republic-Finland cooperation), all participating
countries requested the UNECE and Eurostat to urgently assist in the

i mpl enent ati on of SDC met hods and techni ques in the above-nentioned
statistical domains.

39. Wth regard to the application of SDC nmethods in practice, severa
transition countries highlighted the |ack of software, the need for training
in confidentiality methods, and for increasing awareness of confidentiality
problens in society. International cooperation and |earning fromthe

experi ences of nore devel oped countries can play an inportant role in this
respect.



