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Statistical Database Security

under a Query-Overlap Restriction
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Abstract. In a statistical database, the query-answering system should leave
unanswered sum-queries that could lead to the disclosure of confidential
data. To this end, each sum-query and previously answered sum-queries
should be audited. We give a general framework for controlling the amount
of information released when sum-queries are answered, both from the
viewpoint of the user and from the viewpoint of the query-answering
system. Moreover, we show that, under a suitable query-overlap
restriction, an auditing procedure can be efficiently worked out using flow-
network computation.

1 Introduction

A statistical database [1] is an ordinary database which containing information on
individuals (persons, companies, organisations etc.) but its users are allowed to only
access summary statistics over “categories” of individuals. For example, consider a
statisticaldatabase containing a file R with scheme {NAME SSN SEX AGE
DEPARTMENT, SALARY}. The users can ask for totals of statistics on SALARY for
groups of individuals but these cannot be selected using the attributes NAME and SSN
which are private. In this paper, we focus on sum-queries such as

g: «What is the sum of salaries of employees with AGE3 40 and DEPARTVENT 1!
DirectionorSex =WMle ?».

Here, SALARY is the summary attribute and the three attributes AGE, DEPARTMENT
and SEX are category attributes. Answering sum-queries (and, more in general,
statistical queries) raises concerns on the compromise of individual privacy and
protection of confidential data should be afforded. Sum-queries whose answers could
lead to the disclosure of confidential data are called sensitive [3, 7, 8]. In our example, if
SALARY is a confidential attribute and q is sensitive, then the response to g should be
denied. However, a (memoryless) security measure that only leaves unanswered
sensitive sum-queries is not adequate for a confidential data could be disclosed by
combining the responses to nonsensitive sum-queries. In order to make the database
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‘secure’, its query-answering system (QAS) should be endowed with a security
procedure which is called into play every time a sum-query is asked to decide if its
response could lead to the disclosure of some sensitive statistic. The situation can be
depicted as a competitive game played by the QAS, which has as its opponent a
hypothetical user, henceforth referred to as the snooper, who at all times is well-
informed of all answered sum-queries and attempts to pry sensitive statistics out of
their responses. In this paper we address the following two problems.

(The snooper problem) Given a set of answered sum-queries and a statistic of interest,
find an optimal estimate of its total.

(The QAS problem) Given the set of answered sum-queries and the set of sensitive
statistics, decide if a new sum-query can be safely answered, that is, if it can be
answered without running the risk that some sensitive statistic can be disclosed.

A non-perturbative solution is given by the “auditing” technique [1], which consists in
releasing the exact values of sum-queries if the amount of information that is (implicitly
and explicitly) released by the QAS never allows the totals of sensitive statistics to be
disclosed. Most implementations [1, 6] of the auditing technique are neither realistic nor
efficient, since they are based on the snooper’s knowledge of the sets of records
selected by sum-queries so that their computational complexity increases with the size
of the underlying database. In this paper, we present an implementation of the auditing
technique which works with categories and, therefore, its computational complexity is
independent of the size of the underlying database.

2 Basic Definitions

Let R be a file of the statistical database. Let b be a summary attribute (of additive
type) in the scheme of Rand let A = {ay, ..., ax} be the set of category attributes in
the scheme of R that are used to ask for summary statistics on b. The category
attributes may be either independent or dependent; they are independent if every tuple
a=(ag, ..., ay on A is meaningful. An example of dependent category attributes is
given by SEXand DI VI SI ONin a hospital database: since there cannot be any male
patient in the gynaecological division, the couple (Mal e, Gynaecol ogy) is
meaningless. By A we denote the set of meaningful tuples on A. The tuples in A and the
subsets of A will be referred to as elementary categories and categories, respectively;
moreover, elementary categories are assumed to be mutually exclusive and globally
exhaustive. If K is an arbitrary category, by the statistic b(K) we mean the collection of
the value of b over the set of records in R that fall into the category K. Typically, a
sum-query g on b asks for the total of some statistic b(K), K I A, writteng = b(K). In
order to speed up the processing of sum-queries on b, the QAS will make use of a table,

2



referred to as the summary table on b, which is created by the QAS once and for all and
reports, for each elementary category a, the total b(a) of b({a}). Thus, the value of the
sum-query g = b(K) is computed as a 4 k b(a) without accessing the file R. When a
sum-query g on b is answered by the QAS, we shall see that the snooper is always able
to infer from the value of g and the values of previously answered sum-queries on b the
tightest lower bound | and the tightest upper bound u on the value of every statistic
b(S). The pair [I, u] will be referred to as the interval-estimate of the value of b(S). In
what follows, we only consider the case that the summary attribute b is of nonnegative
real type, so that I3 0 and u £ +¥. So, if b(S) is a sensitive statistic and the interval [l,
u] is narrow, then b(S) is not protected. We assume that the security policy adopted by
our QAS to avoid the disclosure of sensitive statistics requires that, when a sum-query
is answered, for each sensitive statistic b(S), the width of the interval [l, u] is greater
than a threshold value D, we call its protection level of b(S); thatis, if u— 1> D. It is
understood that all sensivite statistics are initially identified and the protection level of
each of them (if any) is fixed.

Example 1. Consider a file with scheme {NAME, DEPARTMENT, SALARY}, where
SALARY is the summary attribute and DEPARTMENT is the category attribute.
Hencefeorth, we assume that the domain of SALARY is A, the domain of
DEPARTMENT is {a, b, c, d, e, f, g}, the summary table on SALARY contains the
following data

DEPARTMENTSALARY
a 15.0
b 9.0
c 7.5
d 6.5
e 55
f 1.5
g 1.0

and that the three categories {a}, {a, f} and {a, g} are only the only sensitive
catgeories for SALARY with protection levels 3. 0, 3. 3 and 3. 2, respectively.

3 The snooper at work
Assume that sum-queries g1 = b(K1), ..., dn = b(Ky), n 3 1, have been answered. Let bj

be the value of g, 1 £ i £ n. Without loss of generality, we assume that each Kj is not
empty; however, it may happen that Kj = Kj even ifit i'. Let Ay = Ej=1,. nKjand K
={Kjy, ..., Kn}. Then, it is uniquely determined the coarsest of the partitions of A, such



that each Kj can be recovered by taking the union of one or more classes of the
partition. This partition will be referred to as the categorization scheme generated by K.

Example 2. Let Ky = {a, b, f, g}, Ky = {b, ¢, d, g} and K3 = {d, e, f, g}. The
categorization scheme generated by K = {K1, Ky, K3} is formed by seven categories,
each of which is a singleton: {a}, {b}, {c}, {d}, {e}, {f } and {g}.

Let C ={Cy, ..., Cm} be the categorization scheme generated by K, and let M = {1, ...,
m}and N={1, ..., n}. Foreach i1 N, let M(i) = {jT M:Cj| K;}. The amount of
information conveyed by the responses to i, ..., On can be described by the
constrained system of linear equations

i A é Xj = bi (lT N )

i i1 M(i) A 1)

i X%0 (j1 M)

where variable xj stands for the (unknown) total of the statistic b(Cj). Let X be the
solution set of constraint system (1). Of course, X is not empty since constraint
system (1) is consistent. For each subset J of M, let

1(J) = min {&7 3x:xT X} u(d) =max {&j 3x:xT X}.

Suppose now that the snooper wants to get information on statistic b(S) as detailed as
possible, where S is an arbitrary category. The following three cases will be examined
separately:

Case 1. Sis covered by C, that is, either S = @ or there is a nonempty subset J of M
such that S= Eji J Cj. Then, the interval-estimate of the total of b(S) is given by [I(J),
u@)]-
Case 2. S is a subset of A, but is not covered by C. Then the interval-estimate is [I(J),
u@@)], whereJ={ji M:Cji SrandJ ={ji M:C;CS?* 2}.
Case 3. S is not a subset of An. Then the interval-estimate is [I(J), +¥] where J= {j1
M:Cii S}

]

So, if S is sensitive, b(S) runs the risk of being disclosed only if S is a subset of A, and
is definitely disclosed (no matter what protection level has been fixed by the QAS) if
I(J) = u(J), that is, if the total of b(S) can be exactly evaluated.



Example 1 (continued). Consider four sum-queries q; = SALARY(Kjy), ..., Q4 =
SALARY(K4), where K1 ={a, b}, K, ={a, c,d}, K3 ={b,c,e}and K = {d, f }. The
categorization scheme C generated by K = {K1, K5, K3, K4} is formed by the following
six categories: C; ={a}, C, ={b}, C3={c}, C4 ={d}, Cs={e}and Cg = {f }. Let by
=24,by =29, bz =18 and by = 12 be the values of gy, ..., g4, respectively. Constraint
system (1) reads

: X X, =24

I X +X3+%,=29

1

: Xy + X3 + X5 =18

I X tx=12
}xl,xz,xg,x4,x5,x63 0

Suppose that the snooper attempts to pry the total of the sensitive statistic
SALARY(S) where S = {a, e}. Since S= C; E Cs, S is covered by C and he can get the
interval-estimate [11. 5, 42. 5] using standard linear-programming methods.

From a computational point of view, it should be noted that the number (m) of
variables in constraint system (1) may be exponential in the number (n) of its equations,
that is, in the number of answered sum-queries (see Example 2). Therefore, computing
interval-estimates can be very expensive. However, sometimes it is possible to reduce
the amount of computation as follows. Suppose that there isiT N such that, for each i’
1 j, either Kj C Kir =@ or Kj I Kj; then, K;j itself belongs to the categorization scheme,
say Kj = Cj, and then the i.th equation in constraint system (1) is xj = bj. Note that, if
there is another i* such that Kj = K;j, then the corresponding equation Xj = by is
redundant and can be deleted. At this point, each occurence of Xj in the remaining
equations can be deleted since it can be assigned the value bj. If this procedure is
repeated, ultimately one obtain an equivalent constraint system formed by a certain
number of equations of the form

Xj = const (= ¢j) (GT M%)

where M* is a subset of M, and by a constraint system of the form
\| A é Xj :Wi (lT N *)
[ iTM(i)-M*

3 Xj 30 (jT M- M%)
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where N* is a subset of N and wj is the ‘revised’ valued of sum-query g;. Note that if
M* = M then the total of every statistic b(S) can be exactly and directly evaluated
whenever S is covered by C.

4 How to repel the attacks of the snooper

When a new sum-query q = b(K) arrives, the QAS must decide if it can be safely
answered, that is, if each sensitive statistic is protected when the value of the sum-
query will be released. Needless to say, if q is sensitve then the response to q will be
denied. In what follows, we assume that g is not sensitive. Assume that constraint
system (1) — possibly in its reduced form — represents the amount of information
released by the responses to previously answered sum-queries, and that C = {Cq, ...,
Cm} is the underlying categorization scheme. Of course, if g can be exactly evaluated
then it will be answered. Otherwise, the QAS will compute the categorization scheme
C'={C'1 E ... E C'm} generated by C E {K} to take the response to g into account,
and can refine constraint system (1). After doing that, the QAS will test each sensitive
statistic to see if it is protected, and only if this is the case q will be answered. Indeed,
it is sufficient to test sensitive categories thare are subsets of C'y E ... E C'py. We call
such categories the sensitive targets for the refinement of constraint system (1). So, if
each sensitive target is protected (i.e., u — | > D), then the refinement of constraint
system (1) is secure and g can be safely answered. We shall also make use of a weaker
security criterion which requires that, for eachC'y, 1L £' £ m', if C'j is sensitive then it
is protected. What remains to clarify is how C' is computed. It is easy to see that C'
can be obtained from C by replacing each Cj having KCC;j * @ by the two categories
Cj-K and KCCj, and by adding the category K — (Ejzl m Cj). More precisely, C'is
obtained from the set family

As noticed above, the number of variables in constraint system (1) may be exponential
in the number of its equations so that the auditing procedure may be time-consuming.
To overcome this difficulty, we introduce a query-overlap restriction which, for a fixed
positive integer r, requires that at all times the number of variables per equation in
constraint systems such as (1) is not greater than r. It is not difficult to see that, if
constraint system (1) is submitted to the query-overlap restriction of order 2, then its
refinement is not if and only if there is a category Cj in C such that (i) either K-Cj * @
or K is a proper subset of Cj, and (ii) the variable xj occurs in r equations of constraint
system (1). The simplest nontrivial case is r = 2. Despite its simplicity, the query-
overlap restriction of order 2 is powerful enough to deal with the security problem for
two-dimensional tables as shown in [5]. In the next section, we address the problem of
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computing interval-estimates for any constraint system submitted to the query-overlap
restriction of order 2. To this end, we now introduce a graphical representation of such
a constraint system, we call a sum map. For example, the sum map associated with
constraint system (1) is the graph, say G, having as its (vertex-edge) incidence matrix
the coefficient matrix of the equation system. Note that loops are allowed. Moreover,
the vertices of G will be weighted by the constant terms of the equations featured in
constraint system (1).

Example 1 (continued). The sum maps Gy, ..., Gs given the responses to sum-queries
di, ..., Qgjfori=1, ..., 5, are shown in Fig. 1.

{c,d} d
G G2 G3 <
29 29
{a b} {a} {a} {c}
(O = (e}
24 24 24 18

Figure 1

5 Computing interval-estimates

Let G = (N, E) be a sum map associated with constraint system (1). Let N = {1, ..., n},
E={e1, ....,em}and M = {1, ..., m}. Without loss of generality, we assume that G is
connected. The problem we deal with is how to find the minimum and the maximum of
the function &ji j xj for a given (nonempty) subset J of M. We shall show that the



problem of minimizing or maximizing the function &ji j xj can be converted into a
bipartite transportation problem [2], that is, in the form

minimize aji 3 uj X
subject to Ax=d,xT Asm

where A is the incidence matrix of a bipartite digraph D. If (U, V) is the bipartition of
D, each vertex i1 U of D is as a source with supply —d; and each vertex i T V of D is
as a sink with demand dj. The vector d is called the demand vector. Finally, it is well-
known that every transportation problem can be efficiently solved with the network
simplex method [2].

We now separately discuss two cases depending on whether G is or is not bipartite.

Case 1. G is bipartite. Let (U, V) be the bipartition of G. Direct each edge of G from U
to V; thus, if e = (i, k) isanedge of G, i1 Uandk 1 V,iis the tail and k is the head of
the directed edge, we denote by € = i® k. Let D be the resulting bipartite digraph and
let A be the incidence matrix of D; thus, each directed edge € of D corresponds to a
column a of A defined by

-1 ifiisthe tail of €

i
2 =} +1 ifiisthe head of €
% 0 otherwise
Let d be defined by
i-b (i TU)
d, =i -
1 bi (Il V)

Then, constraint system (1) is like the constraint system of a bipartite transportation
problem. By taking u as the incidence vector of the edge set {gj: ] T J} (or as its
opposite), we have converted the problem of minimizing (or maximizing, respectively)
into a bipartite transportation problem. So, the problem of deciding if constraint system
(1) is secure can be solved in an efficient way. Finally, Gusfield [4] proved that the
problem of deciding if constraint system (1) is weakly secure can be solved with
maximum-flow computation.



Case 2. G is not bipartite. The edges of G that are not loops will be referred to as links.
If G contains p links, it is convenient to order the edges of G as ey, ..., €p, €p+1, ..., €m
where ey, ..., e are all links. Moreover, we always write an edge of G as (i, j) where i £
J. We now transform G into a bipartite graph H = (P, F) with 2n vertices and m+p
edges. The graph H is constructed as follows [5]. The vertex set of H is taken to be P =
{1, ..., 2n}. Vertex n + i is meant to be a ‘copy’ of i. The edge set F of H is defined as
follows. Arbitrarily choose a spanning tree T of G, and let G' be the bipartite graph
obtained from T by adding all non-tree edges of G that do not create odd cycles. The
edges fy, ..., fm+p of H are defined as follows:

— if gj = (i, k) is an edge of G' then fj = ¢j and f+j = (n+i, n+k), LEJ £ p;

— if e = (i, k) is a link of G but not an edge of G' then fj = (i, n+k) and fn+j =
(k,n+i), LEJ £ p;

— ifej = (i, i) is a loop of G then fj = (i, n+i), p<j£ m.

Let (U, V) be the bipartition of G' and let U' = {n+i:il U}and V' ={n+i:il V}. Note
that, since G is a nonbipartite, connected graph, H is a bipartite, connected graph with
bipartition (R, S) where R= UEV' and S = U' EV. Finally, the weights wy of vertices
of H are taken to be

b (p=1%,n)

(p=n+1%,2n)

p
p-n

W

P ab

N
—_
T

Example 2. Consider the map G3 of Fig. 1. Fig. 2 shows one of the possible bipartite
map associated with Gs.

Figure 11



Let H be the incidence matrix of H and let w be the vector of weights of vertices of H.
Consider the constraint system

Hy=w,yT A, mp )

The following obvious fact show that the solution set X of constraint system (1) and
the solution set Y of constraint system (2) are closely related to each other.

Fact. For every solution x of constraint system (1), the vector y with
box ifj £m

=
Yi tXj.m ifm<jEm+p

is a solution of constraint system (2), and for every solution y of constraint system (2),
the vector x with

N -

i
. = (Yj*Ymej) HfJEP
J_.

} Yj ifp<jEm
is a solution of constraint system (1).

Consider now an arbitrary subset Jof M. Let J'= {jT J:j £ p}and J" = J- J. By
Fact, one has that the function & i jxj over the solution set of constraint system (1) has
the same range as the function

(172) [&ji o (v + Ym+p] + &ji 3yj 3)

over the solution set of constraint system (2). So, minimizing (or maximizing) the
function &ji 5 xj subject to constraint system (1) can be obtained by minimizing
(maximizing, respectively) function (3) subject to constraint system (2). Finally, as we
saw above, each of these two problems can be converted into a bipartite transportation
problem and, hence, solved in an efficient way. Finally, Malvestuto and Mezzini [5]
proved that the problem of deciding if constraint system (1) is weakly secure can be
solved with maximum-flow computation.

6 Future research
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We discussed the case of a summary attribute of nonnegative real type. However, by
virtue of the total unimodularity of the incidence matrix of a bipartite graph, the results
proved in Section 5 for a bipartite map also apply to summary attributes of

nonnegative integer type. The case of a nonbipartite map is open and left to future
research.
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