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. INTRODUCTION

1 The accurate and reliable assessment of statistical disclosure risk is a necessary pre-cursor of the
efficient application of disclosure control techniques. Research on statistical disclosure risk assessment
with respect to microdata files has two magjor themes. The first uses the concept of uniqueness, examining
the level of unique individuals or households within populations and samples (See for example, Daenius
Bethlehem et. a. (1990)). The second attempts to model actua disclosure attempts by matching
individua records in atarget file with those in an identification file (for example Muller et al(1992),
Elliot and Dale(1998)). Both of these approaches are problematic. The uniqueness statistics require
population data to caculate them and do not relate directly to with what a data intruder might actually do
in attempting to identify individua within a dataset. The matching experiment approaches have a direct
relationship but aread hoc with respect of the identification data set chosen.

2. Elliot (2000) has devel oped a method called Data Intrusion Smulation (DIS) for caculating the
genera risk for a given target file, which does not require population statistics or matching experiments
and is grounded in the matching process that the intruder must use in order to identify individuals within
an anonymised dataset.

3. Elliot provides empirical evidence that the method gives accurate estimates of matching metrics
such as the probability of a correct match given a unique match and therefore is a good measure of red
disclosure risk.

4, The remainder of this paper is divided into three parts. Part |1 gives a brief description of the DIS
method. Part |11 delineates a proof that the general DIS method gives an unbiased estimate of the
population level of the probability of a correct match given a unique match. Part IV describes some
recent work using the DIS special method to estimate the impact of disclosure control methods on the
level disclosure risk.

1. THEDISMETHOD

5. The basic principle of the DIS method is to remove a small number records from the target
microdata file and then copy back some of those records, with each record having a probability of being
copied back equal to the sampling fraction of the original microdata file. This creates two files, a new
dightly truncated target file and afile of the removed records, which is then matched against the target
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file. The method has two computational forms, the special form, where the sampling is actually done and
the general form, where the sampling is not actua done but the equivalent effect is derived using the
partition structure of the microdata file and sampling fraction.

The special method

6. The special method follows the following five-step procedure, (a schematic version can be found
in Appendix B).

(i) Take asample microdatafile (A) with sampling fraction S.
(i) Remove a small random number of records (B) from A, to make anew file (A").

(iii) Copy back arandom number of the recordsin B to A" with each record having a probability of being
copied back equal to S.

The result of this procedure is that B will now represent a fragment of an outside database (an
identification file) with an overlap with the A" equivaent to that between the microdata file and an
arbitrary identification file with zero data divergence (with no differing values for the same individual).

(iv) Match B against A'. Generate an estimate of the matching metrics particularly, the probability of a
correct match given a unique match, pr(cmjum), between the fragment.

(v) Iterate through stagesi-iv until the estimate stabilises.

DIS: The general method

7. A more general method can be derived from the above procedure. Imagine that the removed
fragment (B) isjust asingle record. There are six possible outcomes depending on whether the record is

copied back or not and whether it was a unique, in apair or in alarger partition class.

Table 1: Possible per record outcomes from the DIS general method

record is: Copied back not copied back
sample unique correct unique match non-match
one of a sample pair multiple match including false unique match
correct
oneof alarger multiple match including false multiple match
equivalence class correct
8. The critical cellsin the above table are those where a unique record is copied back and where one

of asample pair is not. The relative numbers in the cells determine the probability of a correct match
given a unique match; pr(cmjum). Given this, it is possible to shortcut the special method?, since one can
derive an estimated probability of a correct match given a unique match from:

U*f
f+P*(1- f)

pr (omum) @

Where U is the number of sample uniques, P is the number of recordsin pairs and f is the sampling
fraction.

2 As|later discussion will show the special method is still necessary to, for example, assess the impact of a disclosure
control method that does not systematically alter the partition structure of afile.



A jusgtification for the DI'S general method

0. Skinner (2000) has generated the following proof that DIS provides an unbiased estimate of the
probability of a correct match given a unique match.

Let | denote key vaduei=1...K
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WhereP isthe sampling fraction.

The above can be written as:
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So pr(cm|um) is approximately unbiased for pr (cm|um).
1. USING DISTO ESTIMATE THE EFFECT OF SDL TECHNIQUES

10. The general DIS method is not able to assess the effect of SDL techniques other than re-coding
and in particular it is unable to measure the impact on risk caused by perturbation. Thisis because
perturbation techniques such as blurring or record swapping do not systematically ater the equivalence
class structure of afile and therefore the effect they have on estimated pr(cm|um) is arbitrary; whereas, by
definition, perturbation SDL techniques will reduce the real levels of this probability. Note, this not a
flaw in the general DIS method, as the primary goal initsinitial development was to provide an accurate
estimate of the worst caselevel of file-leve risk - i.e. assuming that an intruder recovers matches across
perturbation and other forms of data divergence. Nevertheless, expanding the DIS method to alow it to
estimate the optimum effect on risk of perturbation techniques (and other sources of divergence) isa
crucia aspect of its further development and it is this expansion that is reported in this section.

The Revised Special M ethod

11. In order to circumnavigate the limits of the general method it is necessary to use arevised form
of the specia method. In this rather than taking iterative random samples each record is removed in turn
and then matched directly back onto the source file. Each unique match against the record itself is
recorded as a correct unique match and each match against a pair recorded as a fal se unique match. By
summing the number off correct unique matches as T and the number of false unique matches as F, the
resultant formula derives back to that used in the general method

T* f
T*f+F*(1- f)

pr(cm|um) @

wheref is the sampling fraction. This method was tested using the data described in section 2 and
produced identical results to the genera method (and so by induction has the same statistical backing as
the general method).

12, To examine the effect of perturbation on this situation, it is helpful to think about what happens at
the record level in terms of the effect of the perturbation on the main constituents of pr(cm|um) uniques
and pairs. The situation is open-ended as multiple records will be affected by the SDL technique,

however some examples will give aflavour of what is going on:

When arecord(R) is unique and is perturbed this will result in a non-match



5

When R is unique and is not perturbed but another record (R2) is perturbed to form a pair with R then
(1-f) false unique matches will be generated and a correct unique match will be lost.

When R isin apair and is perturbed into a unique then a false unique match will be created at a
probability of 1 rather than 2* (1-f)

When R isin apair to which perturbation causes another record to be added to then 2* (1-f) false
matches will be lost.

13. Asthisillustrates the application of an SDL technique is non-linear in respect of its affect on the
constituents of pr(cm|um). However, the effects only lead to a dightly different procedure for calculating
pr(cmjum) as at the end of the effects of the SDL the there is own one additional component category - an
actual fase match (as opposed to one that is derived probabilisticaly from the number of pairs. So, to
extend the revised method to allow the testing of SDC techniques the following procedure was adopted.

0] The SDC technigue to be tested was applied to the source file(A) to produce a second perturbed
file (B)

(i) Each record from (B) was then matched against file A.

(iii) Each unique match against the origina record was recorded as S correct unique matches (T)
(where Sis the sampling fraction).

(iv) Each unique match against a record other than the original record was recorded a match against a
unique false match (F)2

(v) Each match against a pair was recorded as (P).

The formulafor calculating pr(cm|um) then becomes:

T*f

r(cmjum @
priem )CT*f+P*(1- fy+F

Thiswill give you a pr(cm|um) value which is adjusted for the perturbation caused by the SDL technique.
By comparing this with the pr(cm|um) assessed on the origina file using the norma DIS method a figure
is obtained for the reduction in risk (at the whole file level) caused by the SDL technique.

14. It should be noted that the scale of the effect is arbitrary with respect a particular SDL
manipulation. Thus, by calculating adjusted pr(cm|um) in this way, one obtains afigure which is as
accurate for the particular perturbed file as the genera method is for an unperturbed file. However, in
order to investigate a particular SDL technique in general the procedure needs to be iterated until it
produces stable mean values. After experimentation it was decided that each calculation should be
iterated until the mean probability over al iterations had stabilised to the third decimal place over the
previous the 10 iterations or when 100 iterations had passed. This was partially a computational decision,
since the weight of computation required to do this anaysis was substantial. Nevertheless, the end
product is a stable pattern of results.

Example of Empirical work: The Impact of Record Swapping

15. The empirical work described here uses the 2% individual Sample of anonymised records (SAR)
from the 1991British census. The analyses use two forms for key variable sdlection, The first form, the
additional impact analyses, developed by Elliot (2000b), uses a combination of a fundamental key (age,
sex, marital status) with each other variable in the dataset. Therefore the figures in the basic key analyses
that follow are the means of 41 separate iterative calculations. The second form uses a set of five
intrusion scenarios developed by Elliot and Dale (1998).

16. There are a variety of methods of record swapping and it is not possible to provide an al-
encompassing assessment of the technique. In the context of the dataset under analysis the record
swapping was conducted as follows. A sample of records stratified by SAR areais removed from the
SAR. Each of these records is then paired with a record in the remainder of SAR from the same

3 This will happen when arecord in apair on the original file has been perturbed.



geographical region as the origina SAR (Regional geography isa 12 way divison of Britain). The
pairing is either done randomly or through pairing variables’. Four combinations of pairing variables are
investigated.

(i) Age

(i) Age, Sex

(i) Age, Sex and Marital Status
(@iv) Tenure

V) Tenure and number of residents

Pairing variable st (iii) isthe basic key, which is fundamenta to the disclosure risk work we have done
on individuals, and pairing set (v) is proposed for use in the 2001 UK census (although at alower level of
geographica detail). The other pairing sets are derived from those two. Four Swapping fractions® were
assessed: 1,2,5 and 10%.

17. Table 2 shows the results for the mean pr(cm|um) values for the additiona impact analyses. Table
4 shows the probabilities for the scenario analysis. Tables 3 and 5 shoe the results expressed as a
proportion of the mean value for the unperturbed data. Several patterns are quite clear from these results:

() The reduction in risk is proportionate to the swapping fraction.
(i) The reduction in risk is greater on the matched pairings than on the random pairings.
(i) The greater the differentiation of the pairing variables the greater the reduction of risk.

18. These last two findings are important. The fact that the matched pairing show lower risk pairings
is at contradiction with the generally accepted tension between disclosure risk and data quality. Since - by
definition - the stronger the match the lower the impact on data quality. It seems likely that the increased
number of false causes this effect. When a unique record is swapped out there is a higher probability that
afalse match will be created when the record is paired. This clearly needs further investigation. However,
it is aso important to note that the scale of this effect in absolute terms is small particularly in the case of
the scenario analyses. Even with 10% data swapping the best risk reduction achieved was from 0.158 to
0.138 which is a 13.3% reduction in the risk probability. Thisis considerably less than the risk impact of
naturally occurring data divergence (Elliot and Dale 1998).

Table 2: mean pr(cm|um) for basic keys by data swapping paring variable set
and swapping fraction

swapping fraction
pairing variable set 1% 2% 5% 10%
Random 0.0261 0.0258  |0.0249 0.0230
Age 0.0258 0.0252 0.0243 0.0222
Age, Sex 0.0257 0.0250 |0.0244 |0.0220
Age, Sex, Marital Status 0.0253 0.0248 |0.0238 0.0213
Tenure 0.0260 0.0254 0.0249 0.0227
Tenure/number of residents 0.0259 0.0253 0.0247 0.0225

* Where no pair could be found a random record was chosen instead. However, with these small swap keys and
large pool of potential swaps, thiswas an infrequent event.

® Note that the swapping fractions are twice the actual sampling factions used in the swap procedure because each
sampled record is swapped with an unsampled record.



Table 3: mean pr(cm|um) for basic keys by data swapping paring variable set
and swapping fraction expressed as a proportion of that for unperturbed data

Swapping fraction

pairing variable set 1% 2% 5% 10%

Random 0.989 0.977 0.943 0.871
Age 0977 0.955 0.921 0.841
Age, Sex 0.974 0.947 0.924 0.833
Age, Sex, Marital Status 0.959 0.940 0.902 0.807
Tenure 0.985 0.964 0.941 0.860
Tenure/number of residents 0.980 0.960 0.933 0.852

Table 4: mean pr(cm|um) for scenario keys by data swapping paring variable

set and swapping fraction

Swapping fraction

pairing variable set 1% 2% 5% 10%

Random 0.157 0.154 0.149 0.142
Age 0.157 014 0.149 0.141
Age, Sex 0.156 0.152 0.146 0.138
Age, Sex, Marital Status 0.155 0.153 0.147 0.137
Tenure 0.157 0.153 0.149 0.139
Tenure/number of residents 0.157 0154 0.149 0.138

Table 5: mean pr(cmjum) for scenario keys by data swapping paring variable
set and swapping fraction expressed as a proportion of that for unperturbed
data

swapping fraction

pairing variable set 1% 2% 5% 10%

Random 0.991 0.974 0.944 0.898
Age 0.989 0.975 0.941 0.8%4
Age, Sex 0.987 0.961 0.922 0.873
Age, Sex, Marital Status 0.980 0.964 0.928 0.867
Tenure 0.992 0.967 0.942 0.880
Tenure/number of residents 0.993 0.973 0.942 0.874

19. To summarise, the method described in this section extends the DIS methodology to alow
assesment of the impact of disclosure control techniques. An example using data swapping which
indicates that even for fairly high swapping fractions (10%) the risk reduction is relatively small. Work
not presented here indicates similar results from masking techniques (see Elliot 2000c).



V. FUTURE DIRECTIONS- MOVING FROM PASSIVE RISK ASSESSMENT TO ACTIVE
RISK DRIVEN FILE CONSTRUCTION: A PROPOSAL FOR THE FUTURE OF DATA
RELEASE

20. Research into disclosure risk assessment has produced refinements in the way in which disclosure
risk is measured, including the DIS methodology described in this report. These are being taken on board
by data providers who are using them to make more sophisticated judgements regarding safe data rel ease.

21 However, risk assessment is still viewed as applied research and so in practical terms the cycle of
assessment and refinement is lengthy. The framework is reminiscent of the third generation of computer
programming where 'data and 'analysis are seen as distinct. Although the results of analyses are used in
decision making risk assessment methodology is not itself used in the construction of data sets for
release. The existing framework can be seen as.

() Dataiscollected,

(i) Dataiscoded and stored in a computer file;

(iii) Decisions are made about release file codes using ad hoc rules of thumb (e.g. bivariate cell
counts must of at least size X) and risk-proxy thresholds (for example population per
geographical unit must be > X);

(iv) Disclosurerisk analysisis conducted by researchers,

(v) Onthe basisof (iv) changes are made to the rules and thresholds used in stage (iii).

22. One of the major problems with this approach is that the thresholds and rules that are applied at
stage three are applied across the file, which does not acknowledge the variationsin risk patterns. So the
threshold set may be too risky in some places and overly cautious in others.

23. A superior framework would be to replace the application of rules and risk-proxy thresholds with
amethod of file construction that is directly risk assessment driven. So, in this alternative model arisk
threshold rather than an arbitrary population threshold determines the level of detail. For example, it may
be possible to have more detailed information on ethnic group in ethnically diverse areas than in areas
which are predominantly white. This would also be useful analytically since these are the areas in which
such detail is most useful.

24, In order for this to be viable afully-fledged multilevel risk assessment system would need to be
congtructed. By multilevel, | mean one which takes account of file, record and intermediate levels of data
in assessing risk, such a system is close to fruition in the form of DIS system. As DIS s able to assess
risk at multiple levels through breaking down variables and examining risk conditiona on value
constraints as demonstrated by Elliot (2000a) and therefore it is possible to imagine such a system
alowing such active analysis.

25. A second aspect of thiswill be to link the DIS methodology to a record-level risk assessment
methodology. A pilot of such a system is under development linking the specia uniques identification
methodology with the DIS system (see Appendix for a description of the recently conducted validation
study). Asthe pilot analysis shown in the appendix (and in particular Table 20) indicates this type of
addition to the DIS system has the potential for afar greater impact on overal risk levels than the
methods exhaustive tested in this report.

26. However, even more critica than thisis to incorporate into the file generation system a method of
ng the impact on analytical power of the data; this consists of:

Analytical completeness. the ability of data users to conduct the analyses they to with the data set,
and

Analytical Validity: the ability of usersto obtain the same results from the dataset as they would have
from the raw data.
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27. This can be seen as a constraint optimisation problem - statistical disclosure risk and data quality
demands pulling in opposite directions, with the task of the system being to trade off the two competing
demands. However, a some points in the data-quality/disclosure-risk constraint space it may be possible
to move in a positive direction with both through appropriate technique selection. Indeed the whole point
of an active file construction system is to optimise both disclosure risk and data quality at a higher level
than current data rel ease methodology allows.
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