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I INTRODUCTION

1 The mgjority of statistics produced by Statistics Finland are created by employing different
government registers. For example, the Population Census has been done in Finland since 1990 using
about 30 different registers. Joint use of registersis facilitated by various standardised personal, building
and area codes. Finland’ s register-based census data can a so be regarded as particularly flexible
geographic information material, because statistical units can be located at the accuracy of one building.
Thisis possible by means of map coordinates defining the location of each building.

2. Finland’s Statistics Act and Persona Data Act define the main framework for the processing of
senditive Statistical material. In addition to these, Statistics Finland has prepared redefined guidelines for
data security and data protection.

3. The data obtained by Statistics Finland for statistical purposes are mainly confidential (Statistics
Act, Section 17). The Statistics Act (Section 13) obliges securing of data protection and application of
good statistical practices in data processing. Such methods are to be used in data processing that render it
impossible to identify the subject of the data from the resulting statistical data. Likewise, unintentional
disclosure of confidential data must be prevented in every possible way.

4, Development of data processing and lower prices of necessary equipment and programmes have
increased the use and requirements of statistical data. At the same time, the goa has been to produce a
wider variety of statistics faster than before and data protection has become an even greater challenge
than ever. Demand for small area statistics and geographic information has grown. The definition of the
target area, address or building on the map has increased the risk of identifying the statistical units
involved. Electronic dissemination of statistics, even as multi-dimensional statistical databases, has made
it easier for usersto identify statistical unitsif they so want. The Internet as a distribution channel has
given al citizens easy access to a growing number of statistics. Citizens' right to information has
increased but private persons' right to data protection may have become impaired at the same time.

5. It is clear that old directions concerning data protection have in recent years become insufficient
for many statistical agencies. Statistics Finland created two data protection work groups during 2000 to
prepare redefined guidelines for protection of business data as well as of personal data.
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6. This paper presents the proposals set forth by the persond data protection workgroup for
redefined data protection guidelines. In addition, a new data protection method under development is
presented. This method is chiefly based on distribution of detailed geographic information.

. STATISTICSFINLAND'SREDEFINED DATA PROTECTION GUIDELINES

I1.1  Revision of data protection guiddines

7. The implementation of the statistical data protection procedure is guided by three central
principles:

(i) Legidation;
(ii) Ethics of statistics;
(iii) Reliability of the statistical agency.

8. The most important act in Finland controlling statistics production and related data collection,
processing and release is the Statistics Act from 1994. A second signif icant act, the Personal Data Act,
took effect in Finland in 1999, replacing the earlier Personal Data File Act. The Personal Data Act
regulates, in particular, al processing of persond data, including protection of such data. The Statistics
Act stipulates that no person’s privacy, or business or professiona secret should be endangered during
the processing, storage or destruction of the data collected for statistical purposes.

9. The professional ethics of statistics define the values and operating principles relating to the field
of statisticsin more detail than legidation. The professional ethical norms of statistics are described in
Statistics Finland' s guide on professiond ethics (1993), which is based, for example, on the International
Statistical Institute 1S’ s guide on professiona ethics (1985), on the recommendation of the Council of
Europe concerning the protection of personal data used for statistical purposes (1997), and on the
fundamental principles of official statistics approved by the ECE (1992). According to the norms
regarding data release, it should not be possible to use statistics published or released to customers to find
out information concerning individual statistical units.

10. The reliability of the statistical authority is based on the principles presented above, that is, on
compliance with the Statistics Act and ethical norms. Reliance on Statistics Finland is a prerequisite for
the success of Statistics Finland’s data collection and similarly for the production of reliable and relevant
statistical data. Even adight blemish in Statistics Finland' s reputation in this respect may lead to
dgnificant non-response to inquiries and endanger its right to use registers.

11. The above principles and their application are redefined in Statistics Finland' s internal guidelines,
which are mainly intended for statistics production supporting conventional paper publication. According
to an inquiry sent to various units in 2000, data protection is in practice implemented in different ways in
Statistics Finland' s different units. The implementation has been dependent on the operational
environment in which the statistics are compiled. Such environmental factors are institutional and also
technical matters relating to the collection, nature and use of the data. According to the inquiry, amost all
statistical units employed some agreed limits that define the smallest figures that can be published.
However, these limits vary from one unit to another and with respect to different statistical materials.
Protection was often solved for each specific case.

12. Statistics Finland set up two work groups during 2000 to prepare a revision and/or redefinition of
the data protection guidelines for business data applied to statistical tables and aso for statistical
materials based on persona data. The aim was to chart the problems, to make proposals for improving the
situation and to introduce revised confidentiality regulations.

13. Both workgroups drew up revised data protection guidelines listing the key principles and some
more detailed directives. The objective of the data protection group concerned with population statistics
was to collect al central principles and clarify and combine previous guidelines. The purpose was aso to
revise the guidelines by further specifying their application. Specia attention was paid to new kinds of



dissemination channels and file forms. The guidelines were not very detailed but the workgroup
recommended their further specification and documentation with respect to different areas of statistics.

14. The workgroup dealing with data protection of persona data paid particular attention to the
growing risk of indirect identification when statistics are distributed in electronic format and/or as multi-
dimensional databases. Increasing use of small area statistics has also heightened the data protection risk.
More frequent use of geographic information management does not as such increase the data protection
risk, but along with it, demands for more detailed statistics have grown. The work group is of the opinion
that tabular data are close to microdata especialy when a multi-dimensiona table is formed with detailed
classfications, or when the area unit of the table is small and there are many variables, such asin some
grid materials. Then it has to be considered separately for each case if the material has to be examined as
individua level material, in which case its release is subject to permission.

15. The data protection group recommended that person-based materials be divided into three groups
according to the sensitivity of the variables used:

i) The least senditive materials which contain only demographic basic variables, such as age, sex,
family size, age or sex distribution;
i) Somewhat sensitive materials which contain other than the least sensitive variables or sensitive
variables;
iii) Sensitive materials which contain sensitive data as defined in the Personal Data Act (Sections 11
to 12) and describe or are meant to describe:

—race or ethnic origin,

—aperson’s socid, political or religious convictions or trade union membership,

—acrimina act, punishment or other sanction for an offence,

— hedlth, illness or disability of a person, or treatment or comparable measures to which he/she

has been subjected,

—aperson’s sexua orientation or behaviour,

—aperson’'s need for sociad welfare, or the social welfare services, support or berefits received.

16. The data protection measures are primarily dependent on the group to which the variables of the
satistical material belong. The risk of disclosing individua data is thus mainly dependent on the
sengitivity of the variables and the number of casesin different table cells. For example, the size of the
target population, the number of the variables and the size of the area and the accuracy of its location also
have an effect on the risk of disclosure.

1.2 Implementation of new guidelines

17. The personal data protection work group submitted its final report containing the revised
guidelines for the protection of tabular personal data on 31 December 2000. The work group
recommended approva of the guidelines by Statistics Finland’s Management Group, after which they
would be distributed to all units. The statistical directors of the units processing persona data would then
be responsible for the implementation of the guidelines in accordance with the recommendations. The
guiddlines still need to be specified with regard to individua statistics. The work group advised that all
data protection measures of person-based table materials be written down with explanations for each area
of statistics and/or for each unit of responsibility.

18. The operationa units should see to it that defining the risk of disclosing persona data would
become an essentia part of the statistics production process. Means for defining the disclosure risk and
methods for implementing data protection should be devel oped in each unit together with the Information
Technology Services and the Statistical R& D unit. The objective is to implement the procedures
supporting these recommendations programmatically (automatically and/or interactively) in connection
with the production process of each statistics by the end of 2001.

19. The work group also proposed some changes to information service agreements relating to
possible data encryption measures, user right limits and data description. It was aso put forward that
Statistics Finland' s Administrative and Legal Services unit would find out whether it would be possible



to add to Finland' s Statistics Act a principle stating that no intentional attempts should be made to
identify personal datain statistical material by means of other figuresin atable, for example (cf.
Sweden’s Act concerning Official Statistics, Section 10, SFS 1992:889).

[11.  DEVELOPMENT OF DATA PROTECTION OF SMALL AREA STATISTICS

I11.1 Development project

20. Demand for small area statistics has increased continuoudly during the last five years. Data users
require ever more versatile information on ever smaller areas. Increase in the use of Geographic
Information Systems and the larger use of other data processing methods in a wide range of applications
sets new demands on statistics. To improve the quaity of statistical materias and to develop the service,
Statistics Finland started a joint project with the Department of Statistics of the University of Jyvaskyla
One of the aims was to clarify the data protection problem in geographic information materials and to
present possible solutions.

21. A problem for data protection of small area statistics is mainly statistical areas on which there are
only afew observations. Statistics Finland does not usually release data on such areas. The method of
"missing data’ used at the moment produces incomplete material and thus weakens the quality of
statistics. The data protection quality of the used methods, that is, identifiability of individual cases,
cannot either be estimated explicitly (only probabilities under certain conditions).

22. The research project aims to develop methods that will both improve data protection and the
quality of materials released to customers. The starting point is that data protection of the materia is not
based on the selection of asingle statistical data protection method, but it is a comprehensive procedure
where several factors have to be considered and a number of decisions be made. These decisions are
founded both on the requirements set by customers on the data material and consideration given to data
protection of individuals.

I11.2 Data protection method of geographic information material

23. The locd restricted imputation method (LRI) (Markkula 1999) developed in a research project
between the University of Jyvaskyla and Statistics Finland is intended especidly for data protection of
aredlly aggregated geographic information. The usual data protection methods are not directly applicable
to the spatial material or they change it so that the spatia relations are distorted (they disturb the data
with respect to the information included in the geographic information). The method suggested thus takes
into account not only small area units but aso the spatia relations of the data. The method hence gives
particular attention to the special characteristics of geographic information material required by the
applications. Such characteristics include the modifiability of the units, natural hierarchy and spatial
relations of the data.

24. The LRI method changes the original materia aslittle as possible. The effect of the method on
the statistical distribution of the variables of the material is small. The purpose is to maintain the accuracy
level of the material. The materia produced as aresult of data protection is locally consistent. Following
from the local consistency, the data are accurate in the larger area unit level. The spatial relations are
mostly retained.

25. The LRI isimplemented in three stages: 1) the definition of area division, spatia configuration
and the selection of the so-called stencil areas, 2) the definition of the risk areas, and 3) the processing of
the risk areas by means of spatial imputation.

26. Defining the area division of the materia is as such an independent data protection method. The
size and number of the areas have a direct impact on the number of the risk areas, that is, the number of
the areas requiring data protection. The size of the areas can be defined optimally for data protection. The
areas falling below a certain threshold value are defined as risk areas. The threshold value can be the
smallest permitted number of observations in the area. The number of risk areas produced by different
area divisions can be estimated from the sample by applying the Poisson-Gamma model. The stencil



areas are hierarchically higher level areas where the distribution of the variables corresponds to the
original materia on that aggregation level. The stencil definition determines the locality for the following
operations.

Figure 1. The spatial configuration of the data
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27. After fixing the area division, there remains a group of risk areas not fulfilling the data protection
conditions. In a conventional method these risk areas would be suppressed, which would decrease the
information included in the material. In the LRI method new values are calculated for all defined risk
areas. The calculation is made locally, for each stencil areaat atime. The method can be called spatia
imputation as the method also takes account of the spatial information of the material.

28. Many different methods can be used in imputation. Two simple basic methods are imputation by
mean and imputation by random permutation.

29. Loca imputation by mean is a method where the detected cell frequency of therisk areasis
replaced by imputed frequency based on the mean of risk areas included in each stencil area. Local
imputation by mean does not change the mean of the whole materia but it reduces the variance.
Loca imputation by random permutation is a method where the imputed frequency is produced by
dividing the detected frequencies belonging to the stencil group by probabilities e.g. according to the
rectangular distribution into risk areas. Local imputation by random permutation has no effect on the
mean and variance of the target population.

30. Imputation by mean corresponds to the microaggregation method applied to non-spatial material
and the principles of imputation by random permutation are close to the data swapping method of non-
spatial materias.

[11.3  Implementation of the new method

3L In the development of the LRI method a test material was used which comprised an area of 20
km x 20 km divided into grid squares of 1 km x 1 km. In this area, 201 of 400 grid squares of 1 km’ were
inhabited by atogether 2,790 people. A grid square of 5 km x 5 km was chosen as the stencil area. Table
1 compares the results after imputation by mean and imputation by random permutation to a Situation if
the risk areas in the material had simply been suppressed. In this example the selected threshold value for
therisk areais five inhabitants.

Table 1: Meansand variances produced by different methodsin the material (M arkkula 2000)

True LRI-mean L RI-permutation Suppression
Mean 13.88 13.88 13.88 21.31
Variance 1759.63 1759.28 1759.63 2791.97
N 201 201 201 121




32 The results indicate that suppression distorts the results strongly, while the LRI retains the
material fairly well as original. The means remain unchanged and even in random permutation the
variance of the materia is the same as before. Imputation by mean should decrease the variance
somewhat, but in this case it stays almost asit was.

3. For further testing of the data protection methods and particularly for their implementation, the
University of Jyvaskylabuilt an SAS programme that runs the LRI interactively. The programme
operates chiefly in three stages and the user can give it parameters. The method allows sdlection of
different areas, both grid square and polygon-shaped, and of various risk limits and different imputation
methods.

3A. Statistics Finland has continued the testing of the LRI method. We intend to examine the
behaviour of different sized and shaped statistical areas in the implementation of this method. Theaim is
also to prepare guidelines for the use of the method and make specified recommendations on the risk
areas and area division. The method will be developed into a user-friendly product so that its
implementation would be as easy as possible in Statistics Finland' s units. For the time being, testing of
the method and reporting on its suitability are still uncompleted.

V. SUMMARY

35. The user environment and distribution channels of statistics have changed and are at the moment
changing at high speed. New I T applications not only facilitate but also diversify the use of statistics.
Finland' s register-based statistical system, where statistical units can be located at the accuracy of one
building, gives flexible means for producing small area statistics of various kinds. However, data
protection may in the end be an obstacle to dissemination of data.

36. Finland’ s legidation regarding the processing of statistics was revised in the 1990s. However,
various specifying directions relate mostly to statistics production based on conventiona paper
distribution. In order to renew dispersed and somewhat outdated guidelines, two workgroups were
established by Statistics Finland during 2000: one for data protection of business statistics and the other
for data protection of person-based materials. The purpose of both workgroups was to revise the
guidelines concerning tabular, aggregated statistical material to correspond better to the needs rising from
changing demand and distribution. The workgroups produced renewed guidelines for data protection
during 2000. The implementation of these recommendations will start in the course of 2001.

37. Lack of suitable data protection methods has been partly the reason for that data protection
measures at Statistics Finland have in practice often been made case specifically. This applies particularly
to data protection relating to geographic information materials. Therefore, Statistics Finland devel oped
jointly with the Department of Statistics of the University of Jyvaskyla methods that would be suitable
for data protection of geographic information, if necessary. The Local Restricted Imputation method
(LRI) isamethod that takes account of the specia features of geographic information. By means of this
method, the effects of data protection on statistical distributions would be as small as possible. Data
protection is made locally so that the data will aways be accurate in a hierarchically higher arealevel.
Thisfairly promising method is a the moment being tested with Statistics Finland’ s total material. The
method is probably best suited for research materials based on geographic information.
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