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Erkin + Tsudik in [10]
− Spatial aggregation: (geographically)
clustered. Individual households are protected. Load-
balancing is possible.
− Temporal aggregation: smart meters
withhold data until a specific time interval has passed.
− Spatio-temporal aggregation: hybrid setting.

Data Aggregation: reducing
costs for computation + 
communication
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 Straightforward, economic + easy to implement.
 No Trusted Third Party.
 Laplacian noise is added + stream cipher is applied. 
 Quite low computational costs.

 SMs clustered + aggregated.
 Disadvantages: 
 coarse resolution,
 does not cope with malfunctions.

G. Ács + C. Castelluccia:
I Have a DREAM! (DiffeRentially
privatE smArt Metering)
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Randomized Response: plausible 
deniability – a closer look

𝑋𝑋 attribute containing the answer to sensitive 
question.
If 𝑋𝑋 can take 𝑟𝑟 possible values, then 𝑌𝑌 (RR value) 
follows an 𝑟𝑟 × 𝑟𝑟 matrix of probabilities

𝑃𝑃 = 
𝑝𝑝11 ⋯ 𝑝𝑝1𝑟𝑟
⋮ ⋮ ⋮
𝑝𝑝𝑟𝑟1 ⋯ 𝑝𝑝𝑟𝑟𝑟𝑟

where 𝑝𝑝𝑢𝑢𝑢𝑢 = 𝑃𝑃𝑟𝑟 (𝑌𝑌 = 𝑣𝑣|𝑋𝑋 = 𝑢𝑢), for 𝑢𝑢, 𝑣𝑣 ∈ 1, … , 𝑟𝑟 denotes
the probability that RR is 𝑣𝑣, when it is 𝑢𝑢.



Randomized Response: plausible 
deniability – a closer look (2)

Let 𝜋𝜋1,⋯ ,𝜋𝜋𝑟𝑟 be the proportions of respondents whose
true values fall in each of the 𝑟𝑟 categories of 𝑋𝑋 and let
𝜆𝜆𝑢𝑢 = ∑𝑢𝑢=1𝑟𝑟 𝑝𝑝𝑢𝑢𝑢𝑢𝜋𝜋𝑢𝑢 for 𝑣𝑣 = 1, … , 𝑟𝑟, be the probability of the
reported value 𝑌𝑌 being 𝑣𝑣.
If we define 𝜆𝜆 = 𝜆𝜆1, … , 𝜆𝜆𝑟𝑟 𝑇𝑇 and
π = 𝜋𝜋1, … ,𝜋𝜋𝑟𝑟 𝑇𝑇, it holds that
𝜆𝜆 = 𝑷𝑷𝑇𝑇𝜋𝜋.
If 𝜆𝜆 is the vector of sample proportions corresponding
to 𝜆𝜆 and 𝑷𝑷 is nonsingular, in [5] it is proven that an 
unbiased estimator 𝜋𝜋 can be computed as
𝜋𝜋 = 𝑷𝑷𝑇𝑇 −1𝜆𝜆.

^

^                     ^
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 RR probability matrices with p = 0.4, p = 0.6, p = 0.8 
in the main diagonal

 3 different attenuation formulae A, B and C on p
 Rescale the probabilities in each row of the matrix for 

them to sum to 1!

Creating the RR matrix

A B

C



Analysis

B

C

A



Analysis (2)

 In each diagram the blue line shows the frequencies of π,
 the orange line the frequencies of pi hat for p ≈ 0.4, 
 the gray line pi hat for p ≈ 0.6 and 
 the yellow line pi hat for p ≈ 0.8.
The values of p are approximate due to rescaling.
 Lower values of p  more privacy, less accuracy
p = 0.6 offers relatively high privacy, while maintaining 
accuracy at the same time.
 For attenuation formulae A and B the difference of the 
three values of p is small.
 For attenuation C, accuracy clearly increases with p.
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Conclusion

 Trade-off between privacy + accuracy.
 We will quantify the privacy achieved in terms of 

differential privacy.
 Given a range for the SM readings, we will explore 

the best number of intervals to split that range, 
trade-off between accuracy + computational 
complexity.
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