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Abstract: Stats NZ is in the process of developing an Automated Confidentiality Service (ACS) to meet 

increasing demand from customers to be more flexible in providing confidentialised data for analysis 

and decision-making. The service will provide self-service products while meeting the organisation’s 

statutory requirements of maintaining privacy and confidentiality of persons and businesses.  A 

perturbation method being investigated for business outputs and the 2018 Census is the Noise for 

Counts and Magnitudes (NCM) method. The NCM method is a relatively simple method that can be 

easily implemented and provides consistency in repeated outputs.  The NCM method can be adapted to 

enable geospatial confidentiality for counts of persons within customised geographies.  We will present 

our findings on the NCM method and our proof of concept trials for an ACS. 

1 Introduction 

Stats NZ (formerly Statistics NZ) has a vision of unleashing the power of data to 

change lives. Its aim is to increase the value of data and move towards a more open 

data environment.  It has more recently taken over the role of leadership for the Open 

Government Information and Data Programme, encouraging and supporting 

government agencies, Crown organisations and local authorities to make their data 

more freely available. The Open Data responsibilities will also build on the Data and 

Analytics leadership role Stats NZ has been asked to take on in support of the Better 

Public Services programme. 

Stats NZ is bound by the Statistics Act 1975 (NZ Government, 2013) to maintain 

privacy and confidentiality by not disclosing information about an individual or 

business. Applying confidentiality techniques to data is the main approach we use to 

minimise the chance of disclosure for disseminated data. 

Statistics New Zealand’s four values for confidentiality are:  

 Data utility 

 Safety in managing the risks of disclosure 

 Simplicity and practicality in our methods 

 Consistency across collections and modes of output.  

The desired outcome when considering disclosure control methods is where data 

utility is maximised and the risk of disclosure is low (“safe”). Improving one of these 

measures will usually come at the cost of decreasing the other. 
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The confidentiality rules Stats NZ applies for disseminated data can found in the Stats 

NZ Microdata Output Guide (Stats NZ, 2016). However these rules are often applied 

manually and are time-consuming. To move to a more open and accessible data 

environment there is a real need for an Automated Confidentiality Service (ACS).  

2 What is an Automated Confidentiality Service? 

An ACS delivers confidentialised outputs, primarily tables, in an automated way.  It is 

a service and not a tool though it may contain many tools. Neither is it the 

methodology for confidentialising data. What ACS requires is the assignment of a 

permanent random number [0,1] to each statistical unit.  

It allows for confidentialised cell outputs to be derived consistently and accurately. It 

will reduce the need for manual application and checking, saving on time and 

resources. Requests for customised tables can be generated online directly by the 

customer rather than the present method of submitting a request through the Stats NZ 

customer service team.  

This will lead to more open and accessible data increasing the value of the data, its use 

and the quality of research. It reduces the barrier to entry allowing for greater use by 

the public. It also provides an incentive for other government and non-governmental 

organisations to share their data with Stats NZ as part of our functional data leadership 

role for big data and analytics. 

3 Noise for Counts and Magnitudes Method 

The Noise for Counts and Magnitudes Method (NCM) is two methods, one for 

perturbing counts or frequencies on the output side while the other deals with 

perturbing magnitudes or values on the input side. Both methods require a random 

number [0,1] to be permanently assigned to each statistical unit in the data (Krsinich & 

Piesse, 2002; Krsinich 2016). 

3.1 Counts 

Each confidentialised cell count is based on a cell-level random number which is 

derived by aggregating the random numbers of the contributing unit records to the cell 

and dropping the integer part of the sum. The cell-level random number is used to 

round the original cell count using the Fixed Random Rounding to base 3 (FRR3) 

method. If the cell-level random number is less than and equal to ⅔ the original count 

is rounded to its nearest multiple of 3. Greater than ⅔ and the count is rounded to its 

next nearest multiple of 3. This ensures, that based on probabilities, the mean is the 

original count. Counts that are already a multiple of 3 including 0 remain the same.  

The method is simple and easy to apply. Cells with the same contributing unit records 

are rounded consistently even if the table structure is different. If primary suppression 
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is used, i.e. for low counts, the non-additivity of the marginal cells means no 

secondary suppression is required. In this case the output cell values are perturbed. 

   

Figure 3.1 Example of FRR3 on counts of businesses. 

3.2 Magnitudes  

Confidentialised magnitudes or values are derived using a noise multiplier at the unit 

record level. A small level of perturbation is specified e.g. 10%, and a noise multiplier 

is derived based on the unit record random number and the level of perturbation. As an 

example, if the random number for the unit record is less than or equal to 0.5, the noise 

multiplier for that unit record would be equal to 0.9 – (0.5 – random number)/100. If 

greater than 0.5 the noise multiplier is equal to 1.1 + (random number – 0.5)/100.  The 

noise multiplier is used to multiply the magnitudes to derive the perturbed values. 

Confidentialised cell magnitudes are obtained by aggregating the perturbed 

magnitudes of the contributing unit records. This ‘input perturbation’ approach is a 

variant of the EZS noise method proposed by Evans, Zayatz and Slanta (1998). 

 

Figure 3.2 Example of perturbed business employee counts. 
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Again the method is simple and easy to apply. The same cell is perturbed the same 

way even in a differently structured table. The noise is targeted to sensitive cells, those 

with low numbers of contributing records while the noise tends to cancel in cells with 

a large number of contributing records. Additivity is preserved for the marginal cells 

and no suppression is required due to the nature of the perturbation. 

 

 
Figure 3.3 Example of perturbed magnitude cell outputs of business employee counts. 

4 Project Wero 

Stats NZ is working with external commercial companies to do proof of concept 

initiatives under Project Wero (Mäori - a challenge). Project Wero is about meeting 

the needs of our customers, future-proofing Stats NZ, thinking big and challenging 

ourselves.  

One proof of concept project involves application software to interactively create 

insights from data using visualisation and analytical tools. The confidentialising of the 

output data is done on the fly rather than confidentialising the input data before using 

the application. This project focuses primarily on the output and visualisations to gain 

insights to the data. 

The second proof of concept project involves delivering a confidentiality API 

(application programme interface) which also confidentialises data on the fly.  Built 

into the API is a perturbation method such as the ABS Tablebuilder product 

(Chipperfield et al, 2016) or the NCM method. This project is focused on the 

confidentialising of data on the fly but the API can be integrated with other software 

including open source software such as the mapping software NationalMap for 

example. 

Both projects are in the testing phase and if Stats NZ chooses either one or both of 

these systems it will form a significant part of the ACS.   
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5 Implementing the Automated Confidentiality Service  

ACS is being implemented in a step by step process in different subject matter areas 

within Stats NZ. The NCM method is being tested to see whether it meets the current 

confidentiality requirements for the outputs produced by the subject matter areas.  As 

Stats NZ moves to implement a new data model for its leadership in open data, the 

hope is that the ACS will become a single service within that data model. 

5.1  Business Demography 

Business Demography statistics are derived from Stats NZ’s Business Register and 

comprise of statistics based on two of the Registers’ statistical units, the enterprise and 

the geographic unit. It produces a longitudinal series of statistics based on business 

counts (counts of enterprises and geographic units) and business employee counts 

(employee counts of the enterprise or geographic unit) broken down by a variety of 

business and regional classifications. 

The Business Demography team were the first to trial the NCM method. The 

respondents that need to be protected in business demography statistics are the 

businesses. FRR3 is applied to the business counts whereas employee counts are 

considered a magnitude and a noise multiplier is used at the unit record level.  See 

Figures 3.1, 3.2 & 3.3. 

The trial was largely successful in that there was less information loss than in the 

previous release of the business demography tables especially at the regional level. 

The NCM method has been built into the production process for generating the tables 

(Krsinich, 2016). 

When developing the NCM approach for production of the business demographic 

tables, there was extensive user consultation. Feedback from users has been very 

positive. 

5.2 Census 2018 

The New Zealand Census of Population and Dwellings is to take place in March 2018. 

Most Census are tables of counts and currently the confidentiality for the 

dissemination of this data is based on 8 rules (consisting of identification and 

protection rules) that address low values, small area tables, sparseness, and derived 

measures. One of the key methods, random rounding to base 3 (RR3), has been in use 

in the organisation for a long time. Unlike FRR3, it is based on an arbitrary random 

seed to confidentialise cell counts. It does have some weaknesses, the main one being 

that under repeat application it can reveal the cell true counts. 

With a need for customers to be able to create their own detailed output via an easy-to-

use tool, tables need to be confidentialised automatically and have consistent cell 

values. To address this issue, the Census 2018 team is undertaking comparison testing 

between the NCM and the ABS Tablebuilder perturbation methods. This testing uses 
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code written in the open source programming language R. A decision to use one of 

these methods will be made and the code integrated as part of the Census output 

production process.  

Geospatial confidentiality also has to be addressed for Census 2018 for use in 

customised area boundaries and map visualisation tools. See section 6 below. 

5.3 Integrated Data Infrastructure 

The Integrated Data Infrastructure (IDI) is a large secure database of linked microdata 

used for social research. The microdata includes Stats NZ survey data including 

Census, government agencies’ administrative data as well as data from some non-

government organisations.  Access to the de-identified data is given to approved 

researchers in a secure Datalab environment.  

 

Figure 5.1  A diagrammatic view of the IDI (Stats NZ, 2017). 

 

Outputs are confidentialised by the researchers themselves according to Stats NZ’s 

current confidentiality rules, then checked by Stats NZ staff before they are approved 

for release.  There are two checks; Phase 1 is to release tabular and other statistical 

outputs to others on the project team whereas Phase 2 is to release a report, publication 

or presentation for general use.  

The Datalab is a difficult environment for the operation of an ACS due to varied 

nature of the analysis undertaken by the researchers. Basic macros are available e.g. 

Excel, SAS, R, to assist with confidentialisation but the researchers are required to 

implement these themselves.  What is currently being automated is the checking 

process where a Python (or R) script can process a folder with multiple Excel files 

containing a large number of individual sheets (tables) to produce a comprehensive 
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diagnostic report.  This saves the checker hours of time manually opening each file 

and checking each sheet containing a table.  It is envisaged that at some stage in the 

future, the researchers will have access to a reliable ACS which will eliminate the 

need for the Phase 1 checks.     

5.4 Registered-based Statistical System 

At Stats NZ we are planning to develop a Register based Statistical System (RSS) 

(Wallgren & Wallgren, 2014). The model for such a system includes three base 

registers, representing people, businesses, and locations. These base registers will link 

together, and also link to many other sources of data related to their respective units. 

Links from the person register and business register to the location register is via 

addresses whereas the link from the person register to the business register is via the 

Linked Employer-Employee Data (LEED). Other sources of data will be linked to one 

or more of these base registers. 

 

simplified view of an integrated register-based system (Bycroft, 2016).

 

The three base registers are at different stages of development: a mature Business 

Register maintaining a list of businesses and enterprises for use in sample selection for 

business surveys has existed for several decades; a Statistical Location Register has 

been developed to maintain a list of addresses geocoded with (x,y) coordinates for use 

in collection operations in the Census of Population and dwellings in 2018. Still at the 

conceptual stage, is the person register.  

To incorporate the ACS into the RSS, random numbers have to be assigned to each of 

the statistical units in each of the three base registers.  Other linked sources of data 

will derive their unit record random number from the base registers based on the 
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statistical unit that needs to be confidentialised. The use of random numbers for an 

ACS is part of the RSS high level design and principles (Bycroft, 2017). 

6 Geospatial Confidentiality 

One of the main issues with geospatial confidentiality is dealing with counts of 

persons or dwellings and estimates of measures over a non-meshblock area, a 

meshblock being the small geographical area unit for which statistical data is collected 

and processed by Stats NZ. A non-meshblock area could contain a number of 

meshblocks but the boundary of the area of interest would cut through some of the 

meshblocks.  Spatial enablement through location (x,y) geocoding allows for area 

boundaries and dwellings to be defined by an (x,y) coordinate system.  The problem 

that arises is how to protect the identification of individual dwellings, especially if 

boundaries can be moved or changed that would isolate dwellings through 

differencing.  A new proposed solution to this problem has been made possible 

through the development of the ACS and the NCM method where permanent random 

numbers are assigned to each unit record whether it be a person, dwelling or business. 

6.1 Customised Geographical Areas of Interest 

Meshblocks are Stats NZ’s lowest geographical output level which in most cases 

consists of a number of dwellings and people.  

In Figure 6.1 the blue squares represent the individual meshblocks with numbers of 

persons in each. The area of interest is shaded in green.  Meshblocks is the lowest 

output level where counts of persons or dwellings are randomly rounded to base 3. 

The dwellings are geocoded to their location in the location register. 

 

  

Figure 6.1 Area cutting across urban/rural (UR) meshblocks (Morgan, 2016). 



 

 

 

 

9 

The problem that arises is when boundaries are changed slightly and through 

differencing (hatched area), dwellings can be isolated and therefore poses a risk of 

disclosure as shown in Figure 6.2. 

 
Figure 6.2 Changes to the boundary of the area of interest. 

 

One solution that has been proposed looks at an estimation process where dwellings in 

split meshblocks are proportioned out to other split meshblocks based on where the 

area boundaries lies. This effectively leaves some meshblocks empty and others with 

additional dwellings. In some sense this realigns the area boundary with the 

meshblock boundaries while ensuring estimates within the area boundary are not 

biased.  If the area boundary is changed then the number of dwellings within the 

assigned meshblocks will change but not necessarily the meshblocks themselves. If the 

change is substantial then it would mean adding or subtracting meshblocks to those 

originally selected. 

Although this proposed solution to the non-meshblock geospatial confidentiality 

problem is workable, it appears difficult to manage and not readily adaptable for 

automation. 

6.2 New Proposed Solution 

To achieve consistency in output tables for ACS, a fixed random number (between 0 

and 1) is assigned to each unit record whether it be a person, dwelling or business. 

This random number also provides us with a way of selecting dwellings within a split 

meshblock to achieve unbiased estimates while ensuring confidentiality.  

As before, the proportion of dwellings inside the boundary of a split meshblock is 

determined by which dwellings lie inside the area of interest within each split 

meshblock (Figure 6.3). The random number assigned to each dwelling is used to 

select whether the dwelling lies inside or outside the area boundary.  For example if 

the proportion of the number of dwellings within a split meshblock is 0.75 then all 
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dwellings with a random number less than (and equal to) 0.75 is selected to lie within 

the area of interest. 

This way the selection of the dwelling is not based on the (x,y) location within the 

meshblock but is randomly selected to represent the meshblock. Confidentiality is 

preserved as it would be difficult to determine which dwelling is assigned to be within 

the boundary and which is assigned to lie outside without knowledge of the dwelling 

random number. Consistency is also preserved as it uses the same fixed random 

number for a dwelling every time the same output is generated.  

 
Figure 6.3 Dwelling with a random numbers less than or equal to the proportion are 

included within the area of interest. 

 

Changing the area boundary may change the proportion of dwellings lying inside the 

area boundary within a split meshblock and this would change the number of 

dwellings selected.  It is important to note that consistency is always preserved using 

this method. 

Final outputs of counts of persons, dwellings or businesses would still follow 

confidentiality rules such as FRR3 and this can be applied using the NCM method 

where the fixed random numbers are used for confidentialising. 

The proposed allocation of a fixed random number to each unit record is primarily 

there for the confidentialising process and not the selection of persons, dwellings or 

businesses. Using the same random number for confidentiality and selection could 

possibly lead to disclosure through unpicking. This implies that the use of a second 

independent random number for each unit record is desirable. 

However the digits of a random number are in themselves random and unbiased. So 

we can easily use an unbiased transformation function such as multiplying the random 

number by 10 and dropping the integer part to determine a second unbiased random 

number.  This number can then be used for the selection process for estimation. 
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In fact with enough stored digits for each random number gives the ability to generate 

additional random numbers to do other forms of selection or confidentiality processes. 

The allocation of a fixed random number to each unit record provides a way of 

achieving consistency not only for confidentiality but also for estimation purposes. 

This allocation of a fix random number to each unit record not only confidentialises 

the output of counts or magnitudes but can be used to solve non-meshblock geospatial 

confidentiality.  It achieves consistency in the output, does not need to be managed in 

terms of what output has been previously made public, and the method can easily be 

automated as part of the ACS.  

7 Summary 

An ACS will enable Stats NZ to meet the needs of an increasing demand from 

customers to be more flexible in providing confidentialised data for analysis and 

decision-making, while maintaining the organisation’s statutory requirements for the 

privacy and confidentiality of persons and businesses. The introduction of random 

numbers at the unit record level and development of the NCM method will allow the 

organisation to achieve its Open Data goals through the ACS. The NCM method is 

simple and easy to apply, which has led to a solution for confidentialising customised 

geographical areas.   
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