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Abstract: Statistics Finland produces annually approximately 200 different sets of 

statistics and thus has a variety of statistical disclosure control (SDC) practices in 

use. In 2012, it was realised that the office’s internal guidelines on the protection of 

tabulated personal and enterprise data were not up-to-date anymore. Renewal was 

needed. The old guidelines were partially too open to interpretations, hence enabling 

different views on the necessity and appropriate practices of SDC. There was strong 

demand for more harmonised methods and practices inside the office, and also 

opening the black box of SDC to customers and users of statistics. New guidelines 

were prepared during 2012 and they came into force in February 2013. The next step 

towards more harmonised SDC is to adopt the new guidelines in practice. The 

biggest challenge in adoption is that being a big organisation, Statistics Finland is 

somewhat inflexible when it comes to change. 

 

1 Introduction  

Statistics Finland is the central statistical office in Finland whose function is to 

produce statistics and reports describing the conditions in society for public use 

(Statistics Finland Act 48/1992, Section 2). Data protection is a fundamental ethical 

principle of official statistics, the objective of which is to ensure the maintenance of 

the trust of data suppliers and the availability of reliable statistics. Besides 

professional ethics, statistical authorities’ activities are governed by national 

legislation. According to the Finnish Statistics Act, all data collected by statistical 

authorities for statistical purposes are confidential. This implies that Statistics 

Finland is obliged to apply statistical disclosure control (SDC) methods whenever 

respondents are at risk to be identified from released statistics. 

Although data protection plays a significant role in Statistics Finland’s activities, the 

size and nature of the organisation is setting challenges to following the principle in 

practice. Statistics Finland releases approximately 200 different sets of statistics 

annually (Statistics Finland, 2011). Such a variety of statistics means the office must 

have a variety of protection methods against statistical disclosure. As a state 

authority, Statistics Finland is dependent on public money. This sets limits to 

research and development work that would be necessary for having up-to-date and 
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optimal protection methods available. In addition, even if there were enough 

resources for research and up-to-date methods were available, the size of the 

organisation makes it somewhat inflexible when it comes to change. This results in a 

long time between developing a new method and applying it in practice. 

The most common form of released statistics is tabular data. Statistics Finland has 

internal guidelines on the protection of tabulated personal data and guidelines on the 

protection of tabulated enterprise data. These guidelines were first written in 2000. In 

2011, agency’s Statistics Production Group decided to set two working groups to 

find out how these guidelines were working in practice and to assess possible needs 

for updating them. The groups worked during 2012 and the work resulted in renewed 

guidelines on both tabulated personal and tabulated enterprise data, which entered 

into force on 20 February 2013. The object of the renewal was to spread information 

on good disclosure control practices and methods, to clarify and to harmonise those 

practices inside Statistics Finland as well as to remove outdated and poor practices. 

This paper presents the new guidelines and discusses the challenges Statistics 

Finland meets in adopting them. The paper is organised as follows. In Section 2, the 

problems with the current SDC practices are described. Section 3 introduces the new 

guidelines. Section 4 outlines the next steps in adopting the new guidelines. Finally, 

Section 5 summarises the paper with concluding comments. 

2 Challenges in statistical disclosure control practices 

The old guidelines were written over ten years ago. During these years, legislation 

has changed and data protection methods and tools have developed. Disclosure 

control practices at different departments at Statistics Finland have developed and 

adopted their own standards. The suitability of all those methods was not sure. In 

addition, some of the used methods were even known to be outdated and far from 

optimal considering the balance between informative statistics available to people 

and sufficient protection against statistical disclosure of respondents. Hence two 

working groups, one for guidelines on tabulated personal data and one for tabulated 

enterprise data were set up. In addition to finding out the possible need for updating 

the guidelines, the working groups were also to report on the development and 

research done in the area of SDC methods and practices both on the national and 

international level. (Statistics Finland, 2012a and 2012c). As it became clear that 

renewed guidelines were needed, the goal was set for updated, explicit and 

understandable guidelines that would help in everyday statistics production. 

2.1 Challenges met by the working groups 

The size of the organisation and the large number of the statistics needing protection 

against statistical disclosure were obvious challenges to the working groups. Since 

compiled written information on all the SDC practices including the methods and 
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tools in use did not exist, the working groups had to start their work with massive 

information collection. Even though both groups comprehensively included 

participants from different departments of the agency, the collection of tacit 

knowledge was not easy. 

Another big challenge was the impossibility to reach the goal. The understandable 

demand for more explicit and pragmatic guidelines came from different statistics 

producing departments and units. However, those kind of explicit guidelines would 

have needed too many details specific to different statistics considering the 

guidelines were to be general for the whole agency. As a solution, the working 

groups decided to formulate guidelines on the general level that would guide 

different departments to draw up their own, more detailed and updated guidelines. 

This implied of course that after the working groups finished their work, the actual 

task of updating the SDC practices, even on paper, was only half way done. 

2.2 Problems in the old guidelines 

Because of the quality and contents of the old guidelines, it was necessary to set such 

a challenging goal for the new guidelines. The old guidelines were not pragmatic but 

more like explaining the situations where SDC should be taken into account. Only 

examples of very general sensitivity rules and protection methods (e.g. threshold 

rule, re-designing table with more aggregated explanatory variables) were 

introduced. The old guidelines were partially too open to interpretations, hence 

enabling different views on the necessity and appropriate practices of SDC inside the 

agency. The most alarming cases that resulted from this openness to interpretations 

were the statistics for which the need for checking disclosure risks was uncertain. 

That is, the guidelines did not even give a clear answer to which statistics they were 

to be applied. 

According to the old guidelines, there was no obligation for the departments or units 

to write down their protection methods. This made it almost impossible to evaluate 

or compare the different methods in use. When the working groups asked different 

units in the office to describe their SDC practices, the task turned out to be difficult. 

The following stumbling blocks were commonly encountered. 

1. Who has the necessary information on SDC practices since it is not written 

anywhere? 

2. Does “describing the SDC practices” mean answering the question  

Do the statistics need protection? 

What sensitivity rule is used? 

What methods and tools are used to protect the sensitive information? 

Is there any other crucial information about the SDC of these specific 

statistics? 

An answer was of course wished to all the above-mentioned questions but 

most often only the first and maybe one other question was answered. 
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3. When discussing SDC, not all terms and expressions in Finnish have been 

established yet. From time to time, this caused some minor 

misunderstandings. 

After some information was gathered, the main problem with the old guidelines 

became evident: the guidelines did not offer enough information on how SDC should 

actually be carried out and how to evaluate the effects of the used methods on the 

usability and disclosure risk in particular statistical output. In addition, or maybe 

even because of this flaw, the old guidelines and especially the legal and ethical 

obligations behind them were not as well known as one might wish.  

The guidelines were supposed to cover not only the protection of regularly released 

statistics but also the protection of purpose-built statistical compilations delivered to 

customers. When proper instructions on SDC were missing, the responsibility of 

designing and applying the protection was too much on the single person carrying 

out that particular customer assignment. There was no guarantee that this person had 

all the necessary information, i.e. knowledge of different possible protection methods 

and already applied methods in similar assignments. Thus, harmonised principles and 

methods in customer assignments could not be ensured, which led to unequal 

treatment of customers. 

3 The new guidelines 

The new guidelines on protection of tabulated personal and enterprise data entered 

into force on 20 February 2013. It is assumed and also encouraged in the guidelines 

that whoever wishes to read and use them should have some knowledge of the legal 

and ethical obligations concerning statistical confidentiality upon which the 

guidelines rest. Going through those national and international laws and regulations 

in the guidelines would not be appropriate, since the purpose of the guidelines is to 

be more pragmatic than theoretical. Instead of legal issues and definitions, the 

guidelines present essential SDC terminology in Finnish and briefly describe a few 

common SDC methods. The progress towards harmonised practices starts with 

harmonised concepts. 

3.1 How to apply the new guidelines 

The biggest changes compared to the old guidelines have to do with the application 

of the guidelines. The new guidelines are not to be considered as a direct answer to 

the question ‘How should one protect different statistics against statistical 

disclosure?’ but instead, give directions to different departments of the agency on 

how to draw up their own, more detailed instructions on the protection of their own 

specific statistics. These instructions need to be written and available to anyone 

participating in the production of the statistics concerned. The departments are also 

obliged to draft a formal list of the statistics in their responsibility that include 
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confidential information, i.e. need protection against statistical disclosure. According 

to the Finnish Statistics Act, apart from data describing the activities of central and 

local government authorities, production of public services and some data in 

Statistics Finland’s Register of Enterprises and Establishments, all data provided for 

statistical purposes are confidential (Statistics Act 280/2004, Section 12). This means 

that the majority of Statistics Finland’s statistics include confidential information and 

should appear on the above-mentioned lists of statistics needing protection. These 

lists ensure that inside the agency there will be no more statistics for which the need 

for checking disclosure risks is uncertain. Different departments will also make sure 

that there is written documentation on the protection of all listed statistics. 

3.2 Recommendations on defining sensitive information 

The update of the guidelines did not have much effect on the recommended ways to 

define what is too sensitive information to be released, i.e. what type of sensitivity 

rules one should use with different kind of statistical data. These recommendations 

are roughly presented in the next two subsections. 

3.2.1 Enterprise data 

The default sensitivity rule is the minimum frequency rule. If a value in the table has 

less than three contributors, it should not be released. In general, only protection 

against exact disclosure is required. However, in some cases protection against 

approximate disclosure is also needed and the use of the dominance rule is 

recommended. These cases concern data that are less than 15 months old and 

disclosure of the data might have great effect on markets or the activity of a single 

enterprise.  The parameters of the dominance rule can be decided by each department 

or unit. 

If statistics are based on a sample, confidentiality may be ensured by not releasing 

information on the sample size and the respondents belonging to the sample. If this 

information is published or otherwise obvious, the minimum frequency rule must be 

applied. 

Confidential information can be released upon expressed consent of the subject of the 

data. The consent must be expressed in writing. 

Passive confidentiality is only allowed together with active confidentiality. For 

example, in industrial output statistics the minimum frequency rule is always used but 

at the request of an enterprise the dominance rule can also be applied to information 

concerning that particular enterprise. (Statistics Finland, 2013a). 

3.2.2 Personal data 

Disclosure risk evaluation is based mainly on defining the sensitivity of the variables 

included in the table and small cell counts, i.e. the minimum frequency rule. Personal 

data are considered especially sensitive if they relate to 
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 Race or ethnic origin; 

 The social, political or religious affiliation or trade-union membership of a 

person; 

 A criminal act, punishment or other criminal sanction; 

 The state of health, illness or handicap of a person or the treatment or other 

comparable measures directed at the person; 

 The sexual preferences or sex life of a person; 

 The social welfare needs of a person or the benefits, support or other social 

welfare assistance received by the person; 

 Cause of death of a person; 

 Mother tongue, citizenship or country of birth; 

 Income, debts or assets of a person; 

 Rare occupational or activity status or other similar information about socio-

economic status of a person. 

The more sensitive information a table includes, the heavier SDC actions must be 

taken. For example, the minimum frequency allowed to be released may be higher in 

cross-tabulation of country of birth, income and current activity status than in a plain 

income/occupational status table. 

Regional dimension also affects the classifications of a table’s explanatory variables. 

The smaller the statistical area, the less detailed classifications may be used to avoid 

statistical disclosure. (Statistics Finland, 2013b). 

4 Further actions 

Drawing up new guidelines on the protection of tabulated data is only one step 

towards the ultimate goal, which is better and more harmonised SDC practices at 

Statistics Finland. The next step is applying the guidelines in statistics production. As 

mentioned in the previous section, the new guidelines oblige different departments of 

the agency to make a formal list of the statistics in their responsibility that include 

confidential information and then draw up their own, more detailed SDC instructions 

on those statistics. The guidelines are now clearer and more unambiguous and they 

should lead departments to check their current SDC methods and update them if 

needed. It is expected that more open discussion between different departments on 

SDC will arise.  

All departments have already made the lists of the statistics needing protection. 

According the current timetable, they should be either ready or have even some kind 

of a draft of SDC instructions by the end of September 2013. The Standards and 

Methods Department (SMD) is assigned to coordinate the adoption of the new 

guidelines and SDC methods. Hence, if needed, the SMD organises training at the 

end of 2013 and helps those departments that wish to update their current SDC 
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methods. Updating or renewal of the SDC software is also an upcoming task and it 

will require testing, training and help of the IT department. 

Change takes time inside a big organisation. The ambitious goal set by the working 

groups is to have statistics production adapted to the new guidelines by the end of 

2013. However, due to other ongoing projects and need to introduce new SDC 

software, this goal is not likely to be achieved. In addition, fighting the inflexibility 

and resistance towards change takes time. Even though many desired the change, the 

outcome of the change may not please everyone. For some, making lists and drawing 

up documentary may be seen as unwelcome extra red tape and unnecessary increase 

in the workload. 

Alongside adopting the new guidelines itself, Statistics Finland needs to inform other 

parties about the guidelines. One of the agency’s tasks is to develop the national 

statistical service in co-operation with other government officials (Statistics Finland 

Act 48/1992, Section 2) and this means, amongst other things, promoting harmonised 

SDC practices between all institutions and agencies producing official statistics in 

Finland. Besides other statistics producers, the end users of statistics, i.e. customers 

and the public, need to be in some level informed about the actions Statistics Finland 

takes to preserve confidentiality in statistics. The motivation of practicing SDC 

should also be made clear. Statistical confidentiality must not be a black box that 

customers see only as a factor limiting access to useful data. 

5 Summary 

This paper presented the ongoing project of updating the guidelines on protection of 

tabulated data at Statistics Finland and adopting the new guidelines in statistical 

production. Two working groups that worked on this update met many challenges 

but the new guidelines entered into force in February 2013. The agency is now in the 

adopting phase. Even though updating SDC practices may take a long time and 

change is not welcome to everyone, the first steps needed to be taken. The old 

guidelines were too open to interpretations and the SDC practices had been 

developing in different directions inside the agency during the past ten years. 

Furthermore, it was difficult or even impossible to find up-to-date documentation on 

SDC practices. This is against one of the critical success factors defined by Statistics 

Finland, which states “Standardised data processing methods and an exhaustive 

metadata system are in use.” (Statistics Finland, 2012b). 

It might seem that the new guidelines only increase the level of red tape because the 

main changes compared to the old guidelines were related to the application of the 

guidelines. The recommended sensitivity rules and other ways to evaluate disclosure 

risk in tabulated data did not change much. Nevertheless, the update was needed and 

even some red tape is required to improve and harmonise SDC practices. The crucial 

task for people promoting the new guidelines inside the agency is to make others see 



 

 

 

 

8 

them as a possibility to improve the quality of statistics instead of increasing the 

workload. 
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