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Background 

 differential privacy has been criticized because of its distorting 

effects on the output 

 too much noise needs to be added in most practical situations 

 situation might be different for Census data:  

‐ large number of records 

‐ consist of only a few, mostly categorical variables 

‐ participation is mandatory 

 differential privacy might be achievable for Census data  
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Differential Privacy for Census Data 

 goal is to release a dataset satisfying differential privacy 

 we assume data contain categorical variables only 

 continuous variables need to be discretized 

 standard approach: 

‐ compute a full cross classification of all variables 

‐ add required amount of random noise to each cell   

‐ use two-sided geometric noise distribution (Ghosh, 2009) to obtain 

natural numbers 

 only feasible if number of variables and number of categories is 

small  

 conditions arguably satisfied for most Census variables 

 release of detailed regional information still difficult 
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Introducing Prior Knowledge 

 not all information needs to be protected 

‐ might already be in the public domain 

‐ might not be considered sensitive   

 no need to mask this information in the released dataset 

 privacy statement needs to be rephrased 

 

 D1 and D2 no longer any two datasets differing in one row 

 D1 and D2 any two datasets consistent with the prior 

knowledge differing in one row 

 not strictly consistent with original concept which should be 

agnostic to the data 

 can offer substantive improvements regarding data utility 
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Application – The Georeferenced IEB 

 Integrated Employment Biographies (IEB): large database 

constructed from different administrative data sources of the 

German Federal Employment Agency 

 

 

 

 

 

 detailed geocoding information has been added recently 

 data should be disseminated to the scientific community if 

possible 
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Differential Privacy for the IEB 

 goal: evaluate whether a useful differentially private dataset 

could be generated for a small set of variables from the IEB 

 

 

 

 

 

 

 

 dataset limited to fully observed records in Bavaria (~ 4 Mio 

records) 
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Incorporating Prior Knowledge 

 we consider the geocoding information to be prior knowledge 

 geographical information itself is not sensitive (Census is 

mandatory) 

 only relationship to the other variables might be sensitive 

‐ allows us to use the actual geocoding to partition the geocoding 

attribute domain 

‐ we use a micro aggregation algorithm for the partitioning   

‐ we do not cluster records with different zip codes to improve 

accuracy 

 advantage over aggregation using fixed grids: improved 

accuracy because small cell counts are avoided 

 additional prior knowledge: wage, skills, and distance to work 

are not observed whenever employed=0 
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Some Analytical Results Regarding Data Utility 

 using the two-sided geometric noise, the expected absolute 

error for a region that comprises m partition sets is given by 

 

 

 noise independent of the number of records in each cell 

 more interesting: relative error 

 

 n is the number of records in the region under consideration 

 usually n is not known in advance 

 since we use fixed cluster sizes k, we know that n=k 
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Some Analytical Results Regarding Data Utility 

 given that some combinations of attributes are not possible, a 

full cross-classification of all variables contains m=188 cells 

 We can express the relative error within each cluster in terms of 

ε and m 

 

 

 

 ε=0.1 and ε=1 will not give useful results 

 we will stick with ε=4.6 for the empirical utility evaluations 

 cells with negative cell sizes are set to zero 

 

 
J. Soria-Comas and J. Drechsler - Differential Privacy for Census Data 



Empirical Results Regarding Data Utility 
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Empirical Results Regarding Data Utility 

 difficult to come up with a general measure 

 idea: compare the relative frequencies for all possible cross 

tabulations of all the attributes between the original and the 

protected data 

 look at absolute differences (in percentage points) between the 

relative frequencies at the zip code level 

 cell entries with less than 50 observations are excluded 
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Empirical Results Regarding Data Utility 
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Conclusions 

 introducing prior knowledge might be a useful strategy to 

improve the data utility 

 privacy guarantees are only given for datasets consistent with 

the prior knowledge 

 data utility still poor even with prior knowledge for small cluster 

sizes and small ε 

 negative cell counts can be problematic 

 clustering allows to address trade-off between granularity and 

accuracy 

 if larger cluster sizes are acceptable good results might be 

achievable 

 only works if number of variables is very limited 
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