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Abstract

An increasing number of statistical offices are explotirguse of Big Data sources for the
production of official statistics. For the time being theeeanly a few examples where these sources
have been fully integrated into the actual statisticsymrtioh. Consequently, the full extent of
implications caused by their integration is not yet knoMieanwhile, first attempts have been made
to analyse the conditions and impact of Big Data dfeint aspects of statistical production such as
quality or methodology. A recent task team elaborataabdity framework for the production of
statistics from Big Data in the context of the Big Datajgut of the United Nations Economic
Commission for Europe (UNECE). According to the Ewanp Statistics Code of Practice the
provision of high quality statistical information is thmain objective of statistical offices. Since risk is
defined as the effect of uncertainty on objectives. (& the International Organization for
Standardization's ISO 31000) we have found it appropriatatégorise risks according to the quality
dimensions they affect. The suggested quality framevayr&tatistics derived from Big Data sources
provides a structured view of quality related to all pha$éise statistical business process and thus
may serve as basis for a comprehensive assessnientasagement of risks related to these new data
sources. It introduces new quality dimensions thaspeeific to or (of high importance when) using
Big Data for official statistics, such as institutional/busgenvironment or complexity. Using these
new quality dimensions it is possible to derive riskates to the use of Big Data sources in official
statistics in a more systematic way.

In the present paper we aim to identify risks indugethe use of Big Data in the context of official
statistics. We follow a systematic approach of defimisks in the context of the suggested quality
framework. Concentrating on the newly proposed qualiyedsions we are able to describe risks that
are currently not present or do not have an impacteprbduction of official statistics. At the same
time we are able to identify current risks that will balaated very differently when using Big Data
for producing statistics. Then we go further into the nehagement cycle and provide an assessment
of likelihood and impact of these risks. As the assessofeisks involves subjectivity in attributing
likelihood and impact to the different risks we measureatireement between the scores of different
stakeholders given independently. Then, we propose gdiomeducing these risks according to the
four major categories avoidance, reduction, sharingretention. According to ISO, one of the
principles of risk management should be to create vakighi resources for mitigating risks should
be lower than for doing nothing. Following this principle, fimally make an assessment of the
possible impact of some actions on risk mitigation on ttaditgyuof the final outputs to come to a

more comprehensive assessment of Big Data usagéitwalcstatistics.
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1. INTRODUCTION

1.1.

1.2.

Background

The development of “big data” has been characirisg Kenneth Neil
Cukier and Viktor Mayer-Schoenberger in their deti€The Rise of Big
Dat&” by the term “datafication”. Datafication is deied as a process of
“taking all aspects of life and turning them intatal” E.g. Facebook datafies
personal networks, sensors datafy all kinds ofrenmental conditions, smart
phones datafy personal communication and movemeavegrables datafy
personal conditions. This is leading to a situatmialmost ubiquitous
collection and availability of data.

Like many other sectors, official statistics hasyatarted recently to discuss
the issue of Big Data at strategic level. Theneasyet a common and widely
shared understanding of the way forward, whethé& ih a challenge or
opportunity, whether it is small or big etc. In tfin@mework of the High-Level
Group for the Modernisation of Statistical Prodantiand Servicés a first
SWOT analysis, accompanied by a rough risk/bendafialysis, was
conducted. It was noted that “a full-blown risk Bs#& would also include
aspects such as likelihood and impact, and perladgis be expanded to
outline strategies to mitigate and manage risks”.

While still far from a complete risk analysis, tlpaper aims at improving
matters precisely by establishing a first strualureerview. We would like to
stress that this overview is to be seen as a mdideparture to stimulate a
general discussion within the Official Statisticsn@munity (OSC).

Scope

This paper focuses solely oisks — thus excluding not only benefits but also
strengths, weaknesses, opportunities and threhits nfeans that “the risks of
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2.

1.3.

doing nothing” (for instance, the risk of the OSE& ke out-competed with
other actors if it doesn’t modernise) are not iopsg these are rather threats.
Instead we try to highlight the risks which miglticar (a) if the OSGcts on
the opportunities offered by Big Data and startgettging or improving a
particular “Big Data based official statistics puat’ (BOSP); (b) the risks to
the new “business as usual”, i.e. risks to “Big@&hased” official statistics
production. (As all official statistics productios associated with risks, we
limit (b) to “Big Data specific” risks, i.e. risk¢hat are non-existent or
negligible for “traditional” official statistics duction.)

Structure

In Section 2, we present the frameworks relatethi® exercise, starting out
with the obviously necessary framework for risksd amsk management
(Section 2.1). We also present the preliminary igpaflamework for statistics
produced from big data (Section 2.2), since linkengjuality framework to
risks fulfils two objectives:

» |t establishes the context for defining the riskbe defined quality
dimensions together with the considered charatiesisxpress values
of an entity that are considered as important aedisd/e for
delivering services to customers and users.

« It allows the assignment of specific risks to gtyatimensions that are
nested in the overarching hyperdimensions andttaehed to specific
phases in the production process of statisticalysts.

In sections 3, 4, 5 and 6 we present the riskstiitlssh so far in various
contexts. Here, we use the categorisatiData Access, Legal Environment,
Data Confidentiality and Security, andkills; a reorganisation according to a
guality framework for statistics produced from higta (Section 2.2) should
be considered as soon as that framework has reacheate final status. For
each of the risks identified, we (i) provide asgsasts of likelihood as well as
impact (as per section 2.1.3) and (ii) propose misfigation and management
strategies (cf. section 2.1.4).

Finally, we discuss our findings and outline soragtrsteps in Section 7

FRAMEWORKS

2.1. Risks and Risk Management

According to 1SO 31000:2089risk is defined as the “effect of uncertainty on
defined objectives”. This means that objectiveseh&w be defined or be
known before being able to define risks. Theseailjes are usually defined
taking into account the institutional context ok thespective organisation.
Another important consideration is that risks belae characteristic of

* The business case documents of the ESS Big Dajecpas well as on the Big Data ESSnets contain a

list of risks partially related to the project apartially to using big data sources for statistjgaiposes.
The document "A suggested Framework for the Qualftyig Data" mentions some risks related to
quality dimensions.

5 http://en.wikipedia.org/wiki/ISO 31000




uncertainty, i.e. it is not sure if the describedr would occur. Risks are
therefore measured in terms of probability of ooence of an event and its
consequences, i.e. the impact that the event haacbieving the defined
objectives. Risk Assessment should produce morectibg information
which finally enables finding an appropriate baknbetween realising
opportunities for gains while minimising adverséeefs. Risk management is
an integral part of management practice and anngabelement of good
corporate practie It is an iterative process that ideally enablestinuous
improvement in decision making and facilitates gwmus improvement in
performance.

Risks are also related to quality. The applicatadna quality framework
should enable using opportunities provided by d#ifeé sources and
methodologies to achieve an output of a definedityuavel in the sense that
the output fulfils the needs of users. Like theksjsquality levels can be
derived from an institutional environment and thigieotive of a certain
institutions. In this context, the institutionalvonment defines the overall
risk level that an institution is willing to beasrfachieving its goals.

A risk assessment and management process can kenkirdo various steps
that include establishing the context, the idecsitiion of risks, the analysis of
risks in terms of likelihood and impact, the evaiom of the risks and finally
the treatment of the risks.

2.1.1. Institutional Context

As a first step it is necessary to establish thetesgic, organisational and risk
management context in which the rest of the proeglstake place. This
includes establishing criteria against which risksuld be evaluated and
defining the structure of the analysis.

2.1.2. Riskldentification

In the second step events should be identified it have impact on the
achievement of the defined objectives. The idemgtion should include
guestions related to type of risks, timing of tiverd, location or how events
could prevent, degrade, delay or enhance the smiient of the objectives.

2.1.3. Risk Assessment

The next step consists of determining existing m&tand analysing risks in
terms of likelihood as well as in terms of potentansequences. In the
context of this paper, probability or likelihood tife occurrence of risks a
scale from 1 (improbable) to 5 (frequent) is uSdtk impact of occurrence of
events is measured using as well a scale fromsig(ificant) to 5 (extreme).
As illustrated in Table 1, the product of likeliband impact renders a “risk
level” ranging from 1 to 25.

Table 1: Risk Assessment

® Statistics Canada: 2014-2015 report on Plans amaritRes, http://www.statcan.gc.ca/about-
apercu/rpp/2014-2015/s01p06-eng.htm




Likelihoo i 1: insignificant |2: minor |3: major |4:critical |5: extreme
1: improbable 1 2 3 4 5
2: remote 2 4 6 8 10
3: occasional 3 6 9 12 15
4: probable 4 8 12 16 20
5: frequent 5 10 15 20 25

The estimated risk levels may be compared to pmeekbfcriteria in order to
make up the balance between potential benefitsaandrse outcomes. This
enables judgements to be made about managemeritigsio

Table 2: Risk Index

Risk level | Risk Index
1-5: negligible
1-5 . .
(low priority or acceptable risk)
6-12: significant, tolerable
6-12 . -
(medium priority)
>12: critical, intolerable
>12 . .
(high priority)

The priority for actions should be put on the cstirisks (see Table 2), i.e.
those which are likely to happen and have majoextteme impact on the
objectives of the organisation.

2.1.4. Reactiontorisks

The final step consists of decisions on how totreacrisks. Some risks that
are below a pre-defined risk level may be ignoretbterated. For others, the
costs for treating the risks might be so high thaty outweigh the potential
benefits. In this case the organisation may detidebandon the related
activity. Risks could also be transferred to thpadties such as insurances that
compensate for incurred costs. The last option @vdaé to treat risks in
defining strategies and actions that balance cogispotential benefits. This
way, the organisation would decide implementingtstyies for maximising
benefits and minimising potential costs.

Table 3: Reactions to Risks

Treat the risk These are actions that aim at minimising the probability or
the impact of event to a level which is acceptable by the
organisation. Most risks will belong to this category.
Transfer the risk For some risks, it might be preferable to transfer the
impact of an event to a third party, e.g. an insurance or
body responsible for data protection. These third parties
will perform an own risk analysis to decide if the risk can
be tolerated and impact can be carried. Often, they
demand additional measures for minimising probability or
impact.

Tolerate the risk In cases where impact would be minor or insignificant and

4



the cost for treating risks would be disproportionate to the
benefits, risks might simply be tolerated.

Terminate the risk | For some risks, the probability would be so high and/or the
potential impact would be so extreme for the organisation
that it would be preferable to terminate a certain activity.
In certain cases activities are not terminated by private
businesses but impact is rather transferred to the
government or the activity is transferred, together with the
risk to public bodies. In this case, termination is not an
option for the public body.

2.2. Quality framework

A task team comprising representatives of natianal international statistical
organisations developed in 2014 a preliminary qu&lamework for statistics

produced from big data. The task team worked uriderumbrella of the

UNECE/HLG project, the role of Big Data in the Modisation of Statistical

Production. It extended existing quality frameworlisveloped for the

assessment of statistics derived from administad&ta sources with quality
dimensions that were considered as being relewaridy data sources.

The framework distinguishes between three phasdbheobusiness process,
input, throughput and output. The input phaseesponds to the “design”
and “collect” phases of the GSBP, the throughputtie “process” and
“analysis” phases while the output is equivalerntht® “dissemination” phase.

The framework applies a hierarchical structure tat adopted from the
administrative data framework developed by Statishetherlands Quality
dimensions are nested within a hierarchical strectalled hyperdimensions.
The three defined hyperdimensions are "source",tddaa' and "data".
Quality dimensions are nested within these hypegdsions and are assigned
to each of the production phases. For the inputsehthe additional
dimensions “privacy and confidentiality”, “compléxXi (according to the
structure of the data), “completeness” of metadatad “linkability”
(possibility to link data with other data) were posed to add to the standard
guality model. For each of the quality dimensiofagtors relevant for their
description as well as possible indicators are gseq.

In the context of this paper, risks can be dedudtenh these factors. For
instance, factors to be considered for the qualitimension
“institutional/business environment” are sustaifipbiof the entity-data
provider. The related risk would be that data waudd be available from the
data provider in future. Another example is relatecthe newly proposed
quality dimension privacy and security. One impottiactor is “perception”,
meaning a possible negative perception of the dedruse of specific data
sources by various stakeholders.

" Daas, P., S. Ossen, R. Vis-Visschers, and hdsr@oth, (2009), Checklist for the Quality evaloatof
Administrative Data Sources. Statistics Netherlafti® Hague/Heerlen
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3.

RISKS RELATED TO DATA ACCESS

3.1. Lack of access to data

3.1.1.

3.1.2

3.1.3.

3.1.4.

3.15.

Description

This risk consists of a project charged with depiglg a BOSP not
getting access to a necessary Big Data source (BDS)

By now, the OSC has learned the hard way that ged¢tng out of
the starting blocks and getting this access is some an
unsurmountable obstacle. Sometimes, it is easyetoagcess to a
particular source — such as call data records (GDiRsfor
testing/research purposes, but far harder (forllegacommercial
reasons) to get access to it for production puipose

Likelihood

The likelihood is highly dependent on the charasties of the BDS.
If it concerns big administrative data, it may be law as 1, in
particular if (as in the case of the traffic loogtal explored by Daas
et al.%) there are no personal data protection issuethelfcase of a
BDS held by a private entity, in particular if & sensitive (from e.g.
a data protection perspective) or valuable (fromcanmercial
perspective), the likelihood could be very high (5)

Impact

The impact depends on the BOSP and on the way ichwhe BDS
is used. If the BDS is at the very centre, the ichpaay be very high
(4 = not possible to produce the BOSP at all), whsrit might be
lower if it is still possible to produce the BOS&lbit with lower
quality) by relying on other BDSs, resulting iniampact in the range
of 2-3.

Prevention

To reduce the risk of lack of access, prior costagith the data

provider should be taken, and a long-term agreemerdata access
should be established. Moreover, a comprehensigal lanalysis

concerning the particular combination of BDS andS¥Cshould be
conducted. The opportunities to access the datadans of existing
or future legislation should also be assessed.

Mitigation

If there are alternative BDSs which could be usedthe BOSP,
these could be explored instead.

8

Daas, P., M. Puts, B. Buelens and P. van den .H20R5. “Big Data as a Source for Official
Statistics”.Journal of Official Satistics 31 (2). (Forthcoming; publication foreseen ford@015.)
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If there is no way to produce the BOSP without Bi2S, and if it is
not feasible to overcome the lack of access, tliea@vour has to be
terminated, and the new BOSP will not see the lajlday.

3.2. Loss of access to data

3.2.1

3.2.2

3.23.

3.2.4.

3.25.

Description

This risk consists of a statistical office losingB®S underlying a
BOSP.

Likelihood

If the BOSP is already being produced, there’scaily a certain
stability, and in some cases, the risk may be l@my(1). However,
in particular in the case of private actors withiabhinsufficiently
firm agreements have been established, there lngopreventing
e.g. new management from changing data provisidicypdeading
to a moderate risk for discontinuity (3). Moreovérthe BDS is
related to a volatile activity, there is alwaysiskrof a provider
simply going out of business, and the risk may\mnehigher (4).

Impact

As the existing BOSP may be impossible to prodecegery high
impact (5) would often be the case. In other casbsre the BDS is
of a supplementary nature, the impact may rathdo&e of quality,
with an impact in the range of 2-3.

Prevention

The prevention strategy is similar to that for ladkaccess to data —
but with an increased emphasis on constant vigdaalso in a
production setting.

Not putting all eggs in one basket (i.e. having tipld BDSs
underlying each BSOP) might also be a strategyttbstmay either
be impractical or too costly.

Mitigation

If the BDS is the outcome of a volatile activity,might be the case
that a new BDS, reflecting the same societal phemam gradually
becomes available. However, it would be too latst&ot “scanning
the market” once the BSOP has gone offline; constgilance
would be needed — and this might be hard to achieve



4. RISK RELATED TO THE LEGAL ENVIRONMENT

4.1. Non-compliance with relevant legislation

4.2.

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

Description

This risk consists of a project charged with dep#lg a BOSP
failing to take relevant legislation into considea while doing so —
thereby rendering the BOSP non-compliant with demislation.
This could concern data protection legislation, utations
concerning response burden etc.

Likelihood

Given the OSC'’s unfamiliarity with Big Data, it i©t unreasonable
to say that occasional (3) non-compliance coulce tpkace. The
likelihood would typically be related to the BDSnee the less
“sensitive” the source, the less likely it is thadn-compliance
occurs.

Impact

The impact is typically critical (4), in the sentf&t non-compliant
production will require the BOSP to be stopped (foit, has not yet
reached the implementation phase, its developrodme terminated).
It could even be extreme (5) since the reputatioiskis resulting
from non-compliant (“illegal”) official statisticproduction might
have repercussions

Prevention

A thorough legal analysis has to be undertakerafir BOSP — and
this at several junctures (what is acceptable duria
development/exploration phase might not be so durithe
implementation/production phase). This might inntulead to
reengineering of the BOSP to render it compliant.

Mitigation

Depending on the severity of the non-compliance,fitst step may
have to be taking the BOSP offline.

Reengineering the BOSP to render it compliant migghtan option,
but whether the BOSP is “salvageable” in this mansehighly
dependent on the nature of the non-compliance.

Unfavourable changes in the legal environment

4.2.1.

Description

New legislation relevant to a BOSP under productioight be
introduced, effectively rendering the BOSP non-champ.



4.2.2. Likelihood

It is not completely unlikely that advocates of remsed data
protection succeed to introduce new requirementstwdirectly or
indirectly have repercussions on the possibility gooduce a
particular BOSPs. A likelihood in the range 2-3 meseto be a
realistic estimate.

4.2.3. Impact

The impact is typically critical (4), in the seng®t non-compliant
production will require the BOSP to be stopped.

4.24. Prevention

A certain business intelligence has to be undentalegularly to
monitor legislative development — possibly alsoirtiuence it by
putting forward the case for official statistics melevant (e.g.
consultative) fora.

4.25. Mitigation

Under the condition that proactive monitoring ha&er conducted,
there might be time to reengineer the BOSP to neitdeompliant
also with the new legislation from day 1 of itsrgrinto force.

If, on the other hand, monitoring has not been ootet, so that the
new legislation “arrives as a surprise” — or if tegislation is so
radical that there is no way to render the BOSRawnpliant — the
only option might be to take the BOSP offline.

5. RISKS RELATED TO DATA CONFIDENTIALITY AND SECURITY
5.1. Data security breaches

511  Description

This is the risk refers to unauthorized access ata cheld by

statistical offices. Third parties could obtain al#élat is held under
embargo e.g. due to release schedfile This can be for example
data that is highly anticipated by stock markeestors.

5.1.2. Likelihood

As far as the technical aspects of protecting theehvironment
within the statistical office is concerned the riblas a similar

® For any BOSP that is based entirely on a singl&BDis inevitable that the data would implicitlg b
known to the original data owner and if the metHodp is transparent the derived statistics will be
known as well. This situation is not addressed betaather in the risk related to the abuse oftjpos
by owners.

9 The data can in addition carry the risk of coriitielity breaches. This risk will be treated sepelsa
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5.13.

5.14.

likelihood for BDSs as for traditional sources. Hower there are two
additional aspects that need to be taken into axdcou

The first is that with some BDSs the overall riskslightly elevated
due to the fact that data security at the origioaher could be
compromised. This can be due to e.g. industrialioesge or
hacking.

The second is that once potentially valuable ditgssto be held at
the office the risk of attracting malicious intemtl raise. If data held
is of very high business value one should be pezpty face a very
high likelihood of attacks targeting the IT infragiture so the
likelihood of a breach occurring could potentiddly bigger (4).

If the data held is not perceived to be of value dkerall likelihood
seems to be not very high — from (1) to (3) depemdin data source.

Impact

Potential damage to reputation can be big (5). ithedlevant in the
case of BDSs is that if a security breach occuthebriginal owner
the impact on the reputation of the statisticaicefiis expected to be
lower than if the breach occurs with data thahigd custody.

On the other hand it is possible that a breachetstatistical office
can have negative consequences for the originaéovim this case a
high negative impact is again possible due to #mape in terms of
trust between the provider and the statisticatef{b).

Prevention

What is specific for the case of BDSs is that theusity procedures
of the original owner could be relevant. It is nary likely that

statistical offices will get auditing powers to ¢t this. Owners
whose data is used for the production of figureshwaensitive

publication schedules should be informed of thesegmences for
official statistics of a potential security breaahtheir premises and
asked for formal assurance that adequate securitgegdures are
being employed.

A direct way to prevent a security breach at theneng premises
from having a big impact for the statistical offieto ensure that
multiple sources are used for the same producinsocompromised
source would not be enough to obtain the finalrigIhe advantage
of this approach is that more control is in thedsaof the statistical
office.

A way to prevent security breaches at the statistaffice from

having a negative impact for the original data omiseto look for a
way of working that does not involve the transférdata which is
potentially sensitive from the owner's point ofwi#o the statistical
office in raw form. A possible preventive approashthe use of
aggregated data. It should be kept in mind howévatr some forms

of aggregation, e.g. ones that are designed toeptewndividual
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5.1.5.

members of the population from being identifiablégimh not be
appropriate in this case. One reason for this @athb fact that the
risk to the owner stems from the business valu¢hefdata which
may still be substantial even after anonymisatias lbeen achieved.

Mitigation

In case a breach has occurred for data that isruhdeaesponsibility
of the statistical office, the mitigating measunesuld be the same as
for the case of traditional sources in case no theganpact for the
original owner has occurred.

In case of negative consequences for the origiwvako the statistical
office should review and strengthen its securitpcedures and
clearly communicate and demonstrate its commitrteedd so.

If a breach has occurred at the premises of trggnadi owner then
the statistical office concerned should clearly ommicate the
situation and insist on the improvement of the aveneecurity
procedures. If necessary an alternative provideldcoe sought.

5.2. Data confidentiality breaches

5.2.1

5.2.2.

Description

This is the risk that the confidentiality of one miore individuals
from the statistical population is compromised.sTt&n be due to an
attack on the IT infrastructure, due to pressuremfrother
government agencies or due to inadequate statisticalosure
control measures.

Likelihood

Similarly to the case of the data security breadsk the technical
circumstances of keeping microdata do not changawsth with the
addition of BDSs. However also here there are davea

Microdata from certain data sources can have higimless values so
holding it would increase the likelihood of attacks

Additionally some microdata can be potentially veseful to other
government agencies e.g. law enforcement, taxatiquublic health
related ones. In certain circumstances the commitnie the
principle of statistical confidentiality may comader big pressure.

Regarding statistical disclosure control failuresre is already well
established practice by now. BDS might allow pradgcstatistics
for smaller subpopulations, or provide the abitifyfinking aggregate
data from different BDS, which could increase ftkelihood of risk
occurrence. In addition, new sources however waldjuire new
methodological developments, so the real dangerthet the
disclosure control methodology is not adequatelyatgd.

11



5.2.3.

5.24.

5.2.5.

Overall with reasonable preventive measures thaditikod could be
kept to reasonable levels, but since there are nulffigrent and
diverse factors the appropriate evaluation herense® be that the
likelihood is high (4).

Impact

Potential damage to reputation can be big (5). A whe data
security breach risk a breach at the statistidatetan have negative
consequences for the original owner. Here the impacuch an
event could be potentially even bigger, especiallyder the
assumption that current trends in public opiniomtocwe. The
damage in relations between the data provider aedstatistical
office is also foreseen to be very big.

Prevention

A sure-fire way to prevent such a risk from matesiag is to not
have microdata from BDSs at all (though holdingeotmicrodata
still incurs the corresponding risk albeit withfdifent likelihood and
impact). Going this way would entail, similarlyttee case of the data
security breach risk, the need to devise other w@gxploit the data
for statistical purposes. Also here the differeatune of the sources
would mean that new methodologies would need taldéeeloped
with the competing goals of extracting as much wiseformation as
possible and keeping confidentiality out of danger.

In case microdata is held then IT security and s&ceontrol
arrangements need to be on the required level amiincously
monitored. Special care needs to be taken to ertbatethe new
ways of getting the data are safe. Ironically sactew way could be
the physical transportation of storage devices (gl disks). If this
method is used then the delivery should be phygic@Ecured and
encryption should be used.

Mitigation

The mitigating measures here are in principle @ém®es as the ones
for data security breaches. If the reason for theadh has been
pressure from another government body the oppaytighiould be
taken to strengthen the independence of the oHwehat similar
breaches become harder in the future.

5.3. Data source manipulations

5.3.1L

Description

Data providers from third parties, for example aboetwork data or
voluntarily contributed data bears the risk of lgeinanipulated. This
can be done either by the data provider itselfyothird parties. For
example many spurious social media messages ceulgterated in
order to push a statistical index derived from ¢éhdata in one or
another way in case it is known that the indexaiswdated from such

data.
12



5.3.2

5.3.3.

5.3.4.

5.3.5.

For voluntarily contributed data it can be the cted the volunteers
are representing a specific interest group withexsic agenda.

Likelihood

For data whose manipulation can bring big bendfiéslikelihood is
higher. This can be data on which statistics istémg for e.g. the
stock market are based. In light of the recent LRB@nd Forex
scandals it could be assumed that as long as teatine is there
attempts to manipulate data would be likely.

For statistics based on voluntarily contributedadahe has only to
look at recent PR practices of hiring people whetgmd to have a
certain opinion and are paid to expressed it plyb(e.g. on internet
forums) to conclude that the likelihood is not Sm@\verall a figure

between 3 and 4 seems to be adequate.

Impact

A big problem with manipulations is that they castlfor a long time
without being detected. If a manipulation contind@sa long time

the impact on quality can become large. In additiamage to public
trust in official statistics could also be big esipdly if the role of

statistical offices as providers of quality datas haeen publicly
underlined. On the other hand if a manipulatiodissovered on time
and then publicized this may actually improve pulgerception.
Except in extraordinarily bad cases a maximal imp&¢3) could be
imagined.

Prevention

Performing regular benchmarking exercises withrattBve sources
is one possible preventive approach. These aligenaburces could
be traditional or otherwise. Basing the statisticaocombination of
sources could prevent manipulations from having ignifscant
impact. In cases where provider initiated manipoiet are feared
legal agreements could also be one approach tempréve practice.

Mitigation

In terms of public relation damage the mitigatingasures to be
taken here are not much different from the meastoresntrol any
crisis.

In terms of data quality it would be beneficialpifst data could be
corrected so that even with a big delay a correcies could be
produced. For this purpose regular benchmarkinddcbea helpful.
Note that the purpose of benchmarking in this ceseslightly
different than for the case of prevention. For prdion it is
important to notice and investigate a suspiciossrépancy between
the benchmark data and the BDS quickly. For miigapurposes
old benchmark data is always useful.
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In addition care should be taken not to allow samihanipulations in
the future — in particularly sensitive cases thlisld mean obtaining
potentially redundant data from several providerstdfenchmarking
purposes.

5.4. Adverse Public Perception of big data usage by offial statistics
5.4.1. Description

Media and general public are very sensitive tow#ssises of privacy
and use of personal data from big data sourcegcidly in the
context of secondary use of data by government agertaking
administrative or legal measures towards citizehggatively
perceived usages might be the positioning of speatitoring based
on analysis of navigation data The specific case of TomTom
Netherlands caused a considerable drop in demanddmTom
devices and led to a decision by the company toiceaccess to the
data. In this specific case, the data did refemtiividuals but to
speed levels by road segment.

However, there could be big data sourced applioatithat are
positively conceived by the public. One example ldowe
applications preventing crimes such as burglanethasn big data
methods.

Positive as well as negative public opinions cohfile a strong
impact on using a BDS in the context of producifficial statistics.

The consequence of a negative public perceptiotu dmuthat

» the BDS would no longer be available to statistaffites, either
through decisions of the data provider or goverrirdegisions not
to use the data or

» the use of data would be restricted, possibly préng the
production if certain BOSPs;

5.4.2. Likelihood

Factors that could influence the probability of lswem event or the
impact of it on the production of statistics are

» the sensitivity of data, i.e. how easily persongld¢de identified;

* the amount of information the data reveal on irdimals, e.qg.
increased by linking data from different sources;

» the type of data, e.g. financial transactions aregived as more
sensitive than other data;

1 Seehttp://www.theguardian.com/technology/2011/apr/@8tom-satnav-data-police-speed-traps
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» the type of potential action that could be execuatedhe citizens,
e.g. fining persons for speeding;

* unclear legal environment in which data providerd asers are
operating or when legal conditions conflict withbfia ethical
opinions/standards;

» the degree of dependence on a certain data saurpeoiducing
statistics; during the exploration phase, thisdantight only be of
minor importance. However, it might very heavilypatt the
production of statistics at a later stage and haetore to be
considered at the exploration phase, too. One @nolhight be
that the final extent of data use is not knowrhatlieginning as
data sources might have the potential for servingenthan one
statistical domain.

The assessment of timing of adverse events is oggilple, because
mobilisation of the public is often triggered byhtigizing events

with negative impact on citizens. However, withremsing use of
big data by governments and private businessesspecially with

actively marketing data for other purposes thanotie that triggered
its original collection, it is more likely that sucevents would

happen.

Events that strongly influence the public percaptwe not frequent
but rather occasional (3) to remote (2). With ilasiag use of big
data sources the probability is likely to incredsee,

5.4.3. Impact

The impact of an event depends very much on th®rathat are
discussed above. The impact in general is moresdgean already
established production of statistical data, becdlseactivity might
have to be terminated. Impact also depends on adiiity of
alternative data sources, although it could be hédic perception
does not distinguish between different data souirtesse the event
has materialised. In the current state of big datge, it seems that
these sources cannot replace completely traditidatd sources but
rather supplement existing statistics. This wowddrdase the impact
of events. Therefore the impact of an event is icemed ranging
from 2 (minor) to 3 (major). During the productigmase, impact
could increase to 4 (critical).

5.4.4. Prevention

Preventive measures could be the definition ofcathjuidelines for
big data in official statistics. Ethical guidelinehould be strongly
based on principles like the code of practice fardpean Statistics
or the fundamental principles of official statistic The next

12 http://unstats.un.org/unsd/dnss/gp/fundprincipksa
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5.4.5.

measure would be the definition of a communicastrategy that
would publicize the findings of the ethical guides to the public
and could be used to inform stakeholders on thigathse of BDS
for BOSPs.

A separate risk assessment for specific BDS coalghdrformed to

identify risks and propose preventive or mitigatiactions on the

basis of the ethical principles. A separate riskeasment could also
include stakeholders, such as data protection &gerio ensure

identification of all risks and validity of actions

Mitigation

The communication strategy should also include mressin case of
a growing negative public attitude. The separas @ssessment
should collect positive examples of data usage mme@dsures to
prevent abuse of data, which could both be comnaimit via the

media. In certain cases, actions might be necéssakien at policy

level and the statistical community might not bdeato influence

them effectively.

5.5. Loss of credibility — being no longer observation ased

5.5.1

5.5.2.

5.5.3.

Description

Users of official statistics usually have high ddefice in accuracy
and validity of statistical data. This is basedtom fact that statistical
data production is embedded in a sound and pubbsigilable
methodological framework as well as the documemtatif quality of
a statistical product. In addition, most statidtidata are observation
based, i.e. are derived from surveys or censudeishvestablish an
easily understandable relationship between observand statistical
data. Using BDS which are not collected for themany purpose of
statistics bears the risk that this relationshilp g lost and the users
would lose trust in data from official statistids example related to
the last round (2010) of population census relat¢hé fact that in
some countries, statistical data were derived usngiple sources
and statistical models. In a number of cases statisdata were
contested by stakeholders.

Likelihood

The likelihood of risk incurrence depends on fast@®uch as
complexity of statistical/methodological model, ydébility of
relationship between BSD and BOSP, or consistentii wther
statistical data. Likelihood should be in the ran§& (occasional) to
4 (probable), meaning it would be likely to occewveral times to
frequently.

Impact

The impact of occurrence of the risk would very mwepend on
whether NSOs could successfully prove the accuaacyvalidity of

the statistical data. In case this could not bdexel the impact in
16



5.5.4.

5.5.5.

terms of loss of trust and credibility could aldteat other statistical
domains, i.e. the credibility of not only some stital data but could
put in question the organisation itself. NSOs wodltke a
competitive advantage towards other private orgdiniss active in
this field.

Prevention

Preventive actions would be to develop and pubéisientifically
sound methodology which is recognised by the sieltommunity,
enrich data with metadata on quality, ensure ctersiy of the BOSP
with non BOSP, execute strict quality assurance.

Before engaging into statistical production, BO®BId be published
as experimental and stakeholders could be encaditageontest the
BOSP in order to confirm or enhance the BOSP.

Mitigation

There are two cases to distinguish. In case staistata are
contested but are of high/sufficient quality (cotfaccurate), it
would be sufficient to explain and communicateistatl data to the
public, giving easy to understand examples.

In case data are of insufficient quality or are @yrwrong, it would
be necessary to launch a public analysis of thelymtion process
and the related methodological framework to idgngfrors and
propose and implement corrective measurementshit dase, it
would be much more difficult and would take longiene to regain
public trust. The analysis could as well lead te tbsult that use of
certain BDS would not be reliable enough and shbeldbandoned.

6. RISKS RELATED TO SKILLS

6.1. Lack of availability of experts

6.1.1.

Description

The analysis of the digital trails left by peoplairidg the
performance of their activities requires particudata analysis tools
which are not currently the most common in officsthatistics.
Firstly, the use of indirect evidence about pe@utvities instead of
the direct questioning in surveys requires theaisatistical models
and therefore skills on model based inference aadhme learning.
Secondly, those digital trails consist of data whadten is not in the
usual table format common in survey results, witbws
corresponding to a statistical unit and columns particular
characteristics of those statistical units. Digitalils are also in the
form of text, sound, image and video. The extracta relevant
statistical information from these types of datguiees skills in
natural language processing, audio signal procgsaimd image
processing. Thirdly, these data sources tend twiggomassive
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6.1.2.

datasets which treatment requires a good underiataoél distributed
computing methodologies.

The risk of lack of availability of experts consigif upon receiving
data from one of these new big data sources, #iistgtal office not
having the possibility of processing and analystrgroperly, due to
its staff not having the required skills.

Likelihood

The likelihood of this risk will depend on threecfars: 1) the

particular types of skills required by each typéigf data source and
the probability that the statistical office willnfil the opportunity to
explore such source; 2) The current availabilityref required skills

in the statistical office; and 3) the organisatiocalture of the

statistical office.

Concerning the types of skills which may be reciingé should be
noted that not all sources require all the skilsireerated above.
Some (e.g. Google Trends type of data) do not reqdistributed
computing, as they come already pre-processed tinendata holder,
or signal processing skills, and they would moséyuire skills in
statistical modelling. However, there is a greatiets of big data
sources with most indeed requiring distributed cotimg, signal
processing and machine learning skills. At the séime the proper
exploration of these digital trails will requireetmeed to process
multiple sources. Therefore, there is a high prditgtihat the big
data sources becoming available to the statistiffade will require
those uncommon skills and the likelihood of thskris very high (5).

Concerning the current availability of the requirsHills it will
depend on the particular statistical office. Eveless common than
survey methodology, model based inference is assml un official
statistics in particular domains. So even if it m@guire some
redeployment of human resources, the statistidalesf could find a
solution in-house. As for distributed computingliskibeing mostly
IT related skills, it will depend on how the IT raktructure is
managed in the organisation. Depending on how autsd IT is,
solutions could be found in the context of the exgsarrangements.
However, skills in signal processing and machinarrieg will
normally not exist in most official statistical @és and the
application of those skills cannot be outsourcedihey need to be
applied by statistical domain experts. Thereforemf this point of
view the likelihood of this risk also seems verghi5).

The organisational culture will also have an infloe on the
likelihood of this risk. The existence of staff vithe willingness to
acquire the required skills via self-learning mayovide the

organisation with the ability to respond to theuaiton of a new data
source requiring skills different than usual. Thalt depend on the
organisational culture of the statistical officeymely if it encourages
staff to learn new skills and if it allows the g$tdime for self-

learning.
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6.1.3.

6.1.4.

Therefore, the likelihood of the statistical officet having the
possibility of processing and analysing new datarees, due to lack
of skills of its staff will be between probable (dhd frequent (5)
depending on the self-learning culture of the oiggtion.

Impact

The statistical office not being able to procesd analyse big data
sources due to lack of skills of its staff may hawe possible
negative consequences: 1) the data source wilbao¢xplored, at
least not at its full potential; 2) the source e wrongly used.

Missing the opportunity of exploring fully the potel of a valuable

big data source will have a minor impact (2) is #fert-run, as
statistical offices do have statistical tools tswer to current needs.
However, in the long-term (and maybe even in thdioma-term) the

impact of losing this opportunity will have a cecdil impact (4) as
statistical offices increasingly face the competiti of private

suppliers who do not have the same institutiorafwork which

would allow them to guarantee to society the indeleace of the
statistics produced.

However, to wrongly use the source would have atremely

negative consequence on statistical offices, asialffstatistics rely
heavily on their reputation to perform their missidlevertheless, we
could argue that the most important skill whichmfssing, could
lead to the derivation of wrong results is statatiinference, in
particular model based inference, which is alsocthe which is less
likely to be missing. Therefore the expected impaculd be rather
critical (4) than extreme.

Prevention

There are two ways in which statistical offices gamo-actively
prevent this risk: 1) training; and 2) recruitment.

Statistical offices can provide the required skiis the staff by
identifying in detail the skills needed to use ldgta sources in
statistical production, by making an inventory loé existing skills of
the staff, by identifying learning needs and then groviding a
training courses.

Statistical offices can also recruit new staff witie required skills.
This seems to have serious limitations, as steaistffices will not

be able to recruit a critical mass of staff foritaaion where the use
of big data sources would be widespread in the®ffind new staff
would still need several years to reach the leeexperience of
existing staff. However, at least some of the nwaff secruited in the
framework of the normal renovation of the personneuld be

required to possess big data related skills.
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6.1.5.

Mitigation

Faced with the situation of having new big datarses available
without staff with the required skills, statisticaffices can mitigate
the negative consequences in two ways: 1) sub-actrg; and 2)
cooperation.

Statistical offices can sub-contract the data msiog and analysis of
new big data sources to other organisations whiavige these

types of services. This seems to be a viable soluis a new sector
of enterprises specialised in processing thesestyple data is

emerging. However, this is a solution which itdeds some risks, as
the statistical office would have less control bé tproduction of

possibly sensitive statistical products. It is &ugon which also has
the disadvantage that it does not allow the stéfthe statistical

office to learn and acquire the required skills.

Cooperation with other organisations which havef stéth the
required skills and who would also have an inteireghhe exploration
of the big data source seems to be a more promshgion. This
cooperation could take the form of joint projectishwstaff from the
statistical office and staff from the other orgatisns in equal
footing, sharing their knowledge. This would hatie aidvantage of
not only mitigate the risk of lack of skills, butsa allow the staff of
the statistical office to acquire those skills.

6.2. Loss of experts to other organisations

6.2.1.

6.2.2.

Description

This risk consists of statistical offices losingeith staff to other
organisations after they have acquired big dattedlskills.

Likelihood

The likelihood of this risk will depend on two facs: 1) existing
attractive opportunities in organisations outsiffecial statistics; 2)
working conditions at the statistical offices.

Concerning opportunities in organisations outsiffecial statistics,
the likelihood of this risk seems probable (4). fehis a high demand
for people with big data related skills in the i sector and also in
other public sector organisations. After acquirinig data skills,
official statisticians will have the comparativevadtage of being
experienced statistics practitioners. Besides thecific big data
related skills, other organisations need data #stsrwith also more
traditional skills, such as users’ needs assessamhtdevelopment
of key performance indicators (KPI) which are conmrzetween
official statisticians. Additionally, it is expedike that the staff who
will be more willing to acquire new skills will alsbe the one who
would also be more open to a change in career aadel the
statistical office.
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Concerning the working conditions in the statidtioHices, it will
obviously depend mostly on the particular officewéver, statistical
offices in general still offer attractive profess& possibilities to
people gquantitatively minded. Statistical officefep the largest
range of possible domains to work and the largasety of data to
work with. This would mitigate somehow the likeldobof the risk of
statistical offices loosing their staff to occasib(8).

6.2.3. Impact

The impact of this risk would be the same as fa tisk of not
having staff with the appropriate skills in thesfiplace. Therefore,
the impact would be critical (4) as argued above.

6.2.4. Prevention

The only possibility for statistical offices to pent this risk seems to
be to provide attractive working conditions to th&aff. This is true
in general for its entire staff. However, in thetmalar case of staff
open to learn new skills, namely big data relatkillss working
conditions could be improved by providing learniogportunities
where they could develop their professional intesreStatistical
offices could also pay particular attention to e to innovative
new projects and ideas involving new big data sesieoming from
statisticians working in the several statisticam@dins. Finally, the
prevention of loosing staff to other organisatiamghe sequence of
their big data skills, will depend on a good id&aodtion of the staff
able and willing to work with such data, and on phevision of good
opportunities for their professional development.

6.2.5. Mitigation

The mitigation of this risk would be done as foe tisk of not having
the staff with the appropriate skills: 1) sub-cantng; and 2)
cooperation.

DIsScUSSION

From this first overview, it is obvious that it isipossible to establish a single
likelihood or impact for a given “big data risk”typically, both measures depend
heavily on the Big Data source as well as on thig ‘Bata based official statistics
product” involved.

We therefore conclude that the logical next stethis endeavour is to proceed by
means of example — taking a number of possiblet pitojects (each involving a

combination of one or more BDSs and one or more BBOas the point of

departure, and — for each such pilot — strivingassess likelihood and impact for
each risk.

To this end, we are on the verge of launching ke$talder survey, trying to gauge
the OSC’s assessment of likelihood, impact (andsiptes prevention/mitigation
actions) concerning a number of possible pilotsnd to seek OSC suggestions
concerning risks that we have not included in plaiper.
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