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Abstract The practitioners of tabular data protection methods in national statistical agencies have 
some familiarity with commonly used table structures. However, they require some guidance on how 
to evaluate appropriateness of various sensitive tabular data methods when applied to their own table 
structure. With that in mind, we use a real life “typical” table structure of moderate hierarchical and 
linked complexity and populate it with synthetic micro data to evaluate the relative performance of 
four different tabular data protection methods. The methods selected for the evaluation are: 1) lp-
based classical cell suppression 2) lp-based CTA (Dandekar 2001),  3) network flow-based cell 
suppression as implemented in DiAna, a software product made available to other Federal statistical 
agencies by the US Census Bureau and 4) a micro data level noise addition method documented in a 
US Census Bureau research paper. The outcome from the comparative evaluation is available from  
http://mysite.verizon.net/vze7w8vk/   

 

1 Introduction 
 
To allow comparison of various sensitive tabular data protection methods on a 
consistent basis, the statistical disclosure control/limitation (SDC/SDL) researchers 
have long used public domain artificial (synthetic) data sets available from 
http://webpages.ull.es/users/casc/ website. The format used by these data sets, 
however, fails to convey visualization aspects of inherent complexities associated 
with various structural details typical of public use tables.  The practitioners of 
tabular data protection methods are usually familiar with their own table structures. 
However, they require some assistance to evaluate appropriateness of proposed SDL 
methods when applied to their own table structure. As a first step to get around this 
problem, in this paper we use a real life table structure of moderate hierarchical and 
linked complexity and populate it with artificial (synthetic non-real) data to evaluate 
the relative performance of four different tabular data protection methods. 
 
2 Table Structure 
 
The templates for the hypothetical linked tables containing hierarchical structure 
selected for the comparative evaluation are in the Appendix.  Appendix A shows 
column headings of these tables. The rows of the actual tables show geography in a 
hierarchical structure. However, only US totals are shown in Appendix A. The tables 
appear as two separate three-dimensional tables: Table 1 “Volumes by Grade, Sales 
Type, PAD District, and State” and Table 2 “Volumes by Formulation, Sales Type, 
PAD District, and State”. For analytical purposes, these two tables could be 
considered as two three-dimensional linked portions of a four-dimensional table with 
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missing two-way interactions between grade and   formulation. The tables consist of 
two independent (separable) components, namely, “Sales to End Users” and “Sales 
for Resale”. The later component offers a far greater challenge for the sensitive data 
protection task and therefore is selected for the comparative evaluation. 
 
The four-dimensional table template, without “Sales to End Users” stand alone part 
of the published table, is populated with artificial micro-data to create this example. 
The resulting table contains a total of 1556 non-zero cells. The p percent rule with 
p=10% is used to identify sensitive tabular cells. There are a total of 78 sensitive 
cells requiring protection from statistical disclosure. Appendix C illustrates the size 
relationship of sensitive cells and non-sensitive cells in the table. Appendix B is in 
two parts and contains only a partial listing of Table 1 to illustrate the format used to 
display the outcome from the four different data protection methods. The entire 
populated table structure containing artificial data is available in the public domain to 
SDL researchers from the web site http://mysite.verizon.net/vze7w8vk/ . Part 1 of 
Appendix B, displays the outcome from classical lp-based cell suppression method in 
first four columns. Sensitive cells are identified by a symbol ‘w’. Non sensitive cells 
requiring suppression are identified by a symbol ‘s’. The last four columns of the 
table display the cell value adjustments from the CTA method. In these columns, the 
controlled tabular adjustment values to sensitive cells have been shown by a symbol 
‘w’. Adjustments to non-sensitive values are displayed by using symbol ‘A’.  
Similarly, part 2 of Appendix B displays the outcome from DiAna software (network 
flow model) in the first four columns. Sensitive cells are identified by the symbol ‘p’. 
Suppressed non-sensitive cells are identified by symbol ‘c’. The last four columns of 
the table display the adjustments to cell value from the noise method. 
 
3 Tabular Data Protection Methods 
 
The methods selected for the comparative evaluation are: 1) classical lp-based cell 
suppression 2) lp-based CTA  3) DiAna’s network flow-based cell suppression and 
4) micro data level noise addition method described in a US Census Bureau research 
paper. 
 
The classical lp-based cell suppression method used for the evaluation is similar to 
that used by CONFID at Statistics Canada since the mid-80.  The selection of the 
complementary cell suppression pattern is done by using a cost proportional to the 
table cell value as an objective function. This results in higher preference for smaller 
tabular cells as complementary suppression cells. 
 
The controlled tabular adjustments (CTA) a.k.a. synthetic tabular data method used is 
the one documented in Dandekar (2001) and Dandekar/Cox (2002) .  Large size non-
sensitive table cells are targeted for adjustments by using a cost function which is a 
reciprocal of the table cell value. Such an approach results in relatively small 

http://mysite.verizon.net/vze7w8vk/
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http://www.census.gov/srd/papers/pdf/bte9601.pdf
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percentage changes in the cell values and therefore, reduces the overall degradation 
in the accuracy of the statistical information imbedded in table cell values. 
 
The network flow model in the DiAna software uses a minimal cost flow (mcf) based 
algorithm from the University of Texas to develop a complementary cell suppression 
pattern. The PC version of the software used for this evaluation targets smaller sized 
cells to develop a complementary cell suppression pattern. 
 
The micro data level noise addition method as described in the paper 
http://www.census.gov/srd/papers/pdf/bte9601.pdf  is used for this evaluation. Micro 
data is perturbed by an average of 10% and standard deviation of 0.005 by using a 
normal distribution. 
 
4 Comparative Evaluation – Cell Suppression Methods 

 
Complementary cell suppression methods have been used by statistical agencies for 
many years. Both network flow (DiAna) and classical simplex-based linear 
programming (Statistics Canada) methods have been used to develop cell 
suppression patterns. There are pros and cons associated with both methods.  
Network flow methods are computationally far more efficient than simplex based LP 
methods and therefore are preferred for large tasks. Auditing of a cell suppression 
pattern to identify potential problems arising from either insufficient or lack of 
protection from disclosure is a recommended follow-up procedural step to both cell 
suppression methods.   
 
Our comparative evaluation of the two suppression methods shows that the DiAna’s 
network flow based procedure results in 479 cells (31% of total non-zero cells) being 
suppressed. The classical LP based procedure results in 294 cell (19% of total non-
zero cells) suppressions.  The suppression count includes 78 sensitive cells. A 
relatively large number of cell suppressions associated with the network flow model 
is due to the sequential “one two-dimensional section at a time” procedure used by 
the network flow model. The software also lacks the capability to identify and 
remove un-necessary secondary cell suppressions. The classical LP-based procedure 
in the first pass suppresses 321 cells. The second pass through the procedure, which 
is commonly referred to as a “clean-up” procedure, reduces the suppressions to 294.   
 
5 Comparative Evaluation – Noise vs CTA 

 
The ultimate objective of the noise method and the CTA method is to protect the 
sensitive tabular data by a sufficient distortion of sensitive tabular cell values without 
adversely affecting the overall quality of the published non-sensitive tabular cells. 
The noise method takes an indirect approach in an attempt to achieve that objective 
by a systematic distortion of related micro data records. The CTA method, on the 

http://www.census.gov/srd/papers/pdf/bte9601.pdf
http://www.census.gov/srd/papers/pdf/rr92-02.pdf
http://www.census.gov/srd/papers/pdf/rr92-02.pdf
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other hand, takes a direct approach to achieve that objective by first adjusting the 
values for sensitive tabular cells by a precise amount determined by use of the linear 
cell sensitivity rule. The non-sensitive tabular cells are adjusted “minimally” by 
using some predetermined criteria. For the noise method, there is no known 
systematic procedure to determine a direct one-to-one mathematical/statistical 
relationship between micro data distributional characteristics and the highly 
aggregated multi-variate public use table structure.1 As a result of the “ad hoc” 
nature of the noise method, it does not guarantee enough distortion (therefore, 
protection from statistical disclosure) of sensitive tabular cells. The noise method 
also results in unnecessary changes in values for non-sensitive tabular cells. In 
theory, one advantage of applying methods, like noise addition, directly to micro data 
is that all tables produced from the micro data will be protected. This would preclude 
the need for table specific analysis required of the other methods. However, in 
practice extensive quality control measures are required to ensure adequate 
protection from statistical disclosure of sensitive tabular cells and to avoid excessive 
adjustments to non-sensitive tabular cells.  We have used the histogram of cell count 
by percent change in cell value to evaluate relative performance of the noise and the 
CTA method when applied to two 3-D Linked tables. 
 
 

 
 
 
Based on 1% or less error as good data quality acceptance criteria, the CTA 
procedure provides 1432 (92% of total non-zero cells) good quality cells. The noise 
method, on the other hand, provides 633 (41% of total non-zero cells) good quality 
cells. Based on these statistics, it is clear that the CTA outperforms noise-based cell 
perturbation.  

                                                 
1 Highly disaggregated multi-variate table structure in “limiting case” approaches related micro-data 
and therefore exhibits micro-data characteristics. 
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6 Comparative Evaluation – Cell Suppression vs Perturbation 

 
Ease of implementation issues aside, in general in addition to protecting sensitive 
information, the overall objective for the cell suppression method is to “minimize” 
the information loss.  Cell perturbation methods such as CTA or the noise method, on 
the other hand, are implemented to provide overall high quality information to the 
end users after adequately protecting imbedded sensitive information. Due to such 
inherent differences in the strategy, the cell suppression methodology usually targets 
smaller cells for complementary suppression, while perturbations are “preferred” to 
be targeted on adjusting larger non-sensitive cells. Such a preferential criterion is 
easy to implement in the CTA method by using an appropriate selection of the 
objective function.  The noise method, unfortunately, does not allow for preferential 
treatment of tabular cells.  This is further confirmed by comparing across four 
methods selected for the evaluation. 
 
The network flow method performs better than the noise method (69% published 
cells vs. 41% good quality cells).  The CTA method performs better than the classical 
lp-based cell suppression method (92% good quality cells vs. 81% published cells)   
 
7 Expanding Table Structure to Include Missing Two Way 
Interactions 
 
If for whatever reason, the agency decides to include for publication a missing two-
way interaction between grades and formulation in this example, it would need to 
create and protect four-dimensional table structures. In Appendix D we provide a 
summary performance statistics related to four different tabular data protection 
methods when used on two 3-D linked tables and one 4-D table structure. Based on 
the summary performance statistics, the relative ranking of the four methods selected 
for the evaluation remains the same. The detailed output for the 4-D table is available 
on the website http://mysite.verizon.net/vze7w8vk/.  
 

 
7 Dream or Reality? 
 
In an ideal situation, a cell suppression method of choice should have a 
computational speed which is typical of network flow models and should create a 
cell suppression pattern which is typical of classical lp-based cell suppression 
methods. A preliminary research performed by this author, during a time frame from 
1996 to 1997, shows that lp-based shrinking hypercube method (abstract Dandekar 
2002) has a potential to offer such an alternative.  In the table below we provide a 
comparative evaluation of multiple exploratory runs from the lp-based shrinking 
hypercube method, targeted towards suppressing smaller non-sensitive tabular cells.    

http://mysite.verizon.net/vze7w8vk/
http://mysite.verizon.net/vze7w8vk/shrink.pdf
http://mysite.verizon.net/vze7w8vk/shrink.pdf
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Conclusion 

 
In this paper we have evaluated the outcome from four different tabular data 
protection methods by using a common table structure of moderate hierarchical and 
linked complexity. Our comparative evaluation ranks the CTA highest, followed by 
classical lp-based cell suppression in second place, network flow based method in 
third place and the noise based procedure in last place. 
 
The choice of an “appropriate” tabular data protection method depends on multiple 
factors. Factors, such as available technical skills and resources play a critical role in 
the selection of a method of choice for a statistical agency.  We hope that the 
information presented in this paper will be useful for the statistical agencies in 
deciding on the appropriateness of their selected tabular data protection method. 
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Appendix A—Templates, Column Headings From Two Linked Tables, Used With 
Geography 
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Appendix B 

Part 1 – Complete Table available at: http://mysite.verizon.net/vze7w8vk/tableofcontents.pdf  

 

http://mysite.verizon.net/vze7w8vk/tableofcontents.pdf
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Appendix B 
Part 2- Complete Table available at: http://mysite.verizon.net/vze7w8vk/tableofcontents.pdf  

 

http://mysite.verizon.net/vze7w8vk/tableofcontents.pdf
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Appendix C 
 

Linked Tables 1 and 2 Cell Distribution 
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