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Bayesian Networ ks Representations of Contingency Tablesfor Reducing Disclosure
and Preserving the Accuracy of Sufficient Statistics

Yves Thibaudeau and William E. Winkler
Abstract

The paper explores the use of Bayesan networks to smulate discrete data reported in a
contingency table in amanner that reconstructs the contingency table with reduced risk of
disclosure, relative to the origind table. The object of the investigation is the degree of
integrity of the network in maintaining the accuracy of certain sufficient gatistics through
the smulation process. While with generd log-linear modelsit is often possible to
guarantee aredigtic smulation of the interactions between specific variables, the
parsmony of Bayesian networks implies areduced level of control in reproducing
interactions. We experiment with techniques to construct Bayesian networks and
compute the associated conditiona probabilitiesin order to smulate entire contingency
tables, or sdlected cdlsin thetables. At the same time we measure the level of accuracy
of certain sufficient statistics computed from the modified table, relative to the origina
table. We attempt to ddinegte a Strategy for identifying Bayesian networks for
smulating contingency tables that maintain ardatively good accuracy for certain
aufficient gatigtics, while dso reducing the risk of disclosure inherent to the origind table

1. Introduction

The objective of the paper is to propose an aternative computation method for the
trangtion probabilities of a Bayesan network, asit is defined based on the running
intersection property. The genera context of method is that of current effort to prevent
information disclosure associated with contingency tables while dso maintaining aleve
of information that is calibrated with an engine based on a reduced dimension sufficient
datitic in connection with alog-linear modd.

Our medium to build method that limit disclosure, ether directly or through Bayesan
networks, is the definition of afamily of likelihoods and partid likelihoods, which serves
to represent to the underlying modd at the heart of the engine. The particular
representation of the likelihoods must be such that it alows the identification of reduced
dimenson sufficient Satigtics thet will be preserved through the disclosure limitation
process.

2. Homogeneous Association Models for Bayesian Networ k

Bayesian networks can be represented by acyclic directed graphs flowing trough

“cliques’ of nodes (Lauritzen, Spiegelhater 1988). The “running intersection” property

of atriangulated graph adong with the direction of graph determines the inheritance
process through the nodes. We associate each node in the network with one dimension of
acontingency table. The smplest nonttrivid Stuation isasingle triangle of nodes, each
representing the occurrence or non-occurrence of an event. This node structure can be



represented by a two-by-two- by-two contingency table that we modd with a
homogeneous-association (Schafer 1997) log-linear modd.  In this representation, one
dimension of the three-dimensiona contingency tables represents the child of the two
other nodes, which are then its“ parents’.

To represent the likelihood of the homogeneous associations log-linear model
corresponding to such a contingency table, let { R i K } be the set counts for the cdlls

of the contingency teble. Lety Y 1,5,y 5, 1-y 11 Y127 Y o ®

the margina probakilities corresponding to the two firgt dimensions, and let
91 17 91 2 g2 1 be the conditiond probakilities of the events corresponding to the

third dimengion in the conditiona space generated by the first three cdlls defined by the
firgt two dimensons respectively (the probability conditiona on the fourth cdll is

implicitly defined as afunction of gll : 91 5 ,gz 1 Thejoint likdihood for these

parametersis
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Based on (1) anaurd sufficient Satistic for thejoint parametersis
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Thisdatidic isminima sufficient in the sense that its dimensiondity is equa to the
number of degrees of freedom of the modd (number of free parameters) plus one
additiond dimension to account for the totd (intendity of the process). To define the
trangition probabilities of the Bayesian network, we use the MLEs of the conditiona

probebilities Q) | , 0 , , 0, ;- Because of the reduced dimensionality of T  relative

to that of the table, we are guaranteed some disclosure protection.



3. Usngthe MLE and the Sufficient Statistic to Build Substitute Table

An more traditiond adternative to using the sufficient satistic to congtruct a Bayesian
network, isto useit to congtruct a value-presarving, in terms of the sufficient atistic,
subdtitute table that exhibits different vaues for some cdlls, in particular for sengtive
cdls. Thefirst sep isto enumerate al legitimate vaues of the vector of response

variables R :{ R j k} suchtha T = t, which can be done by solving asystem

of linear equations. Then the second step isto congtruct the following conditiona
probability function:

P(R=r
P(R=r|T=t) = a(P(R):S), t(r)=t ¥
{s|t(s):t}

In (3) the variables are all vectors of the gppropriate dimensions. Then the conditiona
probability digtribution in (3) can be smulated with the parameter va ues replaced by
their MLE and the outcomes that provide minima disclosure are retained. This approach

guarantee afull recovery of the origind vaues of T , and thus of the MLE, from any
subdtitute table produced this way.

4. Other Sufficient Statistics

Sufficient statistics such as that defined in ( 2) can be obtained for three-dimensond
contingency tables of any size. In the context of Bayesian networks one can increase the
number of parentsinvolved in the causdity process. That is, increase the dimensondity
of the underlying contingency table. Thibaudeau (2000) suggests away to construct such
sufficient Satistics for contingency tables of dimension higher than 3.

5. Conclusion

We have explored a method based on parametric gatigtics to identify a sufficient statistic
that summarize the information contained in ahigher dimensond contingency table

given that some log-linear modd underlies the process that produced thetable. The
aufficient statistics is of reduced dimension relative to the degree of freedoms of the table
itsdlf. Such asufficient Satigtic can be used naturdly as a subgtitute for atrangtion
probahility in a Bayesian network to limit the amount of information available through

the trangition, based on the running intersection property. The sufficient satistic can dso
serve as conditiond value in the congtruction of atable that maintains this vaue for the
aufficient satidtic, but has different cell valuesin order to prevent disclosure. Smulation
work, as well asthe exploration of higher-dimensona cases remains to be done.



