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During the last few years, amethod for statistical disclosure limitation of microdata was devel oped and
implemented at the Berlin State Statistical Office. The method is known under the name SAFE (Appd,
G.C. 1994). The projected paper will explain the principles of the method and present some test results.
The primary aim of developing this method was to have atool for disclosure protection of multiple linked
multi-dimensional tables. However, as it works on the microdata level, the method is also suitable for the
protection of microdata.

The paper will contain the following sections:

1

Which problems of the statistical disclosure control should / can be solved by the method?

To ensure disclosure protection, the method creates a safe microdatafile in such away that the

following problems of statistical confidentiality are solved:

- Any tabulations of the safe microdata file must not contain any sensitive cells. cells with less then
3 contributions, or cdlls that would alow for inferential disclosure of individual respondent
contributions because of dominance problems.

- Exact or inferentia disclosure of individua respondent data on basis of differences between cell
values should be impossible (secondary disclosure control).

- Congistency of varying tabulations obtained from the same safefile.

- the information loss should be minimized

What is the main idea of the method and which steps are taken?

The main idea of the method is, to build a microdatafile, which consists of records only where three
ore more records are identical. SAFE reduces the risk that an intruder trying to link records of the
safe file to an externd file is able to obtain matches, because there are at least three identical records
for each combination. In addition to that, records are distorted because the values were constructed
as amean of the original values. Because al tabulations build on the microdatafile, the results are
consistent.

The basic idea (creating groups of identical records) is equal to that of microaggregation. The
difference to microaggregation lies in the principle used for grouping the data. Microaggregation
methods group ‘nearest’ records, according to some measure of distance. SAFE, on the other hand,
constructs groups considering the impact on multidimensiona distributions.

Short description of the method

SAFE consigts of the following steps:

1. create a safe solution for the discrete variables

2. match the original continuos variables to this solution

3. find asolution without predominating units

4. optimise the solution while keeping the confidentiality

5. build groups of three or more records while setting vaues to the mean.
The paper will explain these steps in detail.

Tests

Recently, we have tested the method using data of the "monthly statistic of manufacturing and
mining” ("Monatsbericht im Bergbau und Verarbeitenden Gewerbe"). The paper will give an
overview of the results.



5. Outlook

The SAFE method is one of the methods considered in the German national research project
"Factual Anonymisation of Business Microdata’. Within this project, we compare the SAFE method
to common aternative methods for statistical disclosure limitation of microdata. Some results of this
study will be presented.
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