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Abstract 

 
Recently, we have developed several new techniques for perturbing numerical confidential data.  
These techniques include: 
 
(1)  General Additive Data Perturbation - A procedure that is capable of generating perturbed 
values such that all linear relationships between variables (both confidential and non-
confidential) are maintained to be the same before and after perturbation.  For variables that can 
be described by a multivariate normal distribution, this method provides very high data utility 
and very low disclosure risk.  All previous methods of additive noise perturbation can be shown 
to be special cases of this method.   
 
(2) Copula Based General Additive Data Perturbation - A procedure that is capable of generating 
perturbed values such that the marginal distribution and (linear and monotonic non- linear) 
relationships between variables is maintained to be the same before and after perturbation.  This 
procedure also assures that the risk of disclosure is low.   
 
(3)  Data Shuffling – A procedure that combines the advantages of both perturbation and 
swapping in that it provides the same benefits of perturbation methods, but instead of modifying 
the values (like perturbation), it uses the original data (like swapping).  However, unlike 
swapping, there is no direct exchange of values between records.  The values are assigned 
between records so that the shuffled data preserves linear and monotonic non- linear relationships 
between variables and also provide protection against risk of disclosure.   This approach also 
provides the missing theoretical link between perturbation and swapping.   
 
In all of the above cases, it can be shown that the implementation of these techniques is straight-
forward.  Empirical evaluation indicates that these techniques fulfill their theoretical promise of 
high data utility and low disclosure risk.   
 

 


