SURVEY ON  SINGLE WINDOW EXPERIENCES RELATING TO ACCEPTING DOCUMENTS IN PAPER AND E-FORMAT  (organized by UNECE in 2010) 

Malaysia   

Questions and received answers

Equivalence of e-documents and paper documents

1. Do you accept both paper and e-documents at your SW? What is approximately the share of e-documents in the whole volume of received/processed documents at your SW?

The Malaysian Government visualised the National Single Window (NSW) as an electronic approach to facilitate trade and increase efficiency of the Government delivery system. Currently, the 5 core services under the NSW are:

	Ref
	Services
	Sender
	Recipient

	1
	Electronic Customs Declarations
	· Importers/Exporters

· Forwarding Agents
	· Customs

	2
	Electronic Duty Payment
	· Importers/Exporters

· Forwarding Agents
	· Customs

· Banks

	3
	Electronic Manifests
	· Freight Forwarders

· Shipping Agents
	· Customs

· Free Zone Authority (FZA)

· Port Operator

	4
	Electronic Permits
	· Importers/Exporters

· Forwarding Agents
	· Permit Issuing Agencies (PIAs)

· Customs

	5.
	Electronic Preferential Certificates of Origin
	· Importers/Exporters

· Forwarding Agents
	· Ministry of International Trade & Industry (MITI)


With that vision, the Malaysian Government endeavours to implement a fully electronic trading environment.
	Ref
	Services
	Status
	Remark

	1
	Electronic Customs Declarations
	· 99% electronic usage nationwide
	· Customs working towards paperless implementation nationwide by 2010

	2
	Electronic Duty Payment
	· 5% electronic usage nationwide
	· Fully paperless in Customs stations that adopted full electronic usage
· Customs working towards full electronic implementation nationwide  by 2011

	3
	Electronic Manifests
	· 100% electronic usage in Port Klang & Kuantan Port

· PILOT – Penang Port
	· Fully paperless in Customs stations that adopted full electronic usage
· Customs working towards full electronic implementation nationwide  by 2011

	4
	Electronic Permits
	· 19 PIAs on electronic environment (out of 22 PIAs)
	· Fully paperless for those PIAs in that adopted full electronic usage

	5.
	Electronic Preferential Certificates of Origin
	· PILOT
	· MITI is working towards full electronic implementation nationwide by 2011


2. Do you accept documents if they are submitted only in e-form? Or do you require afterwards a submission of paper documents as well? It is required, can you elaborate please on specific requirements to this end.

Certain Custom declaration types (examples: with exemptions and bank guarantees) still required to be submitted in paper documents after the electronic submission.

3. If you accept documents only in e-form, do you require business operators to have also documents in paper form for their files (in case a justification be required)? If it is required, can you elaborate please on specific requirements to this end (if it is a general requirements or it concerns only special documents, etc)

There is a seven years statutory requirement to keep the documents, either in paper or in e-form. However, if in e-form, it is the responsibility of the business operators to convert it to paper document when need arise within the statutory period.

4. Do you have in a national law a provision on the equivalence of paper and electronic documents? If yes, please describe the provision.

The Evidence Act was amended in 1994, in conjunction with the Penal Code, Banker’s Evidence Act and Company Act, to allow computer generated documents to be admissible in the court of law. This implied that no signature is required.

5. Do you accept foreign e-documents?

At this moment, under the ASEAN Single Window (ASW) we are already exchanging electronic Preferential Certificates of Origin (CEPT Form D) between Malaysia, Indonesia and The Philippines.

We are ready to talk to any countries to exchange e-documents.

Electronic and Digital Signature
1. Do you have specific requirements regarding validation or signature of e-documents?
Trading partners ID specified within each traded document are validated against a customer profile of registered customers for each of the services subscribed. As for duty payment related transactions, digital signature is required for authentication.  
2. Do you specify how signature shall be assured (specific technologies, etc)

Beside digital signature, hashing algorithm is required for transactions through internet banking and sensitive data is encrypted.

3. What other means of validation of e-documents are you using/accepting?

Besides the trading partners ID, documents transacted are also validated for communication protocol agreed between the trading partners to send and receive and message format which are specified and orchestrated within the integration flows. Besides these validations, message syntax checks are carried out at our gateway before forwarding it to the authorities. 
4. What means are you using to ensure the security of e-communication with your clients (codes, special computer lines, etc)

Internet mode of communications channels between trading partners are encrypted using SSL certificates with 128 bit encryption. And as mentioned in item 1, digital signatures are also implemented for payment related transactions. The data centers hosting the servers are equipped with intrusion detection systems, intrusion protection systems, firewalls with specific rules and policies, CCTV, operators monitoring the systems 24x7x365 and system monitoring tools for pro-active actions in case of intrusions, spams and/or disaster with detailed logs.
5. If you accept foreign e-documents, how do you solve a problem of signatures (validation of) on foreign e-documents?

There is a need for all parties involved to ascertain and agree in 2 main areas to enable cross border signed document exchange. The 2 areas are conformity and compliance to:

1) Legislation harmonization 
2) Technical interoperability of the digital signatures

To aid this, involvement of the certificate authorities and legislative bodies of the countries involved is required to agree and adopt 
