SURVEY ON  SINGLE WINDOW EXPERIENCES RELATING TO ACCEPTING DOCUMENTS IN PAPER AND E-FORMAT  (organized by UNECE in 2010) 
FYR of MACEDONIA  

Questions and received answers
Equivalence of e-documents and paper documents

1) do you accept both paper and e-documents at your SW? What is approximately the share of e-documents in the whole volume of received/ processed documents at your SW?    
Our regulation stipulates that the EXIM software is optional for the business operators, but mandatory for the government institutions, which means that the users from the business community may submit paper documents, but the operator from the institution is obligated to enter them and process them through the software system – that is the only legal and possible way to process documents. In 2009 there were around 39 000 application for issuance of  different kind of Licenses. Around 70% were submitted electronically by the traders, while 30 % were processed by the institutions upon a receipt of a paper request.     

2) Do you accept documents if they are submitted only in e-form? Or do you require afterwards a submission of paper documents as well?   
Yes, we accept only e-documents, that is data filled-in the e-form and we do not require submission of paper documents at all.
If it is required, can you elaborate please on specific requirements to this end. 

3) if you accept documents only  in e-form, do you require business operators to have also documents in paper form for their files (in case a justification be required)? If it is required, can you   elaborate please on specific requirements to this end (if its a general requirement or it concerns only special documents, etc.)   
We do not require any additional paper copies because we have all the documents in electronic version in the system so anyone who needs them, can access and see them. But if for any reason the business community or certain institution needs to have paper copy (for archiving, justification etc) they can print a paper copy from the system and verify it adequately. 
4) do you have in a national law a provision on the equivalence of paper and electronic documents? If yes, please describe this provision.   
Yes. There are couple of provisions stipulated in the Law on Data in Electronic Form and Electronic Signature and it reads: “Data in electronic form cannot be rejected or not accepted as evidence solely because it is in electronic form”, “If a Law or legal provision require for the data to be in a written form, this condition is met when data in electronic document or record is available or on disposal for later usage”…
If not, do you have any equivalency problems and how this problem is solved? 
through a decision of a relevant ministry? 

5) do you accept foreign e-documents? 
Based on the provision from the Data in Electronic Form and Electronic Signature stated above, the document in electronic form regardless of the origin of its creator or sender could be accepted if certain conditions are met. It is to be decided on case by case basis.
Electronic and digital signatures 

1) do you have specific requirements regarding validation or signature of e-documents?   
All submitted documents and every change of status in the processing of the e-documents in EXIM system has to be verified and digitally signed with a valid digital certificate issued by one of the CAs authorized in Republic of Macedonia, KIBS or MakTel.
2) do you specify how signature shall be assured (specific technologies , etc)       
Verification, that is, assurance of the digital certificates goes automatically through the system. EXIM connects through certain channels with the LDAP server or Certificate Revocation List of the CA and checks and verifies the validity of the digital certificate used. EXIM accepts digital certificate on PKCS 11 and PKCS 12 technology, which means that accepts both soft certificates and certificates issued on token or smartcard.
3) what other means of validation of e-documents are you using /accepting ? 
Registration of all users is mandatory and authentication via username and password. Every e-document submitted and processed through the system must be related to a registered and valid user and digitally signed with the users authenticated and verified digital certificate. 
4) what means are you using to ensure the security of e-communications with your clients (codes, special computer lines, etc) 
SSL communication channel is used for communicating with the users from the business operators that access the system through Internet, while users from the institution access the system via Intranet, secure network.
5) if you accept foreign e-documents, how do you solve a problem of signatures (validation of) on foreign e-documents? 
As stated above, certain conditions should be met to accept the document signed with a certificate issued by CA registered outside Macedonia. The recipient will not automatically accept or reject that document, but it will decide once it checks and verifies the existence of the CA (list of trusted CAs or otherwise).
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