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IIpexuciaoBue

PexoMeHalys B OTHOIICHUH (DYHKIIMOHAILHONH COBMECTUMOCTH MOJIUCAHHBIX [U(D-
POBBIX JOKYMEHTOB HarpaBlieHa Ha oOecrieueHue Ooubliedl (yHKIHOHAJIBHOM CO-
BMECTUMOCTH IU(POBBIX JTOKYMEHTOB, 3aBEPEHHBIX AJIEKTPOHHOW MOJIHUCHIO, B Iie-
JAX COACHCTBUA Pa3BUTHIO Oe30yMaXHOH MEXIYHApOIHON TOPTOBIIH.

B Pexomennauuu chopmynupoBaH psifi (QpyHKIIMOHAIBHBIX TPeOOBAHUU, KOTOPBIM
JIOJDKHBI COOTBETCTBOBATh MOMANHUCAHHBIE IU(GPOBBIE JOKYMEHTBI B 4YacTH HMX IO-
CTPOCHHS, a TAaK)Ke B YACTH B3aMMOCBSI3M MEXIY IMOANHUCAHHBIM KOHTEHTOM, CEpTH-
(hukaramMu NOJIMKUCAHTOB M MOIIUCIMH.

PexoMeHnanus He 3aTparuBaeT MPaBOBBIX ACHMEKTOB JJEKTPOHHBIX MOIMUCEH, KOTO-
pble paccMaTpUBAIOTCA Ha MEXIyHAapOJHOM YPOBHE B APYTHMX TOKYMEHTax, B TOM
YpcIe B JOKyMeHTax, omyonmkoBanabix JOHCUTPAJI" » °. Ona taxxe He 3arparn-
BaeT BOIIPOCOB, KACAIOIMMXCS CEMAaHTHUKH, YIOOCTBa IMONB30BAHUSA WM TOJKOBAHUSA
nojanuMcaHHoro koHteHTa. Hacrtosimas Pekomenpanust He mpoTtuBopeuut Pexomenpna-
mnu 14 EDK OOH "VmoctoBepeHne NMOMIMHHOCTA BHENTHETOPTOBBIX JOKYMEHTOB
cpelncTBaMU TOMHUMO TTOIMHCH".

B mensix coneiicTBHUS MPUMEHEHHUIO YKa3aHHBIX TPeOOBaHUU B MPIIIOKEHUH B mpuBo-
JIATCS MPUMEPhl TEXHUYECKUX PEIICHUH C UCIOIB30BaHUEM HEKOTOPBIX M3 HOBEHITHUX
CTaHJIapTOB, KacCamoIIMXCs HUPPOBBIX AOKYMEHTOB. B OymyliemM 3TO NpuIOKeHHE
MOXXET OOHOBISATHCS C YIETOM APYTUX BO3MOKHBIX TEXHHYECKUX PEIICHUM.

BBuay HacTosiTenbHOM HEOOXOJUMOCTH MOBBILICHUS (DYHKIIMOHAIBHONW COBMECTUMO-
CTH B 00JacTH MPOBEPKH MU(DPOBBIX TOKYMEHTOB HAcToOsAmass PekoMeHmamus u npu-
JIOXKEHUS K HEeH MPEeNCTaBIAIOTCS OJHOBPEMEHHO, YTO JOJDKHO CIOCOOCTBOBATH CKO-
peilneMy nNpakTH4eCKOMY IPUMEHEHNI0 PekoMennanuu.

GE.10-25028 3
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Pe3iome

HudpoBoii 1OKyMeHT (B OTIMYME OT OyMa)KHOTO) HE MMEET N0Ka3aTeIbHOW IEHHO-
CTH, €CIIM He MOJKPEeIUISeTCS] KAKUM-THO0 MEXaHU3MOM, TaKUM, HAllpUMEp, KaK dJIeK-
TPOHHAs MOANKCH, TO3BOJISIIOLIUM FrapaHTUPOBAThH €r0 LEIOCTHOCTh U MOJIMHHOCTb.

OaHako MHOrooOpas3ue CTaHIapTOB JJIEKTPOHHOH MOJIUCH MOXET CBECTH Ha HET
BO3MOXHOCTbh HPOBEPKH MOJMUCAHHBIX HHUPPOBBIX TOKYMEHTOB. DTO CaMbIM HEIO-
CpEICTBEHHBIM 00pa30M BIIMSIET Ha CIIOCOOHOCTH MPEANPHUITHI U aIMUHUCTPATHBHO-
yIpaBieH4YeCKHX OpraHoB 0e3 pucka st ce0si 0OMeHUBaThCsI HUPPOBBIMU JOKYMEH-
TaMH Kak MeXJy co0oii, Tak U C aJIMUHHCTPATUBHBIMH U (DMHAHCOBBIMH CTPYKTYypa-
MU, BBICTYTIAIOLUIUMHU UX APTHEPaAMH.

B aT10#i cBA3M B OCHOBY HacTosAme Pexomengannm moinoxkeH GyHKIIMOHAJIBHBINA, a HE
TEeXHHYECKUH MOAXOM K CO3IaHHUIO W IMPOBEpPKE MOANUCAHHBIX HU(GPOBBIX TOKYMEH-
TOB, MO3BOJISIIONINNA aKIEHTUPOBaTh BHUMAaHWE MPEXKIE BCETO HA MpeaMeTe, a He Ha
METOJIE.

B pesynprare mpoBepKH MOANUCAHHOTO HHU(PPOBOTO AOKYMEHTa MHPOBEPSIOIMIAs CTO-
pOHa IODKHA, KAK MUHUMYM, TIOJIYYUTh 9€TKOE MPEICTABICHUE O:

* MmapaMeTpax MoJamuceit (mare, Mecte, BUAE 00s3aTeIbCTBA);

* IEJIOCTHOCTH MOJIMUCAHHOTO KOHTEHTA;

* IEJIOCTHOCTH U JICHCTBUTEIBHOCTH CEPTUDUKATOB MOAMHCAHTOB;
* HaJEXKHOCTH IPOBAIEPOB CepTUDUKAUOHHBIX YCIYT.

Takum oOpa3om, B HacTosmeld PekomeHmanuu cGopMyaupoBaHbl MPOCThbIe 0OIIHE
TpeOOBaHUSA B OTHONICHHH CO3IAHWUS W IPOBEPKH IMOAIMHUCAHHBIX HHU(PPOBBIX ITOKY-
MEHTOB, IIPU3BaHHbBIE CIIOCOOCTBOBATH MOBBIIMICHUIO UX (DYHKIIMOHAJIBHONH COBMECTHU-
MOCTH C Y4E€TOM TOTO, YTO B CiIydae NMPUHATHS PexomeHmanwmu 3TH TpebOBaHUS MO-
TyT CO BpeMeHEeM NoTpebOoBaTh KOPPEKTHPOBKH.
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1. Pexomenmanusi Ne 37: PexkoMmeHaanusi B OTHOIIEHUH
(GpYHKIHOHAJIbHO COBMECTUMOCTH MOANMMCAHHBIX HU(PPOBBIX
JOKYMEHTOB

Hacrosiass Pekomenaaiust mpu3BaHa CTUMYJIHUPOBATh CTPYKTYPHI, JKelaroume oome-
HUBATHCS MOAMUCAHHBIMU IHUGPOBBIMH JOKYMEHTAMU C JAPYTMMH CTPYKTypamH, K
o0ecrieueHHI0 MaKCUMAaNIbHON (DyHKIIMOHAIBHONH COBMECTHUMOCTH TaKHUX JOKYMEHTOB
3a CYEeT COONIOACHUS CIEAYIONIero Habopa MPUHIUIIOB!

IMonnucanHbIil THPPOBOH TOKYMEHT:

* NOJDKEH conepxaTh OAMH €AWHCTBEHHBIA IMOAMAIOIIAACS UIACHTH(UKAIIAN
KOHTEHT;

* NOJIDKEH O®ITH 3aBepeH OJHOU HIIH HECKOJIBKUMH TOIITHCSIMH;

* NOJDKEH comep>kaTh BCE€ COOTBETCTBYIOIIHE YETKO ONpPEACICHHBIE PEKBHU3H-
THI.

Kaxxnast mognuce, conepxamasicsi B TaKOM JOKyMEHTE:!
* MOXET conepxaTth nHGOPMALIHIO O AaTe MOANUCH U APYTHE PEKBU3UTHI,
* NOJIDKHA oTHOCHTBCSA KO BCEMY KOHTEHTY;

* MOXET ObITh 3aBU3UPOBAaHA OTHOHN MM HECKOIBKUMHU KOHTPIOIIIHCSIMH.

1.1 TIIpeumymecTBa

Hacrosimas PexoMermanust cogepKuUT psii MPOCTHIX CTAHAAPTHBIX TPeOOBaHUH, KO-
TOpPBIE JOJDKHBI COONIONATHCS KOMMEPUYECKMMHU, aAMUHUCTPATUBHBIMH M (puHAHCO-
BBIMH CTPYKTypamMH INpH OOMEHE 3allWIICHHBIMH JOKyMEHTaMH M KOTOPBIE MOTYT
MOJIKPEIUIATHCS PA3IUIHBIMA CTAaHAAPTHBIMH TEXHOJOTHSIMH M TPOAYKTaMH, BKIIIO-
Yas MPOTPAMMBI C OTKPBITHIM KOJIOM.

Ee nenamu sBisgrorcs:

* noBbIeHNE 3(PPEKTUBHOCTH M HANEKHOCTH MPOLEIYyPHl NMPOBEPKH ITOAIIH-
CaHHBIX MU(POBBIX JOKyMEHTOB, IIOJYYEHHBIX OT IPYTHUX CTOPOH;

* MOBBINICHHE (PYHKIIMOHAIBHON COBMECTHMOCTH MOIIMMCAHHBIX HH(PPOBEIX H0-
KYMEHTOB, YTO B CBOIO OYE€peAb MOJDKHO CIOCOOCTBOBATH YKPEIUICHHIO JOBE-
pust;

* CKOOPAMHHPOBAHHOE PACIIMPEHHE BO3MOXKHOCTEH ISl YCKOPEHUS TEMIIOB Iie-
pexona Ha 6e30yMakHbIE TEXHOJIOTHH.

2. KoHTekceT

2.1 Cdepa oxBara

1. C nauvana 90-x Toa0B MPOUIJIOTO BCKa OBLIO pa3pa60TaH0 " IMPUHSATO 0oJIBIIOE
YHUCJIO0 TEXHUYCCKUX CTAHAAPTOB, KaCAalOMUXCA MOANHNCAHHBIX HI/I(i)pOBI)IX JAOKYMCH-
TOB. HpHMepLI TaKuX CTAHAAPTOB HNPUBOASATCA B KOHLC JOKYMCHTA B NpUMCEYAHHU-
X 4_124, 5,6, 7,8, 9,10, 11, 12

2. O,I[HaKO Hn3-3a MHOFOO6pa3I/IH CTAaHAAPTOB, AOIYCKAIOMIUX IMOJUBAPUAHTHOCTD
U HE COACPpIKAIIUX yKa3aHPII71 B OTHOIICHHWHU TOI'O, KaK CTaBHUTb HI/I(prBI)Ie IIOAIIMCH
nmoa AOKYMCEHTaMH, BO3HHKJIA np06neMa (byHKL[PIOHaJ'ILHOfI HCCOBMCCTUMOCTH IIOI-
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INHMCaHHBIX III/I(i)pOBI)IX JOKYMCHTOB C CHHTAKCHYECKOM M CEeMaHTHYSCKOU TOYEeK 3pe-
HHs, a TAKKE C TOYKHU 3pCHUA METOAOB UX 06pa60TKI/I.

3. B HacTosAEM JOKYMCHTC IMpeAjaracTtcs HOBBIN nmoaxoa K CO3JaHUuKO U IIpo-
BCEPKE MOANMMUCAaHHBIX L[I/I(l)I)OBI)IX JOKYMCHTOB, ,HeJ'IaIOHII/Iﬁ aKIICHT Ha (byHKIII/IOHaJ'H)—
HBIX, @ HC Ha TCXHUYCCKHUX aCIICKTax.

4. AKIEHT Ha QYHKIIMOHAIBHBIX acCHEKTaxX MO3BOJISIET ONMPEACIIUTh 00N QyHK-
HUOHAJIBHBIM NPOQWIb MOANUCAHHBIX LHU(PPOBBIX JOKYMEHTOB, YTO JOJDKHO YIPO-
CTUTBH M 00JIErYUTh OOMEH IEKTPOHHBIMU JIOKYMEHTAMH, UMEIOIIUMH JOKa3aTeIbCT-
BEHHYIO LIECHHOCTb, U UX MIPOBEPKY.

5. Hacrosimass Pexomennanust conepxutr HaOoOp (yHKIMOHAIBHBIX TpeOOBaHUIA,
MPU3BaHHBIX OOJErYNTh Pa3pabOTKy NMPUKIAAHBIX MPOTPaMM JUIsl CO3AaHUsl U IIPO-
BEepKH (PyHKIIMOHAJIBHO COBMECTUMBIX MOANMCAHHBIX U(POBBIX JOKYMEHTOB. B Hel
TaKXe MPUBOASITCS IPUMEPHI IPUMEHEHHS TAKUX TPEOOBAaHUH B OTHOIIEHHH HEKOTO-
PBIX M3 MOCIEIHMX TEXHHMYECKHX CTaHJapTOB, KACAIOIIMXCS MOMIHUCAHHBIX HUdpo-
BBIX JJOKYMEHTOB.

6. 151 obnerdyenus cchUloK Ha PekoMeHaaIuio B HACTOSIIIEM JJOKYMEHTE HCIIOJIb-
3yercs ee cokpamenue — SDEIR ("Signed Digital Evidence Interoperability Recom-
mendation").

2.2  Iean

7. Ilenp HacTOAIIETO NTOKYMEHTAa COCTOUT B YCKOPEHHUU IIpolecca "aeMarepuanu-
3anuu" JOKyMEHTOO0OpOTa IyTeM COACHCTBHSI CO3JJaHUIO, IPOBEPKE U 00ECIIEUEHUIO
(hyHKIMOHAIBHOH COBMECTHMOCTH 3JIEKTPOHHBIX JOKYMEHTOB, MMEIOIIUX JOKa3a-
TEJIbCTBEHHYIO LIEHHOCTh, U UX MHTErpally B MPUKIIAJAHBIE IPOTPAMMBI IJIs BEACHUS
JIEJIOBBIX ONEpaLnii.

8. I[J'If[ KOHCYHOI'O IIOJb30BaTCJIA HCIIOJIBb30BaHUC III/I(i)pOBI)IX HOHHHCCﬁ mnpeamno-
Jlarac€T BBIMMOJIHEHHE JIBYX OCHOBHBIX MPOLCAYP:

¢ Opoueaypbl moANnruCaHusa 1OKyMEHTaA,; U
¢ Opoueaypbl MPOBEPKU NOAINNUCH ITOA JOKYMCHTOM.

9. PeanpHast npakTHka IpOBENEHUs JIEKTPOHHBIX TOPIOB M BBICTABICHUS JJIEK-
TPOHHBIX CUETOB CBUIETEIBCTBYET O TOM, UTO, KOTNa Ta UM MHAsg CTOPOHA CTaBUT
CBOIO JJIEKTPOHHYIO HOJIIHUCH MO KaKMM-JINOO JTOKYMEHTOM, MCIOJB3YS ISl 3TOrO
COOTBETCTBYIOIIEE ITPOTpaMMHOE o0ecrieyeHrne, BOZHUKAET psiJ MpooOieM, CBI3aHHBIX
¢ obecrnieueHneM ero (yHKIHOHAIBLHONH COBMECTUMOCTH:

* mpolOiieMa COBMECTHUMOCTH (hopMara IMOAINCH: IPOTPAMMBI, ITpeAHa3HAYCHHBIE
JUISl TIPOBEPKH TOATMCEH, 3a4acTyl0 HE BOCHPHHUMAIOT ()OpMAT HOJYyHYEHHOU
undpoBoOi MOANKCH, UM HE MOTYT COOTHECTH TaKylO IOJIHUCH C COOTBETCT-
ByIOLIUM (haifyiom, WIIM BOOOIIIE HE MOTYT €€ HalTH;

* npobiieMa OompeneaeH!s] CEMAHTHUECKOT0 3HAYSHUS TOJIUCH: Tporpamma, uc-
moJib3yemast JUisi MPOBEPKH MOMANMUCH, Wik (OpPMAT MOJIMUCH YaCTO HE MO3BO-
JISIOT OMPENEIUTh Ha3HAYCHHE MOANUCH (HAMpUMEp, XOTeNd JIM MOJIUCAHT
YIOCTOBEPUTH MOJIMHHOCTh JOKYMEHTA HJIM )K€ OH XOTeJ TOJIbKO IMOATBEp-
JIUTh CBOE COTJIACHE C €r0 COJECPKAHUEM H T.1.);

* npoOyieMa IPOBEPKHU JIEUCTBUTEIHHOCTH cepTU(dHKaTa: mporpaMma, MCIOJIb-
3yeMasi il NPOBEPKU MOAIMUCH, MOXKET OKa3aTbCsl HE B COCTOSHHMM OIpene-
JIUTh, SIBIIETCS I CepTU(UKAT AEHCTBUTEIBLHBIM M HE OBUI JIN OH aHHYJIHPO-
BaH Ha J1aTy IOJIHUCH.

6 GE.10-25028
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10. Bo3moxHOCTB OpOBEPUTH MOANUCH UMECT UCKIIOUYUTCIBHO BAXXHOC 3HAYCHHC,
HanpuMep Ha 3Tarc MoABCACHHS HUTOTOB WHIIA 00BSIBIICHUS HO6€,HI/IT€H$I TOPTOB IIpHU
OCYHIECTBJICHUU TOCYAAPCTBCHHLIX 3aKYIIOK, IMOCKOJIBKY HECITIOCOOHOCTH YAOCTOBE-
PUTHCA B MOAJIUMHHOCTHU IMOANIMUCU MOXKET MPUBCCTU K TOMY, YTO KOHKYPCHBIC ITPCAJI0-
JKCHUA IIOCTAaBIIHUKOB 6yﬂyT 10 OIIHOKE MpU3HAHBI HeﬂeﬁCTBHTGHLHBIMH U OTKJIOHC-
HBbI.

11.  [ns pemieHust NepBBIX ABYX IpoOJieM HEOOXOAMMO, YTOOBI BCE IOAIIMCH IeHe-
pupoBaiuch B opMmare, 00eCIeunBaroleM BO3MOXXHOCTh UX IPOBEPKH C MOMOIIBIO
COOTBETCTBYIONIMX ITAKETOB IIPOrPAMMHOTO O0ecIeyeHusI.

12. Takum oOpasom, mpejuaraeMasi KOHGUTYpanus NOANUCAHHBIX HU(PPOBBIX J0-
KyMEHTOB IpHU3BaHA!

* CII0cOOCTBOBATH TOBBIMICHHUIO AOBEPHUS IMOCPEICTBOM OOCCICUYCHUS BO3MOXK-
HOCTEH I CO3aHUSI W MPOBEPKU MONIMHUCAHHBIX HH(PPOBBIX JOKYMEHTOB H
paboThI ¢ HUMU;

* 00ecneunTh (byHKIII/IOHaJ'ILHyIO COBMCCTHUMOCTH IIOAIIHCAaHHBIX III/I(I)pOBI)IX a0-
KYMEHTOB HC3aBUCHUMO OT UX TEXHUYCCKOTO (I)opMaTa noCpeaACTBOM HCIIOJIB30-
BaHUs 06III€1"O (byHKL[I/IOHaJ'H)HOFO 3HAMCHATCJIA,

* YIPOCTUTH MHTErPAlMIO HU(PPOBBIX MOANHCEH B OM3HEC-NPUIIOKEHUS U IIPO-
IrpaMMBbl apXWBHPOBAHHUS, C TeM YTOOBbI 00jeruynTh 3aMeHy (yHkuuu "print”
("meuats") pynkuueit "sign" ("moxnucars") nmm "certify" ("ymocroBeputs").

2.3 IeaeBas ayiuTopus

13.  Hacrosmuii TOKyMEeHT NpeaHa3HayeH IVIaBHBIM 00pa3oM ISl OpraHu3anui u
YACTHBIX JIML, KOTOPBIM MPUXOAUTCS pelIaTh MPOOJIEMbl, CBSI3aHHBIE C:

* 0OMeHOM noanucCaHHbIMU IIPI(l)pOBLIMI/I JAOKYMCHTAMH B OTKPBITOM PCIKHUME,

* BIOOpOM (popmara MOANKMCAHHOTO LU(PPOBOrO JOKYMEHTA, KOTOPHIH OBLT OBI
IIPUEMJIEMBIM B KOHTEKCTE COOTBETCTBYIOLIErO IMPOEKTa MO JeMaTepHalin3a-
¥ TOKYMEHTO00O0pOTa;

* MOHHUTOPHUHI'OM I/IH(l)OpMaIII/IOHHLIX TEXHOJIOTHH Ha OpeaMeT X BO3MOIKHOTO
HUCIIOJIb30BaHUA I Heﬂeﬁ HPI(l)pOBI)IX HOHHHCCﬁ U apXUBUPOBAHUA JOKYMCH-
TOB, UMCIOIINX A0KA3aTCJIbHYIO HECHHOCTD,

* obecrieueHHEM (byHKL[PIOHaJ'ILHOfI COBMCCTHUMOCTH, 06paTI/IMOCTI/I u HeﬁCTBH-
TCJIBbHOCTH IIOAIIMCaHHBIX L[PI(l)pOBLIX JAOKYMCHTOB.

3. Onpenenenus
B nmanHOM pasjelnie naetcs Kparkoe onpeieieHUe TEPMUHOB M COKPAIEHUH, UCTIOb-
3YC€MbBIX B HACTOAIEM JOKYMCHTC.
AdES: ycoBepilieHCTBOBaHHAs 3JICKTPOHHAsI TTOIMKCH
BES: 6a30Bast 2ieKTpOHHAS MOAIUCH
CAdES: ycoBepiiieHCTBOBaHHAs 3JIEKTPOHHAS MOIKCH C UCmoib3oBanueM CMS
EKC: EBporneiickuii KOMUTET MO CTaHAAPTU3AIUU

CepTl/I(l)I/IKaTZ COOGHleHI/Ie JaHHbIX WM HHasA 3alucChb, MNOATBCPpIKIAAarolias HaJIA4YUe
CBA3U MCXKAY NMOANNMCAHTOM U AAaHHBIMU IJIs1 CO3JJaHUs TTOAINIUCH (npnmeqa}me 2)
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I[Mopnucanuelii tndpoBoii TOKyMEHT: HU(PPOBOH TOKYMEHT, KOTOPBI MOXXET OBITh
MpPEACTABIECH B KAYECTBE JOKAa3aTeIbCTBA

CMS: cuHTaKcuc Kpunrorpaduueckoro coooIeHus
CRL: crincok aHHYIMPOBAaHHBIX CEPTH(HHUKATOB

IICY: nmocTaBmuK cepTUGUKANMOHHBIX YCIYT: JUIO, KOTOPOE BEIAACT CEPTHUHHUKATHI
M MOXET OKa3bIBaTh JPYTHE YCIYTH, CBA3aHHBIC C IJICKTPOHHBIMH MOIMUCIMHU (IIPH-
Meuanwe 1)

COHOI[HI/ICI)Z noANUChH, OTHOCAIIASACSA K TOMY K€ KOHTCHTY, UTO U ApYyTas MoANnuChb

KOHTpHOI[HI/IcaHTZ JINLO, SABJISAIOHICECA ACPIKATCICM JaHHBIX, H€06XOHI/IMLIX JJ1s1 CO3-
JdaHusl KOHTPHOAIMUCH, U ﬂeﬁCTByIOHIee JIMOO OT CBOEro COOCTBEHHOIO HUMCHH, 60
OT UMCHU APYTOro Juia, KOTOpo€ OHO IMPCACTABIIACT

KonTpnoanuce: noanuck, OTHOCSAMAsACS K IPYrod nmoanucy (MOIMMCAHHBIA KOHTEHT
KOHTPIIOAIIUCH CaM IO cebe SIBISIETCS MOMANKCHI0); MOXKET OBITh Tak)Ke Ha3BaHa '"'He-
papxuueckoil noAnucsw"

DneKTpoHHas MOANKCH: JIaHHBIE B 3JIEKTPOHHOI (hopMe, KOTOpBIE colepkKarcsi B CO-
OOIIEHNH JaHHBIX, IPUIIOKEHBI K HEMY HJIM JIOTUYECKH aCCOLMHUPYIOTCS C HUM U KO-
TOpBIE MOTYT OBITH MCITOJIB30BAHBI ISl UJIEHTH(PHUKAIUK HOANUCAHTAa B CBSA3U C CO-
oOIIeHreM JaHHBIX M JUIsSI 3aCBUJCTEIHCTBOBAHUS TOTO, YTO MOJIIMCAHT COTJIACEH C
nHdopmanuen, conepkaiieics B coOoOIEeHNN JaHHbIX (TpuMedaHue 1)

EPES: anexTpoHHas NOANNCH, OCHOBAHHAS Ha SKCIJIULUTHON KOHLENIUU

ENCC: EBporneiickuii HHCTUTYT IO CTaHAApTH3ALUU B O0JIACTH CBSI3H

EC: EBponeiickuii coro3

HNCO: MexnaynaponHas opraHu3anus 1o CTaHAapTU3aLUU

OPCCHU: Opranu3zanust o pa3BUTHIO CTaHAAPTOB CTPYKTYpPHPOBAaHHOH MH(pOpMaIuu
OCSP: npoToKoI OIlpeAesIeHns] CTaTyca cepTU(QHUKaTa B OHJIAHHOBOM PEXHUME

PDF: kpocc-marhopMeHHBIH GopMaT 3JIEKTPOHHBIX JIOKYMEHTOB

PKCS: xpunrorpadpuuecknii cranaapT ¢ MyOInIHBIM KIIOUOM

PKI: uappacTpyKkTypa myOoIuIHBIX KIIFOYel

RFC: 3anpoc o npeacraBiaeHUH 3aMe4aHuN

SDEIR: PexoMeHanust B OTHOIIEHUH (YHKIIMOHAIBLHON COBMECTUMOCTH ITOANMCAH-
HBIX OH(QPOBBIX JOKYMEHTOB

IMoamucanT: JNHUIO, SBISIONIEECS JCPKATEIEM JaHHBIX, HCOOXOJUMBIX IS CO3MAHUS
MOANUCH, U ACHCTBYIOIIEe TUOO OT CBOETO COOCTBEHHOIO HMEHH, JIMOO OT HMMCHH
JUIa, KOTOpoe OHO IpeAcTaBiseT (nmpuMmedanue 1)

HOHHI/IcaHHI:Jﬁ KOHTCHT: OaHHBbIC, COACPIKAIIUCCA B MOAINMCAHHOM L[I/I(i)I)OBOM JOKY-
MCHTC

SSCD: ycTpoicTBO AJisi CO3JaHUs 3aIIUIIEHHBIX TOANNUCEN

Trust anchor: cepTuduKar, KOTOPOMY TOBEpSIET MPOBEPSIOIIAs CTOPOHA (YAaCTO Ha3bI-
BaeTcst "KOPHEBBIM" CEPTHPHUKATOM)

TSL: cnmcok 3aciy’)KMBAIOIINX JAOBEPHs MOCTABIINKOB CEPTU(PHUKAIMOHHBIX YCIYT C
nHdopmanueit 06 ux craryce
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TSP: 3aciyxuBaomui 10BEpHUs MOCTABIIUK CEPTUHUKALNOHHBIX YCIyT
XAdES: ycoBepuieHCTBOBaHHAsI 3JIEKTPOHHAs MOANUCH B popmate XML
XML: pacmupseMslil 36K pa3sMeTKU

XMLDSIG: nu¢posas noxnucs B popmare XML

4. VYka3zaHusd JJis 0JIb30BaTeJied M0 NpUuMeHeHu 0 PekoMmenaanuu

14. B nacTosmeM paziese ONHCHIBAIOTCS (DYHKIHOHAJIBHBIE XapaKTEePUCTHKU W
ynpasieH4ecKre TpeOOBaHUsI, KOTOPbIE COCTABISIOT CyTh PekoMeHjanuu.
4.1 TIIpoduas noanucaHHOro unppoBoro T0KyMeHTa corjiacHo Pexkomenaanuu

15. Pexomenpanus ompexessier npouiab NOANHCAHHOTO LHU(PPOBOrO TOKYMEHTA,
MPU3BaHHBIH 00ECIIEYUTh MAKCUMaJbHYIO (DyHKIIMOHAJIBHYIO COBMECTHMOCTh MEXKIY
CO3JJaHUEM U MPOBEPKOH IMOJNUCAHHBIX IU(PPOBBIX JOKYMEHTOB.

16.  DtoT npoduib 3agaeTcs HAOOPOM QYHKIIMOHAIBHBIX TPEOOBAHHUIA.

4.2 @OYHKUHOHAJbHbIE XapaKTEePUCTHKH NMpoduis

17. @®OyHKUMOHAJIBHBIMH XapaKTEPUCTUKAMU MpejiaraeMoro npoguisi MOAIUCaH-
HOTO U(POBOTO JOKYMEHTA SBJISIOTCS:

* HaJlMYMe OJHOT0 €JWHCTBEHHOrO IOANHUCAHHOTO KOHTEHTAa C yKa3aHHUEM ero
Buza U (paxyapTraTUBHO) Ha3BaHUS;

¢ HaAJIM4YHEC HOL[HI/ICGﬁ u COHOZ[HHC@ﬁ, OTHOCAIIUXCA K IMOANIMCAHHOMY KOHTCHTY

¢ HaAJIM4YHEC KOHTpHOZ[HHCCﬁ B Ka4€CTBC HENOAINMMCAHHBIX PEKBU3UTOB IMOANHNCHU
HJIX KOHTPIIOAIIUCH

¢ HaJIUYHUC MOANHMCAaHHBIX PEKBU3UTOB NOANMUCHU U KOHTPIOANINCH, KAKOBbIMU SAB-
JIAKOTCA:

* JaTa MOJAMNHMCAaHUs, ONpeAestonias MOMEHT BpEMEHHU, KOorja, 1o yTBep-
JKJIEHUIO MOJNKCAaHTAa, OH BBINIOJHUI OPOLUEAYPY MOANNCAHUS;

* uHbOpMaLKI O MECTOHAXOXKICHUHU MOJIIKCAHTA, NPEJICTABIISIONIAs CO-
0oi1 MHEMOKO]I aJipeca, aCCOLMUPYEMOTO C IMOAIMUCAHTOM B IaHHOW reo-
rpaduveckoil Touke, HapuUMep TOPOJE;

¢ CCbIJIKa Ha KOHLCMIHIO IMOANHCHU, OMPCACIAIOIYIO B TOYHOCTH POJIb U
06513aTeJ'l]:-CTBa, KOTOPbIC TOAINMUCAHT HAMCPCH B3ATb Ha cebs B OTHOIIIE-
HHH IIOAIIMCAHHBIX JAHHBIX;

* yHpopManusd O BUIE O00s3aTENbCTBA, ACCOLMHPYEMOIO C IOANHUCHIO
(4eTkoe yKa3zaHHE Ha TO, KaKO€ KOHKPETHO 00s53aTelbCTBO IMPUHSI Ha
ce651 IOAIMUCAHT, IOCTAaBUB CBOIO IIOAIIUCH 110 IlaHHblMI/l);

* yHbOpMaLKA O TOM, B KAKOW POJIM WJIM Ha KaKOH MO3WILIMH JIeHCTBOBAI
MOANUCAHT (KaK yKa3bIBa€TCA UM CAMHUM), KOT/la OJNKCHIBAJl JaHHBIE;

* CCBUIKHM Ha cepTH(UKAT MTOANKUCAHTA U €ro YI0CTOBEPHUTEIICH;

* HaJIU4YHueC BpCMeHHL’IX METOK B KQ4€CTBE€ HEMIOANIMCAHHBIX PEKBU3UTOB IMOAIIUCH
WX KOHTPIIOAIINCH

* cepTU(UKATHl NOANNCAHTOB U KOHTPIOAINCAHTOB U UX YIOCTOBEPHUTEIIH.
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4.3
18.

Pazauuus MEKAY lIl/l(l)pOBl)lMPl u 6yMa?KHbIMl/l AOKYMEHTaMHu

O6a BuJa TOKYMEHTOB MMEIOT MEXay cOoOO0H MHOro 00IIero, oJHaKO MEXIY

HHUMU €CThb U P BaXXHBIX pa3n1/1q1/1171, COCTOAIIUX B CICAYIOLICM:

4.4
19.

OyMakHbIe TOKYMEHTBHI HE BCErza cojaepaTr MHPOpManHio, HACHTUHUIHUPYIO-
LIyI0 MOJINUCAHTOB;

OyMakHbIe TOKYMEHTBI, KaK MPaBHJIO0, HE cOAeprkaT MH(MOpMaIH, HACHTHDHU-
LUPYIOIEH NpeAlIeCTBEHHUKOB OAMNUCAHTOB;

nojAnucanHbsle OyMa’kHBIE JOKYMEHTBHI, KaK IPaBHIIO, COJEP)KAaT COOCTBEHHO-
PYYHYIO HOJNUCH MOANUCAHTA, TOTNA Kak Mu(poBasi IMOAMUCH MO AIEKTPOH-
HBIM JJOKyMEHTOM He uMeeT rpaduyeckoil popmel. OOBIYHO TOJIBKO KOMITBIO-
TepHas Iporpamma crocoOHa IPOM3BECTH CIIOKHBIE MaTeMaTHYecKHue pacue-
TBI, HEOOXOAMMBIE JJIs1 TPOBEPKHU U(DPOBOI NOIIUCH.

l'[puMeHe}me Pexomenganuum Ha NpaKTUKe

I/IHCprKHI/II/I JJIs1 I0Jb30BaTeIe Mo MNPpUMCEHCHUIO PeKOMeHI[aIII/II/I — CM. IIpu-

noxkeHnus A u B.

3aKkJ/I09eHne

20.

Copepikaieecst B HACTOSIIEM JOKYMEHTE ONMUCAaHHE MPOQUIS MOANHCAHHOTO

uudpoBOro NOKyMEHTa MPU3BAHO CIIOCOOCTBOBAThH JeMarepuaiu3alui OyMa>kKHOIro
JIOKyMEHTOO0OpOTa 3a CUET YNPOIICHHUsS] M OOJerdeHus Mpoueayp CO3JaHHs U Ipo-
BEPKH 3alUIIEHHBIX LHU(PPOBBIX COOOIICHHI, UMEIONNX 10Ka3aTeIbCTBEHHYIO CHILY,
u oOMEHa MMH, a TaK)Ke MHTErpaliu TaKuX COOOIIEHHI B MPHUKJIAIHBIC MPOrPaMMbI
JUI BEJICHUS JICJIOBBIX ONEpaIuii.
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Ipuaoxkenue A (HeHOpMaTHUBHOE): QYHKIMOHAJbHbIE
HMILIeMEHTAIIHOHHbIE TPeOOBAHUA

A1 YpoBHm

Crnenudukamnus, 3akpeIvieHHas B paMKax PekoMeHmamuu, MmpennoiaraeT MCIOIb30-
BaHHME YpOBHeW mis auddepeHnuanuu HEeKOTOpbIX TpeboBaHuii PexomeHnnanuu mo
CTETIeHU UX BaXXHOCTH. B HacTosIIIeil Bepcuu OonpeaeIsioTCs IBa yPOBHS:

+ 6azossrii ("Core") ypoBeHb (0603HagaeT 60ee mpocThie TPeOOBaHUS, KOTOPHIE
Jierde BBIMOJIHUTH); U

» ypoBenb 1 ("Level 1") (o6o3Hauaer Gonee xectkue TpeboBaHus Pekomenna-
My, odbecnevnBaroniue 0oJpuIyo (yHKIHOHAIBHYIO COBMECTUMOCTD, HaIPH-
Mep TpeboBaHHE O TOM, YTOOBI Kak/asi MOMIMUCH AOTMOIHSIACH MOAMUCAHHON
JIaTOi 3TOW MOAIMKCH, a TakkKe TpeOOBaHHME, KAaCarolleecs MOAMMCAHHBIX CChI-
JIOK Ha BCEX YIIOCTOBEPUTENEH U UX CEPTU(PUKATHI).

A.2 KuarwueBble c10oBa

Kitouessie ciosa "JOJDKEH", "HE JOJDKEH", "TPEBYETCA", "CJIEAYET", "HE
CJIEAYET", "PEKOMEHJIVYETCA", "MOXET" u "®AKYJIbTATUBHBII"/"HE
OBA3ATEJIBHO", ucnons3yeMble B HACTOSIIEM AOKyMeHTE (B YKa3aHHOM Hamuca-
HMU 3arJ1aBHBIMU OyKBaMH) CJI€AyeT TOJIKOBaTh B cooTBeTcTBUU ¢ RFC 2119,

A.3 Buabl npuMeHeHHus
Crenuukanus npeaycMaTpuBaeT ABa Pa3INnYHbIX MPUKIATHBIX TPOQUIIS:

* CO3IaHHE JICKTPOHHBIX MOANKCEH B COOTBETCTBHH C TpeOoBaHUsIMU PekoMeH-
Jaluu,

* MIpOBEpPKa JJIEKTPOHHBIX MOAMNCEH B COOTBETCTBHH C TpeboBaHHsIMU Peko-
MEHIAINH.

A.4 TpedoBanus

Hmxe msnoxensl 18 TpeboBaHmii, ycTaHaBIMBaeMbIXx PexoMenmanueir. 3tum Tpebo-
BaHUSM COOTBETCTBYIOT HE BCE NEHCTBYIOIIME TEXHHYECKHE CTaHAAPTHI, Kacaroliue-
cs1 uudpoBbIX moanuceil. B 3Tol CBsi3M MOJIb30BATENIIM PEKOMEHYEeTCsl BCAKHI pa3
MPOBEPATH, MOAIECPKUBAET JU BHIOPAaHHBIA UMM CTAHAAPT COOTBETCTBYIOMHE TPebo-
Banusi. [logpoOHas nHbopManms, Kacaroliasicss HEKOTOPBIX MpeiaraéMbiXx BApUaHTOB
BBITIOJIHEHHsI TpeOoBaHU PexoMeHjaluu, COMEePKUTCS B TEXHUYECKOM MPUIIOKEHUN
K HACTOSIIIEMY TOKYMEHTY.

T1. Toanucauuwiit uudpposoit mokyment JJOJDKEH conepxkarb oauH-
CMHCTBCHHBIH TMOANMMCAHHBI KOHTEHT C YyKa3aHHEeM ero Bula U
(PAKVYJIBTATUBHO) nazBanwusl.

T2. Toanucauusiii uudposoii gokyment JOJIXKEH coxepxarb kak MUHHU-
MyM OIHY moamuch. Kak MHHUMYM DATh COMOANHCEH MO IMOANMHCAHHBIM
undposeim  pokymentom JIOJDDKHBI monpnepxuBaTbCs COBMECTHMOW MpH-
KJIaJJHOW MporpaMMOi CO3aHMus WJIM MPOBEPKU noamnucu. Ecau umerorcs no-
MTOJTHUTENbHBIE MOAINCH, HE MOAACPKUBAEMbIe MPOTPAMMON IPOBEPKH, MIPO-
uenypa nposepku JJOJDKHA ObITh 00BsIBIIEHA HE3aBEPIICHHOM.

GE.10-25028 11



ECE/TRADE/C/CEFACT/2010/14

12

T3. Kaxaasa nognuce JOJDKHA otHOCHTBCS KO BCEMY MOANUCAHHOMY KOH-
TEHTY, T.€. K COIEpXKaIUMCS B HEM JaHHBIM, a TaKkXke K WHPOPMAIUH O €ro
Bune u (PAKYJIbTATMBHO) na3zBanum.

T4. THoamucs MOXET ObITh CKperieHa OJXHOW MM HECKOIbKHMH KOHTp-
noanucamu. Kak Mmuaumym nsate kontprnoanucei JJOJDKHDBI nogaepxuBaTbes
COBMECTHMOI MPUKIAJHOW HNPOrpaMMOI CO3AaHUSI UM INPOBEPKHU IMOAIHUCH.
Ecnn umeroTrcss NTONMONMHUTENbHbIE KOHTPHOANMUCH, HE MOJAEPKUBAEMBIE MPO-
rpaMMoOil IPOBEPKH IOJIUCH, MPOLEypa IPOBEPKH IOJDKHA ObITH 0OBsBIECHA
HE3aBEPILIEHHOM.

TS5. Konrpnoanucs HOJIDKHA cxkpemnsiTe OQHY-€JUHCTBEHHYH IOIINUCH
niu koHTpnoanuch 1 HE JJOJIDKHA ckpenssaTh MOANMCAaHHBIA KOHTEHT WU
gto-nmub6o eme. Kourprmoanmuce JOJIDKHA BkIrOYaTHCS B KA4eCTBE HEMOMIH-
CaHHOTr0 PEKBU3UTA MOANUCH WJIM KOHTPIOAIUCH, KOTOPYIO OHA CKPEIJISET.

T6. Konrpnognuce MOJXET ObITh CcKperieHa OZHOM WM HECKOJIbKHUMH
KoHTprnoanucsmu. Kak MUHUMYM OJlHa KOHTPIOAIHUCH, CKPEILISIONas IpyTyIo
kouTpnoanuck, JOJDKHA nongnep>kuBatbCs COBMECTUMOW MPUKIAAHOW MPO-
rpaMMOH CO3[aHMs WM NPOBEpPKH noanucu. IIpu Hamuuuuy JOMOJHUTEIBHBIX
YPOBHEH KOHTPHOAMNUCEHN, HE MOAAEPKUBAEMBIX NMPOrpaMMON MPOBEPKU MOJ-
IIMCH, IIPOIIeaypa IPOBEPKH J0JKHA OBITH OObsIBIICHA HE3aBEPIICHHOMN.

T7. Toanuck nnu koutpnoanuce MOXET coaepxaTb MakcUMyM OIHY Bpe-
MeHHYI0 MeTKy. Bpemennas metka JJOJIKHA BkIrouaThesi B KauecTBE HETO-
MMUCAaHHOTO PEKBU3HUTA IMOAINCH FUIH KOHTPIIOAIHUCH.

T8. Toanucauusiit uudposoii qokyment JOJDKEH conmepxarh cepruduka-
THI OJIMCAHTOB U KOHTPIOJIMHCAHTOB, HA KOTOPbIE JOJDKHBI yKa3bIBaTh I10]I-
MMMUCaHHBIE CCBUIKH, YIIOMSAHYTHIE B [T9].

T9. Tommuce mnu xoHTproanuck JOJDKHA conmepkars moanmucaHHYyO He-
JIByCMBICIICHHYIO CCBUIKY Ha cepTH(HKAT MOAMUCAHTA WU KOHTPIIOAMHCAHTA.
JlanHoe TpeboBaHHME MPHU3BAHO YCTAHOBUTH YETKYIO CBSI3b MEXAY IOJIHUCAH-
TOM M €ro MOJIHUCHI0O U 00ECIEYUTh YCIOBHS JJIS TOTO, YTOOBI IPOBEPSIOLIEH
CTOpOHE HE MpHUIUIOCHh "raaare" Mo nmoBoxy cepruduKara MOAIUCAHTA WU
KOHTPIIOJIIUCAHTA B CBS3U C MPOBEPKON MOAMKCH.

T10—6a3oBoe. Ilognucauueiii uudposoit mokyment MOXKET conmepxarhb
cepTuUKaThl YIO0CTOBEpUTENIEH MOAIMUCAHTA UIN KOHTPIOJNKUCAHTA, HA KOTO-
pble MOTYT yKa3bIBaTh WJIM HE YKa3bIBaTh MOJNHUCAHHBIC CCHUIKH, YIIOMSIHYTHIC
B [T11—6a3oBoe].

T10—yposenb 1. Tlognucanueiii uudposoii mokyment JOJDDKEH conmepxarhb
cepTu(UKaThl BCeX YIOCTOBEPUTENIECH MOAMMCAHTA U KOHTPIIOAMMUCAHTA, HA KO-
TOpbIe JIOJDKHBI ~ yKa3blBaTh IIOJIIMCAHHBIE CCBHUIKH, YIOMSHYThIE B
[T11—ypoBens 1].

T11-06a30Boe€. TTonmuce unu xoutprnoanmuch MOXET conmepkaTe moamu-
CaHHbIE CCBUIKM Ha CEPTH(UKATHI yJOCTOBEPHUTENICH MOJNUCAHTA WIIK KOHTP-
noanucanTa. Takasi BO3BMOXXHOCTh MpPHU3BaHa OOJIErYHUTh MMOJyuYeHHe HHpopMa-
MK, HCOOXOAUMOU Il MPOBEPKH CepTU(HUKATa MOANHUCAHTA MM KOHTPIIOI-
MMCaHTa.

T11—yposens 1. Ilognuce wmnm kouTpmognuchk JOJIDKHA comepxate Bce
MOJNHUCAHHBIE CCHUIKM Ha cepTU(HKAThl YAOCTOBEpUTENEH MOJINUCAHTA WU
KOHTpHoAnucanra. /lanHoe TpeOoBaHKWE MMPU3BAHO HE JOIYCTUTh, YTOOBI MPO-
BEPSIIOIICH CTOPOHE IPHUIIIOCH "pa3bICKUBaTh' cepTH(HUKAT TOTO WIW HHOTO
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YAOCTOBEPUTECIIA B CBA3U C HpOBepKOﬁ CepTI/I(l)I/IKaTOB nmoanuvcaHTa UJIU KOHTP-
noamnucaHTa.

T12—6a3o0Boe€. Ilonnmucy wunu koutrpnoanuce MOXET conepxxats onHy
MOJMNUCAHHYIO ATy MOJMKUCH.

T12—yposens 1. Ilognuce mnu koHTpnognuchk JJOJDKHA comepxars ogHy
MOANUCAHHYIO ATy MOAIHUCH.

T13. Ioanucek unu konTpnoanuck MOXET coxgepxaTs MakCUMyM OIHO MOJ-
MHCAaHHOE YKa3aHUE MECTOHAXOXICHUS MOAINUCAHTA.

T14. Ioanucek unu konTpnoanuck MOXET coxepxaTs MakCUMyM OJIHY MOJ-
MHUCAHHYIO CCBUIKY Ha KOHIIEMIHIO MOAIUCH.

T15. IHoanucek unu xontpnoanucs MOXET copep>xaTb OJHO WJIH HECKOIBKO
MOANUCAHHBIX YKa3aHUN Ha TO, B KAKOM Ka4€CTBE BBICTYNACT MOAIUCAHT.

T16—6a3oBoe. Ilognuce miam xourprnoanuck MOJXXET conepxars makcu-
MyM OJIHY HOJIIMCAaHHYIO CCBIJIKY Ha BHJI 00s13aTEIbCTBA.

T16—ypoBenb 1. Ccbuika Ha BuJ 00s3aTe’abcTBa (NPH HAJTHMYMHM TaKOBOH)
JOJIDKHA yxka3piBaTh Ha OJWH M3 CIEAYIOIIMX BUAOB 00s3arennbcTB (Buas
0053aTeNbCTB, IEPEUNCICHHBIE B HACTOSAIIEM TPeOOBAaHUH, B3SATHl U3 CTaHIAp-
ToB CAdES 1 XAdES. Co BpeMeHeM HX IepeuyeHb MOKET U3MEHHUTHCS. ):

* JI0Ka3aTeJIbCTBO aBTOPCTBA, MOATBEPKAAIOIIEE, YTO MOANUCAHT SIBJISIET-
Csl aBTOPOM TMOJNHCAaHHOIO KOHTEHTA, HO HE SBIISIETCS HU CTOPOHOMH,
OIOOpHUBIICH €ro, HU €ro OTHpaBuUTeNaeM. JJaHHBI BHI 00s3aTebCTBA
MMEET BaXXHOC 3HAUCHHE B CBSI3M C HEOOXOIMMOCTBIO MPECTABICHUS B
HEKOTOPBIX CAydasX rapaHTUH LEJIOCTHOCTHU U MOAJIUHHOCTH JOKYMEH-
Ta, HE MOAPAa3yMEBAIONMNX KaKUX-THOO Ipyrux o0s3arenbcTB. [Ipume-
POM MOTYT CIIy>KHTh 3IEKTPOHHBIE cueTa-(GakTypsl'’, KOTOPHIM HEOOXO-
JMMa 3alllyuTa JUIIb B YaCTH 00eCIeUeHUs UX IEIOCTHOCTU M IMOJIJINH-
HOCTH. [[pyruM mpuMepoM HCIIOJIb30BaHUS JAHHOTO BUJA 003aTEIbCTB
CITy>KaT KOHTPAKTHI (B 4aCTHOCTH, IOTOBOPHI MOAPSAa), KOTOPEIE HOJIK-
HBI OBITH 3AIIUIIEHBI UX COCTABUTEISIMH JIUIIb B YACTH UX I[€IOCTHOCTH
Y MOJTMHHOCTH, HO IPH 3TOM TPEOYIOT 00OpPEHHS CO CTOPOHHKI MOTyda-
TeJei;

¢ JOKa3aTrciabCTBO O,I[O6peHI/I$I, CBUACTCIILCTBYIOIIIEC O TOM, YTO IMOAIIH-
CaHT O,H06pI/IJ'I HOHHHC&HHBIﬁ KOHTCHT,

¢ J10Ka3aTeJbCTBO NPOUCXOXKIACHUA, CBUACTCIBCTBYIOIICEC O TOM, UTO IMMOA-
MNHUCAHT MPU3HACT, YTO OH CO3J4all U O,I[O6pI/IJ'I HOI[HI/ICﬁHHLIﬁ KOHTCHT U
ABJIACTCA €0 OTHPABUTECIICM;

¢ J10Ka3aTeJbCTBO OTIIPABJICHUA, IMOATBEpIKAANOIICEC, YTO CTOPOHA, IMPEA-
CTaBHBIIAsA TAKOC A0KA3aTCJIbCTBO, SABJIACTCSA OTIIPABUTCIICM NOAINMNCAH-
HOI'O KOHTC€HTA, HO HC 00s13aTeNILHO €ro ABTOPOM;

¢ J10Ka3aTeJbCTBO IMOJJYYCHH:, CBUACTCILCTBYIOINICEC O TOM, 4YTO IOAIHU-
CAaHT MOATBEPIKAACT MOJTYUCHHUEC NOANNCAHHOTO KOHTCHTA,

* J0Ka3aTeIbCTBO NOCTaBKH, MOATBEPKJAIOIIEe, YTO MHCTAHIUA, MOCTa-
BHBIIAsi BPEMEHHYO METKY, JOCTABHJIA MTOANMCAHHBIN KOHTEHT B MECT-
HBIH 0aHK COOOIIEHNH, JOCTYITHBIHN IS TOIydaTesis 3TOT0 KOHTEHTA.

GE.10-25028 13
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T17-6a3z0B0e. IMonnuces nnu konTpnognucs MOXET cogepxats u npyrue
noanucaHHele pekBU3uThl. Takue npyrue pexuszutsl HE OBA3ATEJIBHO
JIOMKHBI MOAAEPKUBAThCS MPOrpaMMON MPOBEPKHU, COBMECTUMON ¢ PexomeH-
Januen.

T17-ypoenb 1. IMonnuce unu kourpnoanucs HE JJOJIDKHA conepxarb npy-
X MOJAMUCAHHBIX PEKBU3UTOB.

T18. IHoanuck unu xoutpnoanuck MOXET coxepxaTe u npyrue HEemoanu-
CaHHBIE  peKBU3UTBL.  Takue  JOpyrue  HENOANHMCAHHBIE  PEKBU3UTHI
HE OBA3ATEJIbHO nomxHBl NOAAEPKUBATHCS MPOTrpaMMOM NMPOBEPKH, CO-
BMecTUMOH ¢ Pexomenpanueii. Hanuuue HemoanepKUBaeMbIX HENOANUCAH-
vbix pekBu3uToB HE JIOJIDKHO BnusiTh Ha TOJKOBAaHUE MOAIMKUCU MPOBEPSIO-
el CTOPOHOM.

CxeMaTuueckasi MojeJb lIPl(l)pOBOl"O AOKYMEHTa, COOTBETCTBYIOLIET0
TpeﬁOBaHﬂﬂM PexoMenaanuu

B HacTosimiem pasznesie B CXeMaTHUYECKOM BHUJIE MOKa3aHbl CTPYKTypa U MOCTPOEHUE
MOANTUCAHHOTO IU(POBOr0 TOKYMEHTa, COOTBETCTBYIOMIETO TpeboBaHUSIM PekomeH-
AIyH.

Wnmocrpanueid o0mieil CTpyKTypbl U MOCTPOSHUS HMOIINCAHHOTO IU(POBOTO JOKY-
MEHTa, COOTBETCTBYIOIIETr0 TPeOOBaHUSIM PekoMeHIanuu, CIyXUT clleqylomas Jua-
rpamma. TpeboBanust 17 u 18 Ha guarpamMme He OTOOpPa>KEHEI.

GE.10-25028
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Hudposoii 1oKkyMeHT, oTBeyaronuii TpedoBanusamM Pexomenganum:
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Ha HI/I)KGCJ'IG,HYIOHIGI\/'I AuarpamMme IOKa3aHbl B3aMMOCBA3U MECXKAY MNOANUCIMH, CO-
noaAnucCsIMHU U KOHTPIOANUCAMU L[I/I(i)I)OBOFO JAOKYMEHTA, COOTBETCTBYIOILICTO Tpe60—
BaHUAM PeKOMCHI[aIII/II/I.

Hudposoii 1OKyMeHT, COOTBEeTCTBYOIIMIA TpedoBaHuAM PexoMenaanum:
B3aHMOCBSI3M MeKAY MOANMUCAMU

ITognucaHHBIIT KOHTEHT

! "

JIA MunumymMm 5 noa-
JACPIKNUBAEMBIX
(T2) (T2)
ITonmuce (Co)IToamuce
i s }
UHUMYM moa-
IT[,? — /:Lep)l(l/lBaeMbIX ] HET
( | ) (T4) (TS)
KoHTprnoanuce KonTpnognuce
A
(T6) VcnoBHEBIE 0003HAYEHHS
| JIA: cBA3b BO3MOXHA
HET: cBs13p HEBO3MOKHA
Konrproamucs (Tx): ccpuika Ha TpeboBaHne X

A.6 IIpoueaypa npoBepkKH coOrjacHo TpebGoBaHusimM Pexomenganuu

[IpoBepka mognmucaHHOTO MU(POBOTO JOKYMEHTa MOXKET MPOU3BOAUTHCS MOAMHCAH-
TOM, ITOJIydYaTesIeM COOOIICHUS HIIH JIF000i 3aMHTEPECOBAHHON TPEThEH CTOPOHOM.

A.6.1 Ilposepka coomeemcmeus Pexomenoayuu
IIpoBepka MOAMUCAHHOTO MU(PPOBOTO JOKYMEHTA MPOBOAUTCS B J[Ba dTaIa:

* npoBepka coOmronenus tpedoBanuid T1 u T2, oTHOCSIIMXCS K MOANUCAHHOMY
nu(ppPOBOMY JOKYMEHTY B IICJIOM;

* IIpOBEpKa KaXXJ0# IMOANHMCH, OTHOCSILEHCS K MOANHCAHHOMY LH(PPOBOMY [10-
KYMEHTY.

B pesynbrare npoBepku noanucanHoro nugposoro gokymenra JJOJIDKEH OwiTh 3a-
(hMKCHpPOBaH €ro craryc:

« [TPOMLIEJI TTPOBEPKY: noanucanHeiii uGpoBOil JOKYMEHT YCIEIIHO IIPO-
IIeJ MPOBEPKY; 3TO O3HA4YaeT, 4YTo ObuH coOnmroneHbl TpeboBanus T1 u T2 u
YTO BCE MOJIKCH YCICIIHO MPOIIIU MPOBEPKY;

« HE ITPOIUEJI TTPOBEPKY, uto o3Hauaet, uto TpeboBanus T1 u/unu T2 He
OBbUTH COOJIFOJICHBI U/WJIM OJHA WJIM HECKOJIBKO MOJMUCEH MM KOHTPIIOAIUCEH
HE MPOIUIH NPOBEPKYy (0 MPUYHMHAX TOTO, MOYEMY PE3YJIbTaT MPOBEPKH OKa-
3aJICsI OTPHUIIATEIIBHBIM, JOJDKHO OBITh COOOIIEHO OTIPABUTEIO JOKYMEHTA).

16 GE.10-25028
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A.6.2 Ilposepka noonucu

BpeMeHHAs CCBUIKA, UCIONb3yeMas B IMPOLEcce MPOBEPKH MOAMICH, O3BONIET yoe-
IUTHCS B JAEUCTBUTEILHOCTH TMOANKUCH HAa MOMEHT €€ CO3JaHus. XapakTep Takoi
CCHIIKM 3aBHUCUT OT KOHIIEHLUM yHOCTOBEpeHMs Ioamnucu. Jus neneil BpeMeHHOM
HpI/IBHSKI/l MOFyT HCITOJIB30BAThCA:

® BpeMeHHEIUI METKa, IMpOoCTaBIdI€Masn 3aCIy>KUBalOIUM JOBEPUSA NCTOYHUKOM

¢* MOMCHT BPCMCHHU, KOrJa MOANMUCAHT BBIIIOJHWII, IO €0 YKa3aHUIO, MpOoUeaAypy
noAnucCaHus,

* BpeMs, yKa3aHHOE IPOBEPAIOLIEH CTOPOHOM.

PeKOMeHI[yeMaﬂ npoueaypa npoBEepKu KaX(I[OfI OOoANMMUCH HUJIKM KOHTPHOAINUCH, UMCIO-
HleﬁCH B IMIOAIIMCAaHHOM III/I(i)pOBOM AOKYMCHTE, BKJIKOYACT CICAYIOUINEC OTallbl:

1. HU3BJICYCHHUEC M3 IIOAIIHMCH CepTI/I(I)I/IKaTa noAIlrMcCaHTa U €ro NpoBE€pKa Ha
npeaMeT NpuMEHUMOCTU K MOANMUCH; MPOBCPKA HCIOCTHOCTH NMOAINMUCAHHOTO
KOHTCHTA,

2. BBIOOp BPEMEHHOM CCBUIKH B COOTBETCTBHHU C M3OpaHHOH KOHIIENIHEHl
YIIOCTOBEPEHUS MOJINHCH;

3. €CIM BpEMEHHAas CChUIKA MMEET (OpMy BPEMEHHOH METKH, MPOU3BO-
JIMTCS TPOBEPKA TIOANUCH BPEMEHHON METKH;

4. IIPOBEPKA LEJIOCTHOCTU BCEX CEPTHU(PHUKATOB, UMEIOIINX OTHOIIEHHE K
MTOJNHUCH, C MCIOJIb30BAaHUEM CEpTU(HKATOB, CONEPIKAMMNXCS B IOAIUCH, WU
JMOOBIX IPYTUX CPENICTB, NOCTYIHBIX IPOBEPSIONIEH CTOPOHE;

5. IIPOBEPKA BCEX CEPTHU(PUKATOB, MMEIOUIMX OTHOLICHWE K ITOANMCH, Ha
NpeMET MX JEHCTBUTENBLHOCTH HA MOMEHT BPEMEHH, COIIACHO BPEMEHHOM
CCBUIKE, O KOTOPO TOBOPUTCS B IYHKTE 2;

6. nmpoBepka mHpopMamuu 006 aHHYIWPOBAHUHU CEPTU(DUKATOB HA MOMEHT
BpEMEHH, yKa3aHHbIH BO BPEMEHHOMH CCBLIKE, O KOTOPOil FOBOPHTCS B MyHK-
T€ 2, IPUMEHHUTEIBFHO K KaXI0MYy CepTH(HUKATY, YIIOMSIHYTOMY B IyHKTE 4, C
HCIOJB30BaHNEM HMH(OpPMannu, comepikamieiicss B MOANKCU (B cioydae ee Ha-
UYWL 1 YMECTHOCTH);

7. coo0IIeHNe TpoBepsIoleld CTOpoHe MHGOpPMAMK O pe3yabrare Ipo-
BEpKH, BKIKOYas HHOOPMAlMIO 00 HMCHOIb30BaBIIEcs BPEMEHHOH CChUIKE
(cM. myHKT 2) M cepTu(dUKaTe MOANMCAHTA, a TAKXKE CIEAYIOIIylo HHpopma-
LU0 (TIpY HAJIMYUU TAKOBOK):

® I/IH(bOpMaIII/IIO O AaT€ U BpCMCHU NOAINNCAHUA;

M I/IH(bOpMaIII/IIO O MCCTOHaAXOXACHHWHU ITOAIIMCAHTA,

M I/IH(bOpMaIII/IIO O TOM, B KaKOM Ka4€CTBC BBICTYIIACT MOANUCAHT;
® I/IH(bOpMaIII/IIO O KOHIENIWW MOAMUCH UJIN CCBUIKY Ha HEE;

® I/IH(bOpMaIII/IIO O BUAC o0s13aTeNILCTBA.

Nudopmanus o0 aHHynIHpOBaHUHU cepTU(]UKaTa JOJKHA YUYUTHIBATH Pa3phIB BO Bpe-
MEHHU MEX/y OT3hIBOM cepTrudukaTa u nmyoaukanuei nHpopManuu 00 3TOM.

B mponecce mnposepkum mnoamucu JOJDKHBI Takke coOmronarecss TpeboBa-
Husa T3—T18 (B ciyyae uX IPUMEHUMOCTH).
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A.8

Ecnu 13 xoHIenuuu MOANUCH MM U3 MPUHLUIOB, KOTOPBIX HPUAEPKUBAECTCA MPO-
Balijiep cepTU(HUKAMOHHBIX YCIYyT, BBIIABIINKA CepTU(UKAT MOANUCAHTY, BHITEKAIOT
Kakue-1100 JOIOJHUTEIbHEIE TPeOOBaHUS K IPOLEIype NMPOBEPKH, 3TH TpeOOBaHUS
CJIEAYET npuHsATH BO BHUMaHHUE.

Pe3yJ'II)T21TOMIS MPOBEPKU MOANHUCHU JOJIKHO OBITh OHHOfI H3 ciaeayromux 3aKIIOYCHHH:

» ITPOILIJIA ITPOBEPKY (ecau moanuch ycrneurHo npouuia Bce Tambl IpoBep-
KH);

* HE TIPOIIJIA ITPOBEPKY (ecau noanuch He NMpoIuia OIWH HIIN HECKOIBKO
9TAIOB MPOBEPKH);

* [IPOBEPKA HE 3ABEPHIEHA (ecnu oTcyTcTBYeT Kakasi-nu0o HHpopManus,
HeoOxoauMast JIsl IPOBEPKH HOIUCH).

Ecmm noaAnMucCh HE Mpolljia MPpOBEPKY HIJIK €CJIU HNPOBCPKA MOAINMUCHU HE MOKET OBITH
3aBCpUICHA, MMPOBEpAOIIasd CTOPOHA JOJIKHA NOJIYUYUTHh YETKOC COO6HICHI/I€ O nNpuvun-
Hax 9TOro. HporpaMMa OPOBEPKU AOJIKHA CTPEMUTHCA 3aBCPUIUTH NPOUCAYPY IIPO-
BCPKH JaxKe B CJiydac O6Hapy)KCHI/I$I OIIMOKH U JOJIKHA BblAaBaTb IMOJIHYIO I/IH(1)Op—
MallUKO O BBIABJIICHHBIX r[po6neMax.

OO0paTHasi COBMeCTUMOCThH

JIroOble U3MEHEHHSI B HpO(l)I/IJ'Ie IIoAIIMCaHHOI'O HI/I(prBOFO JOKYMCHTA JOJI’)KHBI
o0ecreynBarh 06paTHy10 COBMECTUMOCTL C MPCAbIAYIIUMU BEPCUAMU. Henp3s a0-
MyCTUTD, 4TOOBI U3-3a 3BOJIOLNHU HpO(i)I/IJ'ISI oA CaHHBIC III/I(i)pOBI)Ie JAOKYMCHTHI,
CO3JaHHBIC B COOTBCTCTBUU C C€ro MnpeAbIAyIIUMU BCPCUAMU, CTAHOBUJINCH HECO-
BMCCTHUMbIMHU, HCIIPABOMCPHBIMU WUJIN HeHHTepOHCpa6eJ’ILHLIMI/I.

Bo3moxHbIe HanpaBJI€eHUSA IBOJIOIIHHA l'lpO(l)l(l.]'lﬂ NOANMUCAHHOI'O Ill/l(l)pOBOFO
AOKYMEHTa, COOTBETCTBYIHOLIIET0 Tpeﬁosa}maM Pexomenganuu

COBepHIeHCTBOBaHI/IIO HpO(l)I/IJ'ISI IIOAIIMCaHHOI'O III/I(I)pOBOFO JAOKYMEHTA, COOTBETCT-
Byromiero TpeGOBaHI/IHM PeKOMCHI[aIII/II/I, MOryT CI0COOCTBOBATHL MHOTHE IIOABUIXXKH.

ITox BAMSHMEM TakWX IMOJIBIXKEK MOXKET BO3HHKHYTHh NOTPEOHOCTH B MHKOPIIOPUPO-
BaHMM B HErO JIaHHBIX, HEOOXOJUMBIX [UISl II€JIEH JOJITOCPOYHOM NPOBEPKU IMOMIH-
CaHHBIX HU(POBBIX JOKYMEHTOB, Takux kak AdES-A (mpumeuanue 15) (ypoBens 2),
WM MEXaHU3MOB JUIS IPOBEPKH JACHCTBUTENBHOCTH CEPTHU(HUKATOB IMOAIMCAHTOB, Ta-
kux kak TSL'® (yposens 2).

Bynymue Bepcun PexoMeHmannm JOJKHBI TakXe 00eCreduBaTh BOZMOXXHOCTh y4eTa
PEKBU3UTOB caMux cepTudukaros (ycioBHble cepTudukarsl, SSCD u T.11.).

KpOMC TOTO, 6yz1ynme YCOBCPUICHCTBOBAHHBIC BEPCUU PeKOMCHHaHI/II/I MOT'yT obec-
MNEeYUTh MOAACPIKKY:

¢ HIpujiara€MbIxX HOI[HPICCﬁ (OTHGHLHLIX HOI[HI/ICGﬁ A OOJIBIIOTO YHCJa MAaKETOB
oAU CaHHBIX KOHTGHTOB)”;

¢ KMHCMAaTHUKH IIOAIIHCH.
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B.2
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Ipuaoxkenue B (HeHOpMaTHBHOE): PYKOBOASIIME MPUHIUIIBI,
Kacalnecss TeXHUYECKOr0 pelieHusl, peaju3yloero Tpe6oBaHus
Pexomenaganuu

IIpodwmne monmucanHoro muppoBOro MOKYMEHTa, omIpeaerseMblii PexoMmeHmarnuew,
HeJb3s WCIIONB30BaTh 0€3 TEXHWYECKOTO pPEMICHHS, PEaNTH3YIOMIeT0 W IMOANEpPKH-
BAIOIIEro €ro TPeOOBaHMUS U TapaMEeTPHI.

O030p BO3MOXKHBIX TEXHHYECKHUX peleHn i

B kadecTBe TEXHHYECKUX PEIICHUH, pealu3yroIux Tpebopanus Pexomennanum, yxe
M3y4eHBI U OZOOPEHBI TPHU CIEAYIOIINX CTaHAapTa HU(POBOI MONIIHCH:

» nudposas moanuck B popmare XAdES (Ha ocroBe cranmapra ETSI TS 101
903 v1.4.1). DToT Popmar, peaTnzyeMbIld ¢ TOMOIIBI0 COOTBETCTBYIOIIETO pe-
meHus, ynoMmuHaeTcs Hwke kak popmar X-SDEIR. Onucanue Takoi peaiansa-
uuu OyAeT MaHO B OAHOM M3 OyIymInX OOHOBIIEHHBIX BEPCHI HACTOSIIETO TEX-
HUYECKOTO IPHIIOKECHHUS;

* nudporas mommuck B ¢opmare CAdJES (ma ocHoBe crammapra ETSI TS
101 733 v1.8.1). DToT (hopMaT, peaTru3yeMblii C TOMOIIBI0 COOTBETCTBYIOMIETO
pemenus, yoMmuHaeTcs Hmke kak gopmar C-SDEIR. Onmcanne Takoit peanu-
3anuu naetcs B pasuene B.4: omucanne ¢popmara C-SDEIR.

* nudporas mnonmuck B Qopmare PAJES (ma ocHoBe crammapra ETSI TS
102 778 v1.1.1). DToT (hopMaT, peaTru3yeMblii C TOMOIIBI0 COOTBETCTBYIOMIETO
pemenus, ynmomuHaeTcs HIbke kak popmar P-SDEIR. Onncanue Takoi peanu-
3aIuu naeTcs B pasnene B.5: ommcanune ¢popmara P-SDEIR.

K u3yueHnio 3Tux craHZapTOB IU(PPOBON MOMMKUCH MO YIJIOM 3PEHUS TEXHHIECCKUX
peleHnii, NmpeayCMOTPEHHBIX PexoMeHOanuii, moOyIWIIA CIEIYIOIINE OCHOBHBIE
MPUYNHBL:

* oHu cootrBeTcTBYIOT Jupektue 1999/93/EC Eppomeiickoro mapmameHTa #

EBpormeiickoro coBera ot 13 mexabps 1999 roma o 0a30BBIX HOPMATHBHBIX

TpeboBanuax CoobmecTBa K 3IEKTPOHHBIM HOIIHI/IC}IMls;

* OHU IIpuBs3aHH k ctaHnapram EMCC,;

* B HACTOsIIIIee BpeMs ONHHUM U3 TexHmdeckux komureroB MCO (ISO TC 154")
BeJeTcss pabora C LeNbl yTBepAUTh 3TH (OpMaThl B Ka4yeCTBE CTAHIAPTOB
HNCO:

« XAdES - ISO/CD 14533-2%°
« CAdES - ISO/CD 14533-1%
« PAJES - ISO 32000-2%.

CpaBHe}me TEXHUYECCKHUX pemeﬂnﬁ

Hanuune HECKONBKUX TEXHUYECKUX PEIISHUI MO3BOJIAET pa3padoTYMKaM MPOrpaMM-
HOTrO obecriedeHnsi BHIOpaTh (hopMaT MOAMHCAHHOTO HU(PPOBOTO JOKYMEHTa, B HaH-
OoIbIIICH CTETICHH COOTBETCTBYIOIIHI UX MTOTPEOHOCTSIM.

®opmar X-SDEIR B Hambonemei crenenn noxxonut mius XML-koHTeHTa (coxpa-
HEHHOTO B BHJIC YUTAEMOI0O TEKCTAa), a TaKKe I eiedl MHTerpauuu uGpOBBIX
MOJIKCEH B MPUKIAJHBIE MPOTPAMMBI JJIsl BEICHUS JCIIOBBIX omepanuii. IToT dop-
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B.3

B.4

MaT coBMecTuM ¢ popmaroMm nudposoii noanucu XAdES, npusnaBaembiM B KauecT-
Be sTajmoHHoro B OOmeM peno3uTapuu uid neied (QyHKIHOHAJIBbHON COBMECTHMO-
CTH, BeflylieMcs PpaHIly3cKoil afMUHUCTpauen™.

®opmar C-SDEIR nydmie Bcero moaxoauT JJis MOJANMUCAHUS JIBOMYHOTO KOHTEHTA
(coxpaneHHOTO 03 M3MEHEHUIT). BO3MOXHOCTD JIETKO BBIACITUTH MOAMUCAHHBIN KOH-
TEHT MOANUCH 00eCIIeYnBacT THOKOCTh B YaCTH XPAHCHUS M MPOBEPKHU MOIIMHCAHHBIX
IUPPOBBIX TOKYMEHTOB.

®opmar P-SDEIR B HanGospmield CTENEHN MOAXOAUT ISl MPUIIOKEHUH, JENaloInX
aKIEHT Ha JOCTyIlle K KOHTEHTY JOKyMEHTa I Lened nposepku noanucu. OgHaKo
3TOT popMaT 3ape3epBUPOBaH AJIS MOANNCAHHOTO KOHTeHTa B popmate PDF.

Onucanue ¢popmara X-SDEIR

Onucanne 3Toro (opmara OyaeT IaHO B OXHOW M3 OyaylIux BepcHUi HaCTOSIIEro
TEXHUYECKOTO MPUIIOKEHUS.

Onucanue ¢popmara C-SDEIR

UToOBI cOOTBETCTBOBATh TpeOOoBaHUIM Pexomennanuu, pa3inudabie Gopmel moamnucei
B popmare CAAES JOJIDXKHBI nmers cnenyromue XxapakTepUCTUKH:

* CAdES-BES: Hanuuue naHHO# XapaKTEepUCTHKH HEOOXOAUMO IS CCBHIJIKHM Ha
cepTu(UKaT MOANMCAHTAa B COOTBETCTBUHU C 0a30BBIMU TpeOoBaHUsIMH Pexo-
merpamuu (SDEIR Core). UtoObl coorBercTBOBaTh TpeboBanusim SDEIR
Level 1, mognuce JOJIDKHA conepxarb cChUIKY Ha BCIO IIENIOYKY CEpTH(HUKA-
TOB, UMEIOIIMX OTHOIIEHHE K CePTHU(UKATY MOANUCAHTA, a CaM IOANHNCAHHBINA
unpposoit noxkyment JOJIDKEH conepxarb Bce ceprudukaTbl, Ha KOTOpHIE
JIeJIal0TCS CCHUIKY;

* CAdES-EPES: ecnu wncnoibs3yeTcs KOHLENUHs MOANUCH, (opMaT IOANHCH
noipkeH ObITh coBmecTMBIM ¢ (opmarom CAdES-EPES u nomken momost-
HATBCS KoMOMHanued uaeHtudukaropoB odwvekra (OID) n yHHBepcaabHOTO
nnentudukaropa pecypcos (URI), a Taxke UMIIPUHTOM JOKYMEHTa C M3JI0XKe-
HUEM TaKOW KOHLEIIHNH C €T0 aJIrOPUTMOM;

* CAdES-T: ecnu moanuch TOJDKHA COJlepKaTh BPEMEHHYIO METKY, OHa JOJDKHA
ObITH co3nana B popmare CAJES-T.

Uto6sr coorBercTBOBaTh TpeboBaHusM SDEIR Core, daitn SignedData, comepixa-
muiics B nugposoit noanucu B popmare C-SDEIR, JOJIDKEH ynosnerBopsTh cie-
JyIOLIUM yCJIOBHSIM:

» none encapContentInfo JOJDKHO conep:karh mOJIMCAaHHBINA KOHTEHT B IOJIC
eContent;

» none ceprudukaros JOJIDKHO conepkarb ceprudukar aBTopa KaxkaoW Moj-
IHCH;

» none clrs HE JIOJIDKHO copepskath nepeuHeil aHHYJIHPOBaHHBIX cepTUdHKa-
toB (CRL);

* mosie signerlnfos JJOJI2KHO conmepkarh MOAIUCH U, €CIU UMEIOTCS, COTIOJIITH-
cu;

* B oTHOWeHUH monst signedAttrs kaxxnoro noss SignerInfo JTOJIXKHBI cobaro-
JlaThCsl cleayromye TpeOoBaHus:

GE.10-25028



ECE/TRADE/C/CEFACT/2010/14

 NOJDKEH npucyTrcTBoBaTh OIMH pekBU3UT contentType, KoTopslil
JOJDKEH  comepxarp uneHtuduxarop obbexra id-signedData
(1.2.840.113549.1.7.2);

» JIOJIDKEH npucyTrcTBOBaTh OAMH peKBU3UT messageDigest;

« IOJDKEH npucytcTBoBarh OIMH PEKBHU3HUT signing-certificate-v2, ko-
topsiii JIOJIDKEH conepxkarb cChlIKy Ha cepTHU(HKAT MOAIUCAHTA;

« IOJDKEH npucyrcTBoBaTh 0uH pekBU3UT content-hints. [Tosie content
Type HAOJDKHO cogmepxars wuaneHtudukarop obwvekra id-data
(1.2.840.113549.1.7.1), a B orHomeHuu mnons content Description
JOJIDKHBI cobntonarbces cienyromme TpeOOBaHUS:

0 JOJIDKHA mpucyrcTBOBaTh MHGOPMaNHs O BUJE KOHTEHTA, KOTOpas
JOJIDKHA copepxaTh CCBUIKM Ha BHUJ NOANUCAHHOTO KOHTEHTa B
¢opmare MIME (nanpumep, Content-Type: text/plain ("Bua KOHTEH-
Ta: TeKCT/9uTaeMbIi");

0 oxHo onucanue koHTeHTa sBusiercsi OAKYIIBTATUBHBIM. B cny-
yae ero Hamuuums oHo JJOJDKHO copepxars ¢aiinmoBoe Ha3zBaHHE
MOANMCAHHOTO  KOHTEHTa  (Hampumep, Content-Description:
JCFV201.txt);

* MOXET mnpucyrcTBoBaTh OIMH PEKBHM3UT signing-time, conepikaliuii
nH(popManuIo 0 TOM, KOTJa MOJIHMCAHT, IO €ro YKa3aHWIO, BBITIOJIHUI
Hnpoueaypy MOANUCAHUS;

* MOXET npucyrcTBOBaTh OJUH PEKBU3HT signer-location, conepixainii
MHEMOKOJ aApeca, aCCOLUUPYEMOro ¢ MOAMNUCAHTOM B KOHKPETHOM reo-
rpaduveckoil Touke;

* MOXET mnpucyrcrBoBarh OIMH PEKBH3UT signature-policy-identifier,
colepKaliuii KOHLEIHIO MOANUCH. B cityyae Hanuuust Takoro atpuoy-
Ta OH MOXET cojepkaTb nubo moie signaturePolicylmplied (mns nm-
IUTMIUTHON KoHIeniuu), Jmbo moie signaturePolicyld (mis sxcmnu-
uutHOoM monutuku). Ecnu mpucyrcTByer none signaturePolicyld, moie
sigPolicyQualifiers siBiasiercs ®AKYJIIbTATUMBHBIM, HO mpu ero Ha-
muyun oo JIOJDKHO conepkars kBanu@uKaTop spuri ¢ ykazaHUEM
URL-aznpeca, Mo KOTOPOMY MOXHO MOJIYYUTh KOITHIO KOHLEMIHH IT0/I-
IMCH;

* MOXET npucyTcTBOBaTh OAMH PEKBH3UT signer-attributes. [lpu namm-
yuu takoro pexsusurta oH JIOJIDKEH coxmepxars moise claimedAttrib-
utes ¢ He CKpEeIJIEHHOH MOANUChI0O HHpOpMaLKeid 0 TOM, B KAKOM Kade-
cTBe BeICTynaer moamucant. Kaxnoe takoe kadectBo JOJDKHO 6bITh
3akoaupoBano B cranaapre UTF8String;

* MOXET mnpucyTcTBOBaTh OJIWH PEKBU3HUT, MIACHTHQUIMPYIOIIHUHA BHUA
obs3arennbcTBa. [Ipm ero Hammumm nose commitmentTypeidentifier
JIOJKHO COJEp KaTh OAMH U3 CIEAYIOIINX I1apaMeTpPOB:

* id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(l) mem-
ber-body(2) us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16)
cti(6) 1};

* id-cti-ets-proofOfReceipt OBJECT IDENTIFIER ::= { iso(1) mem-
ber-body(2) us(840) rsadsi(113549) pkces(1) pkes-9(9) smime(16)
cti(6) 2};
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* id-cti-ets-proofOfDelivery OBJECT IDENTIFIER ::= { iso(1) mem-
ber-body(2) us(840) rsadsi(113549) pkcs(1) pkes-9(9) smime(16)
cti(6) 3};

* id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(l) mem-
ber-body(2) us(840) rsadsi(113549) pkcs(1) pkes-9(9) smime(16)
cti(6) 4};

* id-cti-ets-proofOfApproval OBJECT IDENTIFIER := { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(l) pkes-9(9)
smime(16) cti(6) 5};

* id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::= { iso(1) mem-
ber-body(2) us(840) rsadsi(113549) pkces(1) pkes-9(9) smime(16)
cti(6) 6};

* npyrue pexBus3uTsl npucyrcrsoBats HE JJIOJDKHBI;

* B oTHOmeHUU nosist unsignedAttrs xaxmoro nonst SignerInfo JJOJIDKHBI co-
OJrroaThes ciaeayromnue TpeOoBaHNS:

* MOXKET NMPUCYTCTBOBaTh OJIMH PEKBU3UT counter-signature. Ilpu Hamu-
ynuu Takoro pexkBusuta oH JOJDKEH coxmepxaTh OJHY MU HECKOIBKO
KOHTPHOANUCEHN, OTHOCAIIUXCA K COOTBETCTBYIOIEH OANNUCH;

* MOXET mnpucyrcrBoBarh OAMH PEKBU3HT signature-timestamp. Ilpwu
Hannuuu Takoro pexksusuta oH JOJDKEH conepxaTs oguH cuMBOI Bpe-
MEHHON METKH,

* MOI'YT npucyTcTBOBaTh U APyTHE PEKBU3UTHI.

ITomumo TpeboBauwuii, npeabspinsieMbix K noamucu B popmare C-SDEIR Core, moa-
nuck B ¢popmare C-SDEIR Level 1 JJOJI’)KHA cooTBeTCTBOBAaTh TaKkKe CIEIYIOIUM
JIOTIOJIHUTENbHBIM TPEOOBAHUSIM:

* nonte ceprudukaroB JJOJIDKHO comepxarb Bce cepTU(PHUKATHI [[ETOYKH CEPTH-
(MKaTOB, OTHOCSIIUXCS K KXK0M MOIIUCH;

* s Kaxxaoro moist SignerInfo:
» JTOJDKEH npucyTcTBOBaTh MOAIUCAHHBIN PEKBU3UT Signing-time;

* MOANHMCAaHHBIN pexBU3HUT signing-certificate-v2 JIOJDKEH comepxats
CCBUIKM Ha BCE CepTU(UKATHI LENOYKH CepTU(UKATOB, MMEIOIUX OT-
HOILIEHHUE K CepTH(HKATY IOAMHMCAHTA.

ITockonbKy B naHHO# crienr(UKanuU HE OrOBOPEH KOHKPETHBIM CHHTAKCHC, JI00as
MpUKIagHas MporpaMMa, MpUromHas s npoBepkd mommucud B (opmare CAdES,
MPUTO/IHA U IS TpoBepKu nudposoro qokymenta B popmare C-SDEIR.

Onucanue popmara P-SDEIR
B.5.1 Obwue nonoscenus

HoxymenT B ¢popmare PDF moxer comepkarb 00JblIoe YUCIO HUPPOBBIX MOAIUCEN
n obnamaTh BCeMH HEOOXOIWMBIMH KadeCTBAMHU ITU(POBOT0 TOKYMEHTa, COOTBETCT-
Bytomero TpeboBanusM Pexomenmamuu. B HacTosmem pasjmene gaercss moapoOHOeE
onucanue crnenuduueckux xapakrepuctukax PDF-nonmnucei, ymnoBIETBOPSIOMIMX
6a30BBIM TpeOOBaHUSAM U TpeOoBaHUAM ypoBHs | PekomeHnammu.
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®opmarom PDF-nognucu, coorBercTBytomuM TpeboBannsM Pekomenanuu, siBiseT-
ca popmar PAJES Basic, onpenensiemsii cranaaptom ETSI TS 102 7786-2** u skBu-
BasileHTHBIN ¢popmary PDF-nmognucu, onpenensiemomy cranmaprom ISO/DIS 32000-1.

Ciienyetr OTMETHUTD, YTO JIaHHOE pELIeHUE HE MOAJIEPKUBALT:
* xoHTprioanuceil (TpeboBanue T4 Pexomennanun);
* xoHuenuuu noxnucu (rpedosanue T14 Pexomennanun);

* CCBUIKHM Ha TO, B KAKOM Ka4eCTBE BEICTynaeT moamnucanT (Tpebosanue T15 Pe-
KOMEH/IAIIHH ).

HMHHGMCHT&HI/IOHHLIC OpUuMCEHYaHU:

¢ €CJIM JOKYMCHT IMOMIJICIKUT pacliedyaTKe, OH AJOJIKECH COACPIKATh HOIOJHUTCIIb-
HBIC JaHHBIC, 6nar0z{ap${ KOTOPBIM 4YUTATCJIb MOI OBl MNpOBEPUTH €ro MOAJINH-
HOCTB U LICJIOCTHOCTD,

* YTO KacaeTcsl BUJIWUMBIX IOANHKCEH, TO paboTa B 3TOM HAaNpaBIEHUU BEIETCA
EBpomneiickum MHCTUTYTOM 10 craHaaprusanuu B obnactu ceszu (EMCC) u
Opranuzanmeil o pa3BUTHIO CTaHIAPTOB CTPYKTYPUPOBaHHOW MH(MOpMaIu
(OPCCH), ongHako Ha JaHHOM JTale Takue MOANUCH He BXOIAT B cepy OoxBa-
Ta PexoMenpanuu.

B.5.2 Xapaxmepucmuku ¢oopmama noonucu P-SDEIR PAdES Basic

®dopmar nmognucwu, nmoaaepxkuBaemerii popmarom P-SDEIR, cooTBeTCTBYeT NBYM pas-
JUYHBIM BUAaM HeBuauMbiXx PDF-noanucei, onuceiBaeMblM B IyHKTE 8.7 cTaHaapra
ISO 32000-1:

* HOJIKCh, COOTBETCTBYIOIIAs TpeOoBanusiM Pekomenaanuu, 6e3 yka3aHusi BUaa
00513aTeNbCTBA WM C YKa3aHUEM BHIA 00s3aTe€NbCTBA, OTIIMYHOTO OT "JqoKa3a-
tenbcTBa aBTOopcTBa", JOJDKHA OBITH peann3oBaHa Kak "MOAMHACH MO TOKY-
MEHTOM (MJIH OOBIYHAS IOJITUCH)";

* IOJINCH, COOTBETCTBYIOIIAas TpeOoBaHMsIM PekoMeHmanuy, ¢ yKa3aHUEeM BHAA
00s13aTeNnbCTBa, PABHO3ZHAYHOTO "moKa3arenbcTBy aBToperBa”, JJOJDKHA OvITH
peamm3oBaHa kak MDP-moamuces ("modification detection and prevention"),
KOTOPYIO HAa3bIBAIOT TAKXE AaBTOPCKOM WJIM YIOCTOBEPSIOMEH ITOANHCHIO.
MDP-nionnuck OTHOCUTCS K BUIY 2.

ITockonpKy B HaHHOW crnenu(UKAINN TakKe HE OTOBOPEH KOHKPETHBIH CHHTAaKCHC,
mo0as TpHUKIagHAas IporpamMma, NMPUTOAHAS ISl NMPOBEPKM HOANMUCH B ¢opmare
P-SDEIR Basic, mpurogHa u A MPOBEPKH MOANHUCAHHOTO U(PPOBOTO JOKyMEHTa B
¢opmare P-SDEIR Core.

B.5.2.1 Xapaxmepucmurxu gpopmama P-SDEIR Core

ITonnuce B popmare P-SDEIR Core nMeeT cieqyromume XapaKTepUCTUKHU (B COOTBET-
ctBum co craggaprom ISO 32000-1):

1.  moanuch KoaMpyeTcs ¢ HcHoib3oBaHMeM cuHTakcuca CMS, ompeje-
nsemoro popmaroMm PKCS#7 (cm. RFC 2315%);

2. ncnonb3yercs cyodmmstp "adbe.pkcs7.detached";

3. noanucs MOXET coneparh BpeMeHHYI0 MeTKy cortacHo RFC 3161%;
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B.5.2.2

noanuck HE JTOJDKHA conepkarh HUKakUX OTBETOB Ha 3aIlpOCHl O
craryce ceprudukaros (o nporokony OCSP?’) u Hukakux nepednei
aHHYJIMpOBaHHBIX cepTudukaros (CRL*) B kauecTBe MOANMCAHHBIX pe-
KBHU3UTOB;

noanuck JJOJDKHA conepsxarb ceprudukaTr noanucanra;

CepTI/I(l)I/IKaT, b1t 2000005078 OpaBO NOAIMUCH, NOJIZKCH OBITH CKPCIJICH IMOAIIHN-
ChbI0. DTO MOXKET OBITh 00ECIIEYeHO MOoCpeACTBOM:

* BKJIFOUEHHSI JOTIOJHUTEIBHOTO IOAIMCAHHOTO PEKBHU3UTA (HE ompeje-
nsemoro B crannapre ISO 32000-1), comeprkamiero naromuid mpaBo
noanucu ceptudurar ESS V2. Jlannsiit pexsusur JOJDKEH conep-
JKaTh CCBUIKY Ha cepTU(UKAT NOANNCAHTA; UIH

* BKJIFOUEGHHS B CaM JIOKYMEHT (B PyYHOM pEXHMe) HIACHTHU(HUKAIMOH-
HOW METKH cepTH(HUKAaTa, NAIOIIEro IPaBo MMOAKCH;

noarmuch MOXET conepxars naty moanucu ¥ nHQGOpManuio o Mecte u
MOTHBAX CO3JaHUs MOANNUCH;

napopmanus o motuBax JJOJIDKHA cooTBeTcTBOBaTh mapamerpy, OIpe-
JIeTISIoIIEeMy BU 00s3aTeNibeTBa JUIsl LeJiel YIOCTOBEPEHUS IOAINCAH-
HOTO nuppPOBOTO JIOKyMEHTa B bopme [Commitment-
Type=<CommitmentTypeldentifier>], rne "Label" — sra crpoka, onu-
ChIBaloOllass BHJ  00s3arenbCcTBa HA  SI3BIKE  MOANUCH, H  TIe
CommitmentTypeldentifier MoxeT w#MeTh CcIeIyOIIHE 3HAYCHUS:
proof of origin, proof of receipt, proof of delivery, proof
of approval, proof of sender. ITpumep: "[CommitmentType=proof of
receipt] Proof of Receipt".

Xapaxmepucmuxu ¢popmama P-SDEIR (Level 1)

IMonnuces B ¢popmare P-SDEIR Level 1 JJOJDKHA nomomHHUTETEHO COOTBETCTBOBATH
CIEAYIOMNUM TPEOOBAHUSIM:

» TpeboBanmne 5 pasgena 0 pacmpocTpaHsieTCs Ha BCe CEpTU(HKATHI IIETOYKH
cepTU(UKATOB, UMCIOIINX OTHOIIEHHUE K CepTU(HUKATY MOAINNCAHTA;

* TpeboBanme 6 pazmena O pacmpocTpaHseTcs Ha BCE CEpTUPUKATHI IEIIOYKH
cepTu(HKATOB, UMEIOIINX OTHOIICHUE K CEPTH(HKATY TOAMMCAHTA.
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Ipuaoxkenue C (HopMaTUBHOE): KpUNTOrpaguyeckne aJropuTMbl

[Tosnp30BaTENsIM NMPUKIAIHBIX IPOTPAMM, COOTBETCTBYIOIINX TpeOoBaHUsIM PexoMeH-
JAllMU, CIeAYyeT YYUTHIBaTh, YTO KPUIITOTPaQUUYECKHE AJITOPUTMBI MOCTOSIHHO 3BO-
JIOLMOHUPYIOT U CTAHOBSTCS Bce Ooiiee 3P PEeKTUBHBIMH.

B HacrosleM NPUIOKEHUH COAEPHKATCS PYKOBOASLIME YKAa3aHUs B OTHOLIEHUU pa3-
paboTKu U COOIIONEHHsI aJITOPUTMOB, ITpeAHA3HAYEHHBIX IS eI CO3aHusl U Mpo-
BEPKU IJIEKTPOHHBIX IIOAIIUCEH.

Yro kacaeTcs CO3JaHUs DJIEKTPOHHBIX MOAINHMCEH, TO KenaTrelbHO, YTOObl MPUKIIaI-
Hbl€ TPOTrpaMMBbl, COOTBETCTBYIOIIHME TpeOoBaHMIM PexomeHJanuu, MoaaepKuBain
KaK MUHUMYM CJIEAYIOIHUE aJITOPUTMBI:

* anropuTmsl xemupoBaHus: SHA-256
» anroputmbl noanucu: RSA 2048

Yto kacaeTcss MPOBEPKU MOAINUCEN, TO MPUKIAJIHbIE TPOTPAMMBI, COOTBETCTBYIOIIHE
TpedoBanusm Pexomennaruu, JJOJDKHDBI kak MUHUMYM MOAACPKUBATE CIICTYIOIINE
aJITOPUTMBIL:

* anropuTmsl xemupoBanus: SHA-256
» anroputmbl noanucu: RSA 2048

Jns nenedt mpoBepKH MOJMUCEH JKeJIaTeIbHO, YTOOBI MPUKIAAHBIC MPOTrPaMMBbI, CO-
OTBETCTBYIOIIHE TpeOoBaHUsIM PexoMeHanuu, MOAACPKUBAIA KaK MHUHHUMYM CJie-
JYIOIIUE aJITOPUTMBI:

* anropuTmsl xemupoBanus: SHA-1
* anroputmsbl noanucu: RSA 1024

Eciii KOHKpETHOE pelleHHe, peanusyroniee TpeGoBanus PekoMeHaaluu, npeamnona-
raeT MCIOJb30BAHUE OCOOBIX AJTOPUTMOB (HAPUMED, IUIMITUYECKUX KPUBBIX), pe-
KoMeHyeTcs obpammarscs Kk cranaapry ETSI TS 102 176%.
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Ipumeyanus

THuoBOi 3aKOH 00 NIEKTPOHHOH TOprosie, npuHaThii Komuccueit Opranuzanuu
O60bennHeHHbIX Hanuit mo npaBy MexaIyHapOIHONH TOPTOBIU:
http://www.uncitral.org/pdf/russian/texts/electcom/05-89450 Ebook.pdf

THunoBoit 3aK0H 00 NMEKTPOHHBIX MOANHCAX, NPUHATHIN Komuccueit Opranusanuu
OObvenuaeHHBIX Hanuii mo mpaBy MeXAyHapOIHOW TOPTOBIIH:
http://www.uncitral.org/pdf/russian/texts/electcom/ml-elecsig-e.pdf

CopnelicTBHE YKPEIUICHHUIO JOBEPUS K IEKTPOHHOM TOProsie: NpaBOBbIC BOIPOCHI
MEXyHapOIHOTO UCIIOIb30BAHMS NIEKTPOHHBIX METOAOB YAOCTOBEPEHUS MOMIMHHOCTH U
noxnucanus: http://www.uncitral.org/pdf/russian/texts/electcom/08-55698 Ebook.pdf
PKCS#7: http://www.rsa.com/rsalabs/node.asp?id=2129

S/MIME: http://www.ietf.org/rfc/rfc3851.txt

CMS: http://www.ietf.org/rfc/rfc3852.txt

XMLDSIG: http://www.w3.org/TR/xmldsig-core/

CAdES (ETSI TS 101 733): http://www.etsi.org

EANCOM digital signature:
http://www.gs1.org/docs/ecom/eancom/eancom_Digital Signature.pdf

Signed PDF (ISO/DIS 32000): http://www.adobe.com/devnet/pdf/pdf reference.html unu
http://www.iso.org/iso/fr/iso_catalogue/catalogue tc/catalogue detail.htm?csnumber=51502
XAdES (ETSI TS 101 903): http://www.etsi.org

PAdES (ETSI TS 102 778): http://www.etsi.org

Kurouessre citosa: http://www.faqs.org/rfes/rfc2119.html

Jupexrusa Coseta 2001/115/EC:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001L0115:EN:HTML
(7)-2-¢)

CWA 14171 on electronic signature verification: ftp://ftp.cenorm.be/PUBLIC/CWAs/
e-Europe/eSign/cwal4171-00-2004-May.pdf

TSP Status List (ETSI TS 102 231): http://www.etsi.org

Nudopmanuro o padore EMCC no teme "[Ipunaraemsie noanucu" (paboTa mpogosnKaeTcs)
cM. Ha caiite" http://webapp.etsi.org/WorkProgram/Report WorkItem.asp? WKI 1D=31946
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:EN:HTML
ISO TC 154 : http://www.iso.org/iso/iso_technical committee.html?commid=53186
ISO/CD 14533-2:
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=56025
ISO/CD 14533-1:

http://www.iso.org/iso/iso_catalogue/catalogue tc/catalogue_detail.htm?csnumber=56024
ISO 32000-2
http://www.iso.org/iso/iso_catalogue/catalogue ics/catalogue_detail ics.htm?ics1=37&ics2
=100&ics3=99&csnumber=53041

Wcnone3yemslit ppanmysckoit agmuHucTpanueit npod s nudpoBoii moamnucu B popmare
XAdES: http://www.ietf.org/rfc/rfc2315.txt

PAdES Basic (ETSI TS 102 778-2): http://www.etsi.org

RFC 2315: http://www.ietf.org/rfc/rfc2315.txt

Bpemennas metka: RFC 3161: http://www.ietf.org/rfc/rfc3161.txt & X9.95:
http://www.x9.org/news/pr050701

Online Certificate Status Protocol (mpoTokoa OHIAWHOBOTO 3ampoca craTyca cepTudukara):
http://www.ietf.org/rfc/rfc2560.txt

Certificate Revocation List (cmHcOok OTO3BaHHBIX CEPTU(PHUKATOB:
http://www.ietf.org/rfc/rfc5280.txt

Algorithms and Parameters for Secure Electronic Signatures (ETSI TS 102 176):
http://www.etsi.org
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