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Criminal Charges in Internet
Piracy Cases

» Copyright Infringement

» Organized release groups (“Warez”)

> Peer-to-Peer operators

» Web retailers for pirated software, DVDs and games

» Sellers of pirated materials on auction sites
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Criminal Charges in Internet
Piracy Cases

» Trademark

Crimes

» Web storefronts for
counterfeit hard
goods

Auction sellers of
counterfeit goods

Internet pharmacies
for counterfeit drugs
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Internet Piracy Group

_~_

»Warez Groups

» BitTorrent Groups




What are Warez?

_~_

»Warez — (Slang cracker terminology
for Software) unauthorized
copyrighted works distributed without

fees or royalties.




Types of Warez
_~_

»Video Games
>»MP3

» Cracks

» Trial versions changed with out
authorization to full versions of software
package




Warez Groups Overview

_~_

»Warez Groups:
»\ery secretive

»Members transfer files using File Transfer
Protocol

»Central servers contain group’s pirated
releases

» |If Law Enforcement can locate and seize
central server, It can usually identify the
group’s members




Warez Group Components

» Release Groups
» Obtain copyrighted material from Suppliers

» Top Sites
» Websites hosting pirated content

» Couriers
» Sites
» Leechers




BitTorrent Overview

_~_

» Most efficient and popular way to distribute
movies and software to a large number of
people

» Accounts for majority of P2P traffic

» October 21, 2008 study:

» P2P accounts 21% of global downstream traffic
» P2P accounts for 61% of global upstream traffic




BitTorrent Components

_~_

» Peers — the individuals
» Seeders and Leechers

» Tracker — the evidentiary treasure

trove
» Database of all activity by peers

» . Torrent file

» Text file that allows peer to talk to tracker to
download desired file from other peers




The primary source of newly released pirated movies come
fram thieves who camcord films in theaters. llagally
recorded mowies are then sold to "Replicators®™ who
rapidly produce millions of pirated DVDs and to
"Rel=ase GI'I:IU[JE" who distribute them around the
world through computer servers known I “Topsites”.

Facilitators act as Internet directories, or
search engines, to coordinate the mass
: downloading and exchange of pirated
content between downloaders.

"Release Groups" are individuals who obtain pirated
contant from suppliers and ara the first source of piracy
on the Internet. Release groups put pirated movies onlo
clusters of high speed computers known as “Topsites.”

The extraordinary speed and power of a Topsite
triggers the avalanche that is global Internet piracy.

Y

A downloader transfers illegal copies of
movies from the Internet to his or her
computer. The peerto-peer software
commonly wsed by downloaders
enables them to instantly share their
content with other downloaders

which greatly accelerates the

glebal spread of piratad movies.,
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BitTorrent Process

_~_

>
>

>

User visits website and downloads .torrent
file for movie, software, video game

User opens the .torrent file in BitTorrent
program

Program connects to Tracker, which
allows peer to find and connect to a group
of other peers who are distributing pieces
of the desired file

Program downloads file pieces from peers
Program puts the pieces together




How BitTorrent Works

During the process, a tracker helps the seed
and peers make decisions that are efficient for
the network as a whole.

At the beginning,
only the seed .,
has the file.




How BitTorrent Works

_~_

The seed begins to send
different pieces of the file to
different peers.




How BitTorrent Works

_~_

As soon as a peer has a piece, it starts sendlng it to
other peers that need it. °

The seed continues to
send pieces to peers.




How BitTorrent Works

_~_

Peers continue to send pieces to each other.

The seed continues
to send pieces to
peers.




How BitTorrent Works

_~_

Once all the pieces are
out, the peers can
share among
themselves until each
peer has all the pieces.

The seed can help,
but it’s no longer
necessary.




Digital Evidence Legal
Challenges

_~_

» Difficult to collect evidence at the
network level

» Individuals responsible may be located
overseas

» Difficult to hold one person or company
responsible

» Difficult to identify individuals
»Use of Aliases and proxy servers




Digital Evidence Legal
Solutions

Identify the true server location and seek
cooperation with legal attaches.

Try to obtain a copy of the server. This often
provides insight to all necessary criminal
evidence.

Because of subject limited maintenance of
records, continuous copies of connection logs
or databases may be necessary. Trackers
often only log the most recent activity.

Subjects often log their own chat sections,
these records often can be used to corroborate
subject knowledge of illegal activity.

_~_




Contact Information

_~_

» kenya.merritt@ic.fbi.gov

» Intellectual Property Prosecution Manual
(available for free at www.cybercrime.gov)

PN WWW.CYBERCRIME.GOV

; 5- Computer Crime and Intellectual Property Section (CCIPS)
of the Criminal Division of the U.S. Department of Justice




Internet Crime Complaint
Center (1C3)
+www.ic3.gov

INTFERNET ERIME CaMPLAINT SENTER,




Special Agent Kenya A. Merritt

kenya.merritt@ic.fbi.gov
Federal Bureau of Investigation
Washington, D.C.




