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|. DEFINITIONS

In this Appendix:

a) “activation” means:

phase where the control device becomes fully ofmevalt and implements all functions,
including security functions;

Activating a control device requires the use of@kshop card and the entry of its PIN
code.

b) “authentication” means:
A function intended to establish and verify a clathdentity;

c) “authenticity” means:
The property that an information is coming fromeaitp whose identity can be verified,;

d) “built-in-test (BIT)” means:
Tests run at request, triggered by the operatby@n external equipment;

e) “calendar day” means:

a day ranging from 00.00 hours to 24.00 hours.calendar days relate to UTC time
(Universal Time Co-ordinated);

f) “calibration” means:

updating or confirming vehicle parameters to bedhiel the data memory. Vehicle
parameters include vehicle identification (VIN, VRMd registering Contracting Party)
and vehicle characteristics (w, k, |, tyre sizegesp limiting device settingf applicable),
current UTC time, current odometer value);

Calibrating a control device requires the use afa@rkshop card.

g) “card number” means:

a 16 alpha-numerical characters number that unygdehtifies a tachograph card within
a Contracting Party. The card number includes ssewutive index (if applicable), a
replacement index and a renewal index;

A card is therefore uniquely identified by the camfethe issuing Contracting Party and
the card number.

h) “card consecutive index” means:

the 14" alpha-numerical character of a card number thaisisd to differentiate the
different cards issued to a company or a bodyledtito be issued several tachograph
cards. The company or the body is uniquely ideadifby the 13 first characters of the
card number;
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i) “card renewal index” means:

the 16" alpha-numerical character of a card number whicinéremented each time a
tachograph card is renewed;

j) “card replacement index” means:

the 18" alpha-numerical character of a card number whicléremented each time a
tachograph card is replaced;

k) “characteristic coefficient of the vehicle” means:

the numerical characteristic giving the value af thutput signal emitted by the part of
the vehicle linking it with the control device (gbax output shaft or axle) while the
vehicle travels a distance of one kilometre undandard test conditions (see Chapter
VI.-5.). The characteristic coefficient is exprassa impulses per kilometre (w = ...
imp/km);

[) “company card” means:

a tachograph card issued by the authorities of @r&cting Party to the owner or holder
of vehicles fitted with control devices

The company card identifies the company and allfmwglisplaying, downloading and
printing of the data stored in the control deviceioh has been locked by this company.

m) “constant of the control device” means:

the numerical characteristic giving the value of thput signal required to show and
record a distance travelled of one kilometre; tiuastant shall be expressed in impulses
per kilometre (k = ... imp/km);

n) “continuous driving time” is computed within the control device as the continuous
driving time is computed as the current accumulatedng times of a particular driver,
since the end of his last AVAILABILITY or BREAK/R&ET or UNKNOWN period of
45 minutes or more (this period may have been spbeveral periods of 15 minutes or
more). The computations involved take into accoaatnpeeded, past activities stored on
the driver card. When the driver has not insertedchrd, the computations involved are
based on the data memory recordings related t@uhent period where no card was
inserted and related to the relevant slot;

0) “control card” means:

a tachograph card issued by the authorities ofrgr@cting Party to a national competent
control authority;

The control card identifies the control body andsgibly the control officer and allows
for getting access to the data stored in the datmary or in the driver cards for
reading, printing and/or downloading.

! This way of computing the continuous driving timedathe cumulative break time serves into the cordevice for
computing the continuous driving time warning. died not prejudge the legal interpretation to beer@dhese times.

2 UNKNOWN periods correspond to periods where theedis card was not inserted in a control devicd &r which no
manual entry of driver activities was made
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p) “cumulative break time” is computed within the control device as:

the cumulative break from driving time is computad the current accumulated
AVAILABILITY or BREAK/REST or UNKNOWN? times of 15 minutes or more of a
particular driver, since the end of his last AVARILITY or BREAK/REST or
UNKNOWN? period of 45 minutes or more(this period may hbeen split in several
periods of 15 minutes or more).

The computations involved take into account, asdedg past activities stored on the
driver card. Unknown periods of negative duratistait of unknown period > end of
unknown period) due to time overlaps between twiteint control devices, are not
taken into account for the computation.

When the driver has not inserted his card, the coatns involved are based on the
data memory recordings related to the current gewbere no card was inserted and
related to the relevant slot;

g) “data memory” means:

an electronic data storage device built into thetrab device;

r) “digital signature” means:
data appended to, or a cryptographic transformaifora block of data that allows the
recipient of the block of data to prove the autlugtytand integrity of the block of data;
s) “downloading” means:

copying together with digital signature of a parbba complete set of data stored in the
data memory of the vehicle or in the memory ofctgraph card,;

Downloading may not alter or delete any stored data

t) “driver card” means:
a tachograph card issued by the authorities ofrégr&cting Party to a particular driver;
The driver card identifies the driver and allows &orage of driver activity data.

u) “effective circumference of the wheel tyres” means:

the average of the distances travelled by eacheofamheels moving the vehicle (driving
wheels) in the course of one complete rotation. Mieasurement of these distances shall
be made under standard test conditions (Chaptér.)and is expressed in the form “l =

. mm”. Vehicle manufacturers may replace the meagment of these distances by a
theoretical calculation which takes into accourd thistribution of the weight on the
axles, vehicle unladen in normal running ofderThe methods for such theoretical
calculation will be approved by a competent CoringicParty authority;

% The measurement of distances conforms to the poogiof Council Directive No. 97/27/EC of 22 Ju§9Y relating to the
masses and dimensions of certain categories ofrmaetocles and their trailers and amending Direx#®/156/EEC (OJ L
233, 25.08.97).
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v) “event” means:
abnormal operation detected by the control devicElvmay come from a fraud attempt;

w) “fault” means:
abnormal operation detected by the control devib&elvmay come from an equipment
malfunction or failure;

X) ‘“installation” means:
mounting of the control device in a vehicle;

y) “motion sensor” means:
part of the control device, providing a signal esantative of vehicle speed and/or
distance travelled;

z) “non valid card” means:
a card detected as faulty, or which initial autieiton failed, or which start of validity
date is not yet reached, or which expiry date lzssed,;

aa)“out of scope” means:
when the use of the control device is not requisgtording to the provisions of this
Agreement.

bb)“over speeding” means:
exceeding the authorised speed of the vehicleneéfas any period of more than 60
seconds during which the vehicle’s measured speagkés the limit for setting the speed
limitation devicé.

cc) “periodic inspection” means:
set of operations performed to control that thetrmbrdevice works properly and that its
settings correspond to the vehicle parameters;

dd)“printer” means:
component of the control device which provides s of stored data;

ee)“control device’means:

the total equipment intended for installation imdovehicles to show, record and store
automatically or semi-automatically details of tm®vement of such vehicles and of
certain work periods of their drivers;

* The limit for setting the speed limitation devicentorms to the provisions of Council Directive N2/6/EEC of 10
February 1992 on the installation and use of sg@msitiation devices for certain categories of motahicles in the
Community (OJ No L 057, 02/03/1992)
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ff) “renewal” means:

issue of a new tachograph card when an existing oceaches its expiry date, or is
malfunctioning and has been returned to the issaurtpority. Renewal always implies

the certainty that two valid cards do not co-exist;

gg)“repair” means:

any repair of a motion sensor or of a vehicle thrat requires disconnection of its power
supply, or disconnection from other control devéoeponents, or opening of it;

hh)“replacement” means:

i

issue of a tachograph card in replacement of astiegi card, which has been declared
lost, stolen or malfunctioning and has not beemurngtd to the issuing authority.
Replacement always implies a risk that two validlsanay co-exist;

“security certification” means:

process to certify, by a certification authofitthat the control device (or component) or
the tachograph card under investigation fulfils seeurity requirements defined in sub-
appendix 10 Generic security targets;

“self test” means:

tests run cyclically and automatically by the cohttevice to detect faults;

kk) “tachograph card” means:

smart card intended for use with the control devi¢achograph cards allow for
identification by the control device of the idewtior identity group) of the cardholder
and allow for data transfer and storage. A tachggeard may be of the following types:
driver card,

control card,

workshop card,

company card;

[) “type approval” means:

Process to certify, by a Contracting Party, thatdbntrol device (or component) or the
tachograph card under investigation fulfils theuiegments of the AETR,;

mm) “tyre size” means:

the designation of the dimensions of the tyresefewl driving wheels) in accordance
with ECE Regulation N°54

5 The provisions on security shall conform with frevisions laid out in Council Recommendation 98/CE of 7 April

1995 on common information technology security eatibn criteria (O.J. No L093, 26/04/1995).

6 Reference text in the EU is Directive 92/23/EEGbMarch 1992 relating to tyres for motor vehicknd their trailers and

to their fitting (OJ No L 129, 14/05/1992).
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nn)“vehicle identification” means:

numbers identifying the vehicle: Vehicle RegiswatNumber (VRN) with indication of
the registering Contracting Party and Vehicle |d&ation Number (VINJ;

00)“vehicle unit (VU)” means:

the control device excluding the motion sensor #rel cables connecting the motion
sensor. The vehicle unit may either be a singlé enbe several units distributed in the
vehicle, as long as it complies with the secugiyuirements of the AETR,;

pp) for computing sake in the control device “weekmeans:
the period between 00.00 hours UTC on Monday an@dd24TC on Sunday;

qq) “workshop card” means:

a tachograph card issued by the authorities of atr&cting Party to a control device
manufacturer, a fitter, a vehicle manufacturer orkghop, approved by that Contracting
Party.

The workshop card identifies the cardholder anaa#l for testing, calibration and/or
downloading of the control device.

” Vehicle identification conforms to the provisions Council Directive No. 76/114/EEC of 18 Deceml&X75 on the
approximation of the laws of the Member Statestirgdato statutory plates and inscriptions for motehicles and their
trailers, and their location and method of attachin®J, No. L 24, 30/01/1976).
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[I. GENERAL CHARACTERISTICS AND FUNCTIONS OF THE RECORDI NG
EQUIPMENT

Any vehicle fitted with the control device coayipg with the provisions of this Appendix,
must include a speed display and an odometer. Tiuestions may be included within the
control device.

1. General characteristics

The purpose of the control device is to recordiestdisplay, print, and output data related to
driver activities.

The control device includes cables, a motios®e and a vehicle unit.

The vehicle unit includes a processing undat memory, a real time clock, two smart card
interface devices (driver and co-driver), a printer display, a visual warning, a
calibration/downloading connector, and facilities éntry of user’s inputs.

The control device may be connected to other @svicrough additional connectors.

Any inclusion in or connection to the contravite of any function, device, or devices,
approved or otherwise, shall not interfere withbercapable of interfering with, the proper
and secure operation of the control device angtbeisions of this Agreement.

Control device users identify themselves to th@i@gent via tachograph cards.

The control device provides selective accagggito data and functions according to user’s
type and/or identity.

The control device records and stores data ireita tchemory and in tachograph cards.

This is done in accordance with the European pravsson the protection of individuals with
regard to the processing of personal data andeofrele movement of such data

2. Functions

The control device shall ensure the followingdtions:
- monitoring cards insertions and withdrawals,

- speed and distance measurement,

- time measurement,

- monitoring driver activities,

- monitoring driving status,

- drivers manual entries:
- entry of places where daily work periods begin andhd,
- manual entry of driver activities,
- entry of specific conditions,

8 The protection of individuals with regard to th@pessing of personal data and the free movemenialf data conform to
the provisions of Council Directive No. 95/46/EC2# October 1995, as last amended (OJ, No. L 281]121995).



ECE/TRANS/SC.1/2006/2/Add.1
page 14
- company locks management,
- monitoring control activities,
- detection of events and/or faults,
- built-in and self tests,
- reading from data memory,
- recording and storing in data memory,
- reading from tachograph cards,
- recording and storing in tachograph cards,
- displaying,
- printing,
- warning,
- data downloading to external media,
- output data to additional external devices,
- calibration,
- time adjustment.

3. Modes of operation

006 The control device shall possess four modepefation:
operational mode,

control mode,

calibration mode,

company mode.

007 The control device shall switch to the follogimode of operation according to the valid
tachograph cards inserted into the card interfaestcds:

Driver slot
Mode of
operation No card Driver card | Control card] Workshop | Company
card card

No card Operationa] Operational Control Calibratipn Company
‘5 | Driver card Operationa] Operational Control Caltma | Company
() * . .
5 | Control card Control Control ContrBl | Operational| Operationd
>
5 | Workshop Calibration | Calibration| Operational CzalibrationOperationaI
8 card )

Company Company Company| Operational Operational Comparly

card

008 O In these situations the control device shall usly the tachograph card inserted in the
driver slot.
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The control device shall ignore non valid canmdserted, except displaying, printing or
downloading data held on an expired card whichl &feapossible.

All functions listed in I.2. shall work in anyode of operation with the following
exceptions:

- the calibration function is accessible in the aalilon mode only,
- the time adjustment function is limited when nothe calibration mode,

- the driver manual entries functions are accessibleperational or calibration modes
only,

- the company locks management function is accessililee company mode only,
- the monitoring of control activities function iseational in the control mode only,

- the downloading function is not accessible in tperational mode (except as provided
for in Requirement 150).

The control device can output any data to dispprinter or external interfaces with the

following exceptions:

- in the operational mode, any personal identificat{surname and first name(s)) not
corresponding to a tachograph card inserted slealblanked and any card number not
corresponding to a tachograph card inserted shallpartially blanked (every odd
character — from left to right - shall be blanked),

- in the company mode, driver related data (requiram881, 084 and 087) can be output
only for periods not locked by another companyidastified by the first 13 digits of the
company card number),

- when no card is inserted in thecontrol device, etrirelated data can be output only for
the current and 8 previous calendar days.

4, Security

The system security aims at protecting the data omgnn such a way as to prevent
unauthorised access to and manipulation of the dath detecting any such attempts,
protecting the integrity and authenticity of daxaleanged between the motion sensor and the
vehicle unit, protecting the integrity and autheityi of data exchanged between the control
device and the tachograph cards, and verifying ititegrity and authenticity of data
downloaded.

In order to achieve the system security, thgrobdevice shall meet the security requirements
specified in the motion sensor and vehicle unitegiersecurity targets (sub-appendix 10).
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1. CONSTRUCTION AND FUNCTIONAL REQUIREMENTS FOR RECORDI NG
EQUIPMENT

1. Monitoring cards insertion and withdrawal

The control device shall monitor the card fisee devices to detect card insertions and
withdrawals.

Upon card insertion the control device shalledewhether the card inserted is a valid
tachograph card and in such a case identify the tgpe.

The control device shall be so designed thattdlchograph cards are locked in position on
their proper insertion into the card interface desi

The release of tachograph cards may functibynwhen the vehicle is stopped and after the
relevant data have been stored on the cards. Teasesof the card shall require positive
action by the user.

2. Speed and distance measurement

This function shall continuously measure and aide to provide the odometer value
corresponding to the total distance travelled Bnbhicle.

This function shall continuously measure andfie to provide the speed of the vehicle.

The speed measurement function shall also geothie information whether the vehicle is

moving or stopped. The vehicle shall be considasethoving as soon as the function detects
more than 1 imp/sec for at least 5 seconds frommibigon sensor, otherwise the vehicle shall
be considered as stopped.

Devices displaying speed (speedometer) and tosshrmte travelled (odometer) installed in
any vehicle fitted with a control device complyiwih the provisions of this Ageement, shall
comply with the requirements relating to maximurtetances laid down in this Appendix
(Chapters I11.2.1 and 111.2.2).

2.1 Measurement of distance travelled

The distance travelled may be measured either:
- so as to cumulate both forward and reverse movesnent
- so as to include only forward movement.

The control device shall measure distance fidm9 999 999.9 km.

Distance measured shall be within the followmigrances (distances of at least 1000 m.):
-+ 1% before installation,

- = 2% on installation and periodic inspection,

- +4%in use.

Distance measured shall have a resolutionrlibtta or equal to 0.1 km.

2.2 Measurement of speed
The control device shall measure speed from220 km/h.



025

025a

026

027

028

029

030
031
032

033

034
035

036

037

038

039

040

ECE/TRANS/SC.1/2006/2/Add.1
page 17

To ensure a maximum tolerance on speed digplaje 6 km/h in use, and taking into
account:

- azx 2 km/h tolerance for input variations (tyre vaoas, ...),

- azx 1 km/h tolerance in measurements made duringlliatsta or periodic inspections,

the control device shall, for speeds between 20 a8d km/h, and for characteristic
coefficients of the vehicle between 4000 and 25@@f/km, measure the speed with a
tolerance oft 1 km/h (at constant speed).

Note: The resolution of data storage brings antiaél tolerance of+ 0.5 km/h to speed
stored by the control device.

The speed shall be measured correctly wittembrmal tolerances within 2 seconds of the
end of a speed change when the speed has chargeatatup to 2m/s2.

Speed measurement shall have a resolutiorr bedte or equal to 1 km/h.

3. Time measurement
The time measurement function shall measunmamezntly and digitally provide UTC date
and time.

UTC date and time shall be used for dating utjnout the control device (recordings,
printouts, data exchange, display, ...).

In order to visualise the local time, it shbdl possible to change the offset of the time
displayed, in half hour steps.

Time drift shall be withia 2 seconds per day in type approval conditions.
Time measured shall have a resolution betser ¢in equal to 1 second.

Time measurement shall not be affected by &erread power supply cut-off of less than 12
months in type approval conditions.

4 Monitoring driver activities

This function shall permanently and separatebnitor the activities of one driver and one
co-driver.

Driver activity shall be DRIVING, WORK, AVAILABLITY, or BREAK/REST.

It shall be possible for the driver and/or tbe-driver to manually select WORK,
AVAILABILITY, or BREAK/REST.

When the vehicle is moving, DRIVING shall bdeséed automatically for the driver and
AVAILABILITY shall be selected automatically for éhco-driver.

When the vehicle stops, WORK shall be seleatedmatically for the driver.

The first change of activity arising within 128conds of the automatic change to WORK due
to the vehicle stop shall be assumed to have hagpanthe time of vehicle stop (therefore
possibly cancelling the change to WORK).

This function shall output activity changesthie recording functions at a resolution of one
minute.

Given a calendar minute, if any DRIVING aciitas occurred within the minute, the whole
minute shall be regarded as DRIVING.
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Given a calendar minute, if any DRIVING acfjpvitas occurred within both the immediately
preceding and the immediately succeeding minute,whole minute shall be regarded as
DRIVING.

Given a calendar minute that is not regarded D&dVING according to previous
requirements, the whole minute shall be regardedetmf the same type of activity as the
longest continuous activity within the minute (betlatest of the equally longests).

This function shall also permanently monitag dontinuous driving time and the cumulative
break time of the driver.

5. Monitoring driving status

This function shall permanently and automagiaalonitor the driving status.

The driving status CREW shall be selected wiaenvalid driver cards are inserted in the
equipment, the driving status SINGLE shall be geléin any other case.

6. Drivers manual entries

6.1 Entry of places where daily work periods begimand/or end

This function shall allow for the entry of péscwhere the daily work periods begin and/or
end for a driver and/or a co-driver.

Places are defined as the country and, iniaddithere applicable, the region.

At the time of a driver (or workshop) card withwal, the control device shall prompt the
(co-)driver to enter a “place where the daily wpegkiod ends”.

The control device shall allow this requedteaisregarded.

It shall be possible to input places whereydairk periods begin and/or end without card or
at times other than card insertion or withdrawal.

6.2 Manual entry of driver activities

Upon driver (or workshop) card insertion, anty at this time, the control device shall:

- remind the cardholder the date and time of hisdasd withdrawal and,

- ask the cardholder to identify if the current iigar of the card represents a continuation
of the current daily work period.

The control device shall allow the card holder isrebard the question without answering, or
to answer positively, or to answer negatively:

- In the case where the cardholder disregards thstiqunethe control device shall prompt
the cardholder for a “place where the daily workiqe begins”. The control device shall
allow this request to be disregarded. If a locai®entered, then it shall be recorded, in
the data memory and in the tachograph card, aatereto the card insertion time.

- In the case of a negative or positive answer, tlmgrol device shall invite the cardholder
to enter activities manually, with their dates aides of beginning and end, among
WORK, AVAILABILITY, or BREAK/REST only, strictly included within the period
last card withdrawal — current insertion only, amdhout allowing such activities to
overlap mutually. This shall be done in accordanitk the following procedures:
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In the case where the cardholder answers posititelthe question, the control
device shall invite the cardholder to enter agggitmanually, in chronological order,
for the period last card withdrawal — current itieer. The process shall end when
the end time of a manually entered activity eqtizscard insertion time.

In the case where the cardholder answers negatteethe question, the control
device shall:

- Invite the card holder to enter manually activitisschronological order from
the card withdrawal time up to the time of endlod telated daily work period
(or of the activities related to that vehicle ie ttase where the daily work period
continues on a record sheet). The control devied #erefore, before allowing
the cardholder to enter manually each activityiteithe cardholder to identify if
the time of end of the last recorded activity reprdgs the end of a previous work
period (see note below),

Note: In the case where the cardholder fails tdasleovhen the previous work
period ended, and manually enters an activity wigntd time equals the card
insertion time, the control device shall:

- Assume that the daily work period ended at thet stithe first REST (or
remaining UNKNOWN ) period after card withdrawalairthe time of card
withdrawal if no rest period has been entered (dntb period remains
UNKNOWN),

- Assume that the start time (see below) equalsaheiosertion time,

- Proceed through the steps below.

- Then, if the time of end of the related work perisdlifferent from the time of
card withdrawal , or if no place of end of daily tlkaeriod had been entered at
that time, prompt the cardholder to “confirm oremthe place where the daily
work period ended” (the control device shall allathis request to be
disregarded). If a location is entered, it shalfréeorded in the tachograph card
only and only if different from the one enteredcatd withdrawal (if one was
entered), and related to the time of end of thekvperiod,

- Then invite the cardholder to “enter a start timéthe current daily work period
(or of the activities related to the current vedioh the case where the card
holder previously used a record sheet during thlésop), and prompt the
cardholder for a “place where the daily work perimhins” (the control device
shall allow this request to be disregarded). Ibeation is entered, it shall be
recorded in the tachograph card and related tosthis time. If this start time is
equal to the card insertion time, the location Ishko be recorded in the data
memory,

- Then, if this start time is different from the caimsertion time, invite the
cardholder to enter manually activities in chrogidal order from this start time
up to the time of card insertion. The process shiadl when the end time of a
manually entered activity equals the card insertiioe.

The control device shall then allow the card holdemodify any activity manually
entered, until validation by selection of a specdommand, and thereafter forbid
any such modification.

Such answers to the initial question followed by activity entries, shall be
interpreted by the as if the cardholder had disiaghthe question.
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During this whole process, the control device swalit for entries no longer than the

following time-outs:

- if no interaction with the equipment’s human maehinterface is happening during 1
minute (with a visual, and possibly audible, wagnaiter 30 seconds) or,

- if the card is withdrawn or another driver (or wshbp) card is inserted or,

- as soon as the vehicle is moving,

in this case the control device shall validate entyies already made.

6.3 Entry of specific conditions

The shall allow the driver to enter, in réale, the following two specific conditions:
- “OUT OF SCOPE” (begin, end)
- “FERRY / TRAIN CROSSING”

A “FERRY / TRAIN CROSSING” may not occur if an “OUDF SCOPE” condition is
opened.

An opened “OUT OF SCOPE” condition must be autooadii closed, by the control device ,
if a driver card is inserted or withdrawn.

7. Company locks management
This function shall allow the management of ltteks placed by a company to restrict data
access in company mode to itself.

Company locks consist in a start date/timekfiof and an end date/time (lock-out)
associated with the identification of the compasydanoted by the company card number (at
lock-in).

Locks may be turned “in” or “out” in real tinoaly.

Locking-out shall only be possible for the camp whose lock is “in” (as identified by the
first 13 digits of the company card number), or,

locking-out shall be automatic if another compkocks in.

In the case where a company locks in and vtherprevious lock was for the same company,
then it will be assumed that the previous lockinatsbeen turned “out” and is still “in”.

8. Monitoring control activities

This function shall monitor DISPLAYING, PRINT® VU and card DOWNLOADING
activities carried while in control mode.

This function shall also monitor OVER SPEEDINK®NTROL activities while in control
mode. An over speeding control is deemed to haypdraed when, in control mode, the
“over speeding” printout has been sent to the eriotr to the display, or when “events and
faults” data have been downloaded from the VU daganory.

9. Detection of events and/or faults
This function shall detect the following eveatsl/or faults:

9.1 “Insertion of a non valid card” event

This event shall be triggered at the inserabany non valid card and/or when an inserted
valid card expires.
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9.2  “Card conflict” event
060 This event shall be triggered when any of thédvcards combination noted X in the
following table arise:
Driver slot
Card conflict No card | Driver card | Control card| Workshop | Company
card card
No card
B | Driver card X
(9}
5 | Control card X X X
>
5 | Workshop X X X X
o |card
@)
Company X X X
card
9.3  “Time overlap” event
061 This event shall be triggered when the dait®é bf last withdrawal of a driver card, as read
from the card, is later than the current date étioh the control device in which the card is
inserted.
9.4  “Driving without an appropriate card” event
062 This event shall be triggered for any tachdgregrds combination noted X in the following
table, when driver activity changes to DRIVING, wihen there is a change of the mode of
operation while driver activity is DRIVING:
- . Driver slot
Driving without an
appropriate card No (or non Driver Control Workshop | Company
valid) card card card card card
No (or non X X X
‘8 | valid) card
(9}
5 | Driver card X X X X
>
5 | Control card X X X X X
3 Workshop card X X X X
Company card X X X X X
9.5  “Card insertion while driving” event
063 This event shall be triggered when a tachogih is inserted in any slot, while driver

activity is DRIVING.
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9.6  “Last card session not correctly closed” event

This event shall be triggered when at cardriftsethe control device detects that, despite the
provisions laid down in paragraph Ill.1., the pms card session has not been correctly
closed (the card has been withdrawn before alvegliedata have been stored on the card).
This event shall be triggered by driver and worksbards only.

9.7  “Over speeding” event
This event shall be triggered for each oveedig.

9.8  “Power supply interruption” event

This event shall be triggered, while not inikration mode, in case of any interruption
exceeding 200 milliseconds of the power supplyhaf tnotion sensor and/or of the vehicle
unit. The interruption threshold shall be defingdthe manufacturer. The drop in power
supply due to the starting of the engine of thdaletshall not trigger this event.

9.9 “Motion data error” event

This event shall be triggered in case of iom@ion of the normal data flow between the
motion sensor and the vehicle unit and/or in cdsiata integrity or data authentication error
during data exchange between the motion sensathanekhicle unit.

9.10 *“Security breach attempt” event

This event shall be triggered for any othemewdfecting the security of the motion sensor
and/or of the vehicle unit as specified within generic security targets of these components,
while not in calibration mode.

9.11 *“Card” fault
This fault shall be triggered when a tachogreguid failure occurs during operation.

9.12 “Control device " fault
This fault shall be triggered for any of thés&ires, while not in calibration mode:
- VU internal fault

- Printer fault
- Display fault
- Downloading fault
- Sensor fault
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10 Built-in and self tests

071 The control device shall self-detect fault®tigh self tests and built-in-tests, accordind t
following table:

Sub-assembly to test self test Built-in-test
Software Integrity
Data memory Access Access, data integrity
Card interface devices Access Access
Keyboard Manual check
Printer (up to manufacturer) Printout
Display Visual check
Downloading Proper operation
(performed only during
downloading)
Sensor Proper operation Proper operation

11. Reading from data memory

072  The control device shall be able to read amy si@red in its data memory.

12. Recording and storing in the data memory

For the purpose of this paragraph,

- “365 days” is defined as 365 calendar days of ayeedrivers activity in a vehicle. The
average activity per day in a vehicle is definechkeast 6 drivers or co-drivers, 6 card
insertion withdrawal cycles, and 256 activity chesg“365 days” therefore include at
least 2190 (co-)drivers, 2190 card insertion widlvel cycles, and 93440 activity
changes.

- times are recorded with a resolution of one minutdgss otherwise specified,
- odometer values are recorded with a resolutiomeflaolometre.
- speeds are recorded with a resolution of 1 km/h.

073 Data stored into the data memory shall notfteeted by an external power supply cut-off of
less than twelve months in type approval conditions

074  The control device shall be able to recordstoce implicitly or explicitly in its data memory
the following:
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12.1 Equipment identification data

12.1.1 Vehicle Unit identification data

The control device shall be able to store éndata memory the following vehicle unit
identification data:

- name of the manufacturer,

- address of the manufacturer,

- part number,

- serial number,

- software version number,

- software version installation date,
- year of equipment manufacture,
- approval number,

Vehicle unit identification data are recordew &tored once and for all by the vehicle unit
manufacturer, except the software related data thedapproval number which may be
changed in case of software upgrade.

12.1.2 Motion sensor identification data
The motion sensor shall be able to store imémory the following identification data:
- name of the manufacturer,

- part number,

- serial number,

- approval number,

- embedded security component identifier (e.g. irkechip/processor part number),
- operating system identifier (e.g. software versiamber).

Motion sensor identification data are recorded stored once and for all in the motion
sensor, by the motion sensor manufacturer.

The vehicle unit shall be able to record amdesin its data memory the following currently
paired motion sensor identification data:

- serial number,
- approval number,
- first pairing date,

12.2 Security elements
The control device shall be able to store ¢lewing security elements:
European? public key,

Contracting Party certificate,
equipment certificate,
equipment private key.

Control device security elements are inserted he tquipment by the vehicle unit
manufacturer.
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12.3 Driver card insertion and withdrawal data

For each insertion and withdrawal cycle of iaedror workshop card in the equipment, the
control device shall record and store in its da¢enory:

- the card holder’s surname and first name(s) asdtorthe card,

- the card’s number, issuing Contracting Party amrgxdate as stored in the card,
- the insertion date and time,

- the vehicle odometer value at card insertion,

- the slot in which the card is inserted,

- the withdrawal date and time,

- the vehicle odometer value at card withdrawal,

- the following information about the previous vebiclsed by the driver, as stored in the
card:

- VRN and registering Contracting Party,
- card withdrawal date and time,

- aflag indicating whether, at card insertion, thedcholder has manually entered activities
or not.

The data memory shall be able to hold thesefdatt least 365 days.
When storage capacity is exhausted, new dathreplace oldest data.

12.4 Driver activity data

The control device shall record and store srddta memory whenever there is a change of
activity for the driver and/or the co-driver, andAwhenever there is a change of driving
status, and/or whenever there is an insertion thrdrawal of a driver or workshop card:

- the driving status (CREW, SINGLE)

- the slot (DRIVER, CO-DRIVER),

- the card status in the relevant slot (INSERTED, NOSERTED)(See Note),
- the activity (DRIVING, AVAILABILITY, WORK, BREAK/REST).

- the date and time of the change,

Note: INSERTED means that a valid driver or workstoard is inserted in the slot. NOT
INSERTED means the opposite i.e. no valid drivemorkshop card is inserted in the slot
(e.g. a company card is inserted or no card istedp

Note: Activity data manually entered by a drives aot recorded in the data memory.
The data memory shall be able to hold drivévig data for at least 365 days.
When storage capacity is exhausted, new dathreplace oldest data.
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12.5 Places where daily work periods start and/cend

The control device shall record and storesm#ta memory whenever a (co-)driver enters the
place where a daily work period begins and/or ends:

- If applicable, the (co-)driver card number and dasdiing Contracting Party,

- the date and time of the entry (or the date/tintegted to the entry when the entry is made
during the manual entry procedure),

- the type of entry (begin or end, condition of eptry
- the country and region entered,
- the vehicle odometer value.

The data memory shall be able to hold dailykwmriods start and/or end data for at least 365
days (with the assumption that one driver ent&rs records per day).

When storage capacity is exhausted, new datbrseplace oldest data.

12.6 Odometer data

The control device shall record in its data memthe vehicle odometer value and the
corresponding date at midnight every calendar day.

The data memory shall be able to store midragloimeter values for at least 365 calendar
days.

When storage capacity is exhausted, new dathreplace oldest data.

12.7 Detailed speed data

The control device shall record and store srddata memory the instantaneous speed of the
vehicle and the corresponding date and time atyeserond of at least the last 24 hours that
the vehicle has been moving.

12.8 Events data
For the purpose of this subparagraph, time sleateborded with a resolution of 1 second.
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detected according to the following storage rules:

The control device shall record and storesrd#ta memory the following data for each event

Event

Storage rules

Data to be recorded per event

Card conflict

-the 10 most recent events.

date and time of beginning of
event,

date and time of end of event
cards’ type, number and
issuing Contracting Party of
the two cards creating the
conflict.

Driving without an
appropriate card

- the longest event for each of
the 10 last days of occurrencq

- the 5 longest events over the
last 365 days.

date and time of beginning of
event,

date and time of end of event
cards’ type, number and
issuing Contracting Party of
any card inserted at beginnin
and/or end of the event,
number of similar events that
day.

Card insertion while
driving

- the last event for each of the
10 last days of occurrence,

date and time of the event,
card’s type, number and
issuing Contracting Party,
number of similar events that
day

Last card session nd
correctly closed

t- the 10 most recent events.

- date and time af car
insertion,
card’s type, number and
issuing Contracting Party,
last session data as read fror
the card:
- date and time of card
insertion,
- VRN and Contracting Party
of registration.
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Event

Storage rules

Data to be recorded per event

Over speeding (1)

- the most serious event for €
of the 10 last days of
occurrence (i.e. the one with
the highest average speed),

- the 5 most serious events ove
the last 365 days.

- the first event having occurre
after the last calibration

acldate and time of beginning of
event,

- date and time of end of even

- maximum speed measured

el during the event,

- arithmetic average speed

1 measured during the event,

- card’s type, number and
issuing Contracting Party of
the driver (if applicable),

- number of similar events that
day.

Power supply
interruption (2)

- the longest event for each of
the 10 last days of occurrencg

- the 5 longest events over the
last 365 days.

- date and time of beginning of
2, event,

- date and time of end of even

- cards’ type, number and
issuing Contracting Party of
any card inserted at beginnin
and/or end of the event,

- number of similar events that
day.

Motion data error

- the longest event for each o
the 10 last days of occurrenc

- the 5 longest events over the
last 365 days.

f- date and time of beginning of
2, event,

- date and time of end of even

- cards’ type, number and
issuing Contracting Party of
any card inserted at beginnin
and/or end of the event,

- number of similar events that
day.

Security breach
attempt

- the 10 most recent events pe
type of event.

r- date and time of beginning of
event,

- date and time of end of even
(if relevant),

- cards’ type, number and
issuing Contracting Party of
any card inserted at beginnin
and/or end of the event,

- type of event.
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(1) The control device shall also record andesin its data memory :
- the date and time of the last OVER SPEEDING CONTROL

- the date and time of the first over speeding foifmyvthis OVER SPEEDING
CONTROL,

- the number of over speeding events since the MEROSPEEDING CONTROL.
(2) These data may be recorded at power suppbnreection only, times may be known with
an accuracy to the minute.

12.9 Faults data
For the purpose of this subparagraph, time sleateborded with a resolution of 1 second.

The control device shall attempt to record stiode in its data memory the following data for
each fault detected according to the following ager rules:

Fault Storage rules Data to be recorded per fault
Card fault -the 10 most recent driver card - date and time of beginning of
faults. fault,

- date and time of end of fault,

- card’s type number and
issuing Contracting Party

Control device faulty the 10 most recent faults for | - date and time of beginning of

each type of fault, fault,
- the first fault after the last - date and time of end of fault,
calibration. - type of fault,

- cards’ type, number and
issuing Contracting Party of
any card inserted at beginnin

«Q

and/or end of the fault.

12.10 Calibration data
The control device shall record and storesimiéta memory data relevant to:
- known calibration parameters at the moment of atitim,

- its very first calibration following its activation
- its first calibration in the current vehicle (agidified by its VIN),

- the 5 most recent calibrations (If several calibreg happen within one calendar day,
only the last one of the day shall be stored).

The following data shall be recorded for edcthese calibrations:
- Purpose of calibration (activation, first instailbet, installation, periodic inspection)

- workshop name and address,
- workshop card number, card issuing ContractingyRartl card expiry date,
- vehicle identification,

- parameters updated or confirmed: w, k, |, tyre ,siggeed limiting device setting,
odometer (old and new values), date and time (ottrew values).
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099 The motion sensor shall record and store inmtmory the following motion sensor

installation data:
- first pairing with a VU (date, time, VU approvalmber, VU serial number),

- last pairing with a VU (date, time, VU approval noen, VU serial number).

12.11 Time adjustment data
100 The control device shall record and storesiniéta memory data relevant to:
- the most recent time adjustment,
- the 5 largest time adjustments, since last caldmat
performed in calibration mode outside the frama aégular calibration (def. f)).

101  The following data shall be recorded for edcthese time adjustments:
- date and time, old value,
- date and time, new value,
- workshop name and address,
- workshop card number, card issuing ContractingyRart card expiry date.

12.12  Control activity data

102 The control device shall record and storesméta memory the following data relevant to the
20 most recent control activities:

- date and time of the control,
- control card number and card issuing ContractimyyPa

- type of the control (displaying and/or printing &rdVU downloading and/or card
downloading).

103 In case of downloading, the dates of the oldedtof the most recent days downloaded shall
also be recorded.

12.13 Company locks data

104  The control device shall record and storesréta memory the following data relevant to the
20 most recent company locks:

- lock-in date and time,

- lock-out date and time,

- company card number and card issuing Contractinty Pa
- company name and address.

12.14 Download activity data

105 The control device shall record and storesréta memory the following data relevant to the
last data memory downloading to external mediaevimlcompany or in calibration mode:

- date and time of downloading,
- company or workshop card number and card issuingr&cting Party,
- company or workshop name.
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12.15  Specific conditions data

The control device shall record in its datanowy the following data relevant to specific
conditions:

- Date and time of the entry,
- Type of specific condition.

The data memory shall be able to hold spectiditions data for at least 365 days (with the
assumption that on average, 1 condition is opendd:kbbsed per day). When storage capacity
is exhausted, new data shall replace oldest data.

13. Reading from tachograph cards

The control device shall be able to read fraohograph cards, where applicable, the

necessary data:

- to identify the card type, the card holder, thevimesly used vehicle, the date and time of
the last card withdrawal and the activity selecethat time,

- to check that last card session was correctly dlose

- to compute the driver's continuous driving timepuuative break time and cumulated
driving times for the previous and the current week

- to print requested printouts related to data @@edon a driver card,

- to download a driver card to external media.

In case of a reading error, the recording egai shall try again, three times maximum, the
same read command, and then if still unsuccesddalare the card faulty and non valid.

14. Recording and storing on tachograph cards
The control device shall set the “card sesdata” in the driver or workshop card right after
the card insertion.

The control device shall update data stored/adial driver, workshop and/or control cards
with all necessary data relevant to the periodevtiie card is inserted and relevant to the card
holder. Data stored on these cards are specifi€thapter V.

The control device shall update driver agtigind location data (as specified in Chapter IV
paragraphs 5.2.5 and 5.2.6), stored on valid diéwel/or workshop cards, with activity and
location data manually entered by the cardholder.

Tachograph cards data update shall be suchvthah needed and taking into account card
actual storage capacity, most recent data repldestodata.

In the case of a writing error, the control idewshall try again, three times maximum, the
same write command, and then if still unsuccesstut]are the card faulty and non valid.

Before releasing a driver card, and after eldwvant data have been stored on the card, the
control device shall reset the “card session data”.

15. Displaying

The display shall include at least 20 character
The minimum character size shall be 5 mm high&5 mm wide.
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The display shall support the Latinl and Gaekacter sets defined by ISO 8859 parts 1 and
7, as specified in sub-appendix 1, Chapter 4 ‘Gttarasets’. The display may use simplified
glyphs (e.g. accented characters may be displajttdwt accent, or lower case letters may be
shown as upper case letters).

The display shall be provided with adequate aexeling lighting.
Indications shall be visible from outside tloatrol device.

The control device shall be able to display:
- default data,

- data related to warnings,
- data related to menu access,
- other data requested by a user.

Additional information may be displayed by the gohtdevice, provided that it is clearly
distinguishable from information required above.

The display of the control device shall usegliograms or pictograms combinations listed
in sub-appendix 3. Additional pictograms or pictogs combinations may also be provided
by the display, if clearly distinguishable from taBrementioned pictograms or pictograms
combinations.

The display shall always be ON when the vehschaoving.

The control device may include a manual or mat feature to turn the display OFF when
the vehicle is not moving.

Displaying format is specified in sub-appendix 5.

15.1 Default display

When no other information needs to be displatredicontrol device shall display, by default,
the following:

- thelocal time (as a result of UTC time + offsesatby the driver),

- the mode of operation,

- the current activity of the driver and the curradtivity of the co-driver,
- information related to the driver:

- if his current activity is DRIVING, his current cbnuous driving time and his
current cumulative break time,

- if his current activity is not DRIVING, the curreduration of this activity (since it
was selected) and his current cumulative break, time

information related to the co-driver:

- the current duration of his activity (since it weaedected).

Display of data related to each driver shaklear, plain and unambiguous. In the case where
the information related to the driver and the civatrcannot be displayed at the same time,
the control device shall display by default theomfation related to the driver and shall allow
the user to display the information related todbelriver.

In the case where the display width does nlawato display by default the mode of
operation, the control device shall briefly dispthg new mode of operation when it changes.

The control device shall briefly display theccholder name at card insertion.
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124a When an “OUT OF SCOPE” condition is openedntthe default display must show using
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the relevant pictogram that the condition is opefieds acceptable that the driver's current
activity may not be shown at the same time).

15.2 Warning display

The control device shall display warning infatiman using primarily the pictograms of sub-
appendix 3, completed where needed by an additionalerically coded information. A
literal description of the warning may also be atiotethe driver’s preferred language.

15.3 Menu access
The control device shall provide necessary cants through an appropriate menu structure.

15.4  Other displays
It shall be possible to display selectivelyrequest:
- the UTC date and time,

- the mode of operation (if not provided by default)

- the continuous driving time and cumulative breaketiof the driver,

- the continuous driving time and cumulative breaketiof the co-driver,

- the cumulated driving time of the driver for theyious and the current week,

- the cumulated driving time of the co-driver for frevious and the current week,

- the content of any of the six printouts under thees formats as the printouts themselves.

Printout content display shall be sequentiag by line. If the display width is less than 24
characters the user shall be provided with the ¢et@pnformation through an appropriate
mean (several lines, scrolling, ...). Printout limevoted to hand-written information may be
omitted for display.

16. Printing

The control device shall be able to print infation from its data memory and/or from
tachograph cards in accordance with the six folhgaprintouts:

- driver activities from card daily printout,

- driver activities from Vehicle Unit daily printout,

- events and faults from card printout,

- events and faults from Vehicle Unit printout,

- technical data printout,

- over speeding printout.

The detailed format and content of these printatgsspecified in sub-appendix 4.
Additional data may be provided at the end of thetputs

Additional printouts may also be provided by thentrol device, if clearly distinguishable
from the six aforementioned printouts.

The “driver activities from card daily printduand “Events and faults from card printout”
shall be available only when a driver card or akshop card is inserted in the control device.
The control device shall update data stored omdlexant card before starting printing.
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In order to produce the “driver activities frarard daily printout” or the “events and faults
from card printout”, the control device shall:

- either automatically select the driver card orwegkshop card if one only of these cards
is inserted,

- or provide a command to select the source carelectthe card in the driver slot if two
of these cards are inserted in thecontrol device.

The printer shall be able to print 24 characper line.
The minimum character size shall be 2.1 mm haigh1.5 mm wide.

The printer shall support the Latinl and Gidedcacter sets defined by 1ISO 8859 parts 1 and
7, as specified in sub-appendix 1, Chapter 4 ‘Gltarasets’.

Printers shall be so designed as to produce thiéntouts with a degree of definition likely to
avoid any ambiguity when they are read.

Printouts shall retain their dimensions andmiags under normal conditions of humidity
(10-90%) and temperature.

The paper for use by the control device shedirlihe relevant type approval mark and the
indication of the type(s) of control device with i it may be used. Printouts shall remain
clearly legible and identifiable under normal cdimfis of storage, in terms of light intensity,
humidity and temperature, for at least one year.

It shall also be possible to add hand-writtetes, such as the driver’s signature, to these
documents.

The control device shall manage “paper outhes/evhile printing by, once paper has been re-
loaded, restarting printing from printout beginnimgby continuing printing and providing an
unambiguous reference to previously printed part.

17. Warnings

The control device shall warn the driver whetedting any event and/or fault.

Warning of a power supply interruption eventyniee delayed until the power supply is
reconnected.

The control device shall warn the driver 15 ués before and at the time of exceeding 4 h.
30 min. continuous driving time.

Warnings shall be visual. Audible warnings nago be provided in addition to visual
warnings.

Visual warnings shall be clearly recognisalylehe user, shall be situated in the driver’s field
of vision and shall be clearly legible both by dad by night.

Visual warnings may be built into the contrel/ite and/or remote from the control device.
In the latter case it shall bear a “T” symhad ghall be amber or orange.

Warnings shall have a duration of at least &fbisds, unless acknowledged by the user by
hitting any key of the control device. This fimtknowledgement shall not erase warning
cause display referred to in next paragraph.

Warning cause shall be displayed on the cod&aice and remain visible until acknowledged
by the user using a specific key or command of¢batrol device.
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Additional warnings may be provided, as longhes do not confuse drivers in relation to
previously defined ones.

18. Data downloading to external media

The control device shall be able to downloademuest data from its data memory or from a
driver card to external storage media via the catibn/downloading connector. The control
device shall update data stored on the relevadtlmafiore starting downloading.

In addition and as an optional feature, thetrobmlevice may, in any mode of operation,
download data through another connector to a cognpathenticated through this channel. In
such a case, company mode data access rightappaito this download.

Downloading shall not alter or delete any statata.
The calibration/downloading connector electricééiface is specified in sub-appendix 6.
Downloading protocols are specified in sub-appefdix

19. Output data to additional external devices

When the control device does not include spmedfor odometer display functions, the
control device shall provide output signal(s) ttmal for displaying the speed of the vehicle
(speedometer) and/or the total distance traveNetthé vehicle (odometer).

The vehicle unit shall also be able to outpatfbllowing data using an appropriate dedicated
serial link independent from an optional CAN busimection (ISO 11898 Road vehicles —
Interchange of digital information — Controller AreNetwork (CAN) for high speed
communication), to allow their processing by otlkectronic units installed in the vehicle:

- current UTC date and time,

- speed of the vehicle,

- total distance travelled by the vehicle (odometer),

- currently selected driver and co-driver activity,

- information if any tachograph card is currentlyarted in the driver slot and in the co-
driver slot and (if applicable) information aboietcorresponding cards identification
(card number and issuing Contracting Party).

Other data may also be output in addition to thisimmum list.

When the ignition of the vehicle is ON, these dgttall be permanently broadcasted. When
the ignition of the vehicle is OFF, at least anwamde of driver or co-driver activity and/or
any insertion or withdrawal of a tachograph cardllsfenerate a corresponding data output.
In the event that data output has been withheldstvtiie ignition of the vehicle is OFF, that
data shall be made available once the ignitiommnef/ehicle is ON again.
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20. Calibration

The calibration function shall allow:
- to automatically pair the motion sensor with the,VU

- to digitally adapt the constant of the control @ev{k) to the characteristic coefficient of
the vehicle (w) (vehicles with two or more axleizatshall be fitted with a switch device
whereby these various ratios will automatically lreught into line with the ratio for
which the equipment has been adapted to the véhicle

- to adjust (without limitation) the current time,
- to adjust the current odometer value,
- to update motion sensor identification data stamettie data memory,

- to update or confirm other parameters known tocth@rol device: vehicle identification,
w, |, tyre size and speed limiting device settihgpplicable.

Pairing the motion sensor to the VU shall cetnsit least, in:
- updating motion sensor installation data held leyrttotion sensor (as needed),

- copying from the motion sensor to the VU data memoecessary motion sensor
identification data.

The calibration function shall be able to inputecessary data through the
calibration/downloading connector in accordancéwlie calibration protocol defined in sub-
appendix 8. The calibration function may also inpeitessary data through other connectors.

21. Time adjustment
The time adjustment function shall allow foijusting the current time in amounts of 1
minute maximum at intervals of not less than 7 days

The time adjustment function shall allow fojusting the current time without limitation, in
calibration mode.

22. Performance characteristics

The Vehicle Unit shall be fully operationalthre temperature range -20°C to 70°C, and the
motion sensor in the temperature range -40°C to°@3®ata memory content shall be
preserved at temperatures down to -40°C.

The control device shall be fully operatiomatie humidity range 10% to 90%.

The control device shall be protected againstr-woltage, inversion of its power supply
polarity, and short circuits.

The control device shall conform with ECE Regjoh N°10 related to electromagnetic
compatibility and shall be protected against etesttitic discharges and transients.

9 Reference text in the EU is Commission Direc®&54/EC of 31 October 1995 adapting to technicajess Council
Directive 72/245/EEC on the approximation of thevdaof the Member States relating to the suppreseforadio
interference produced by spark-ignition engindsdito motor vehicles (OJ No L 266, 08/11/1995).
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23. Materials

All the constituent parts of the control dewvstall be made of materials of sufficient stability
and mechanical strength and with stable electandlmagnetic characteristics.

For normal conditions of use, all the intenpaits of the equipment shall be protected against
damp and dust.

The Vehicle Unit shall meet the protection gréld 40 and the motion sensor shall meet the
protection grade IP 64, as per standard IEC 529.

The control device shall conform to applicatelehnical specifications related to ergonomic
design.

The control device shall be protected agaitstiantal damage.

24. Markings

If the control device displays the vehicle oeéten value and speed, the following details shall

appear on its display:

- near the figure indicating the distance, the uhineasurement of distance, indicated by
the abbreviation “km”,

- near the figure showing the speed, the entry “km/h”

The control device may also be switched to dispheyspeed in miles per hour, in which case
the unit of measurement of speed shall be showthdwbbreviation “mph”.

A descriptive plague shall be affixed to eaepasate component of the control device and
shall show the following details:

- name and address of the manufacturer of the equipme

- manufacturer’s part number and year of manufaaifitbe equipment,
equipment serial number,

- approval mark for the equipment type,

When physical space is not sufficient to shdwalaove mentioned details, the descriptive
plaque shall show at least: the manufacturer's nanhego, and the equipment’s part number.
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V. CONSTRUCTION AND FUNCTIONAL REQUIREMENTS
FOR TACHOGRAPH CARDS

1. Visible data

The front page will contain:

the words “Driver card” or “Control card” or “Gvkshop card” or “Company card” printed in
large type in the official language or languagesh® Contracting Party issuing the card,
according to the type of the cafd.

the same words in the UNECE official languagested to form the background of the card
(see models under 178):

EN| DRIVER CARD | CONTROL CARD | WORKSHOP CARD] COMPANY CARD
CARTE DE CARTE DE , CARTE

FR| CONDUCTEUR | CONTROLEUR | CARTEDATELER | henrRrepRISE

RU KAPTOYKA KAPTOYKA KAPTOYKA KAPTOYKA
BOJUWTEJIA KOHTPOJIEPA MACTEPCKOU TTPEAITPUATUA

the name of the Contracting Party issuing #rd ¢optional);

the distinguishing sign of the Contracting YPassuing the card. The official distinguishing
signs of Contracting Parties are those drawn upadonordance with the 1968 Vienna
Convention on Road Traffic or the 1949 Geneva Cotive on Road Traffic. The
distinguishing signs of AETR Contracting Partiealkhe as follows:

AL Albania GR Greece MD Republic of Moldova
AND Andorra H Hungary RO Romania
A Austria IR Ireland SRB | Serbia
AM Armenia I Italy SK Slovakia
AZ Azerbaijan KZ Kazakhstan | SLO | Slovenia
BY Belarus LV Latvia E Spain
B Belgium FL Liechtenstein | S Sweden
BIH Bosnia and LT Lithuania CH Switzerland
Herzegovina
BG Bulgaria L Luxembourg | MK The FYR of Macedonia
HR Croatia M Malta TR Turkey
CY Cyprus MNE Montenegro | TM Turkmenistan
Ccz Czech Republic | NL Netherlands | UK United Kingdom
DK Denmark N Norway UA Ukrainia
EST Estonia PL Poland uz Uzbekistan
FIN Finland P Portugal
F France RUS Russian
Federation
D Germany RSM San Marino

19 The Contracting Parties will communicate to theE@E secretariat the words used in their natiomajuage.
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information specific to the card issued, nuratlexs follows:

Driver card Control Card Company or Workshop
card
1. surname of the control body name company or workshogq
driver name
2. first name(s) of the surname of the controller surname of card holder
driver (if applicable) (if applicable)
3. birth date of the first name(s) of the first name(s) of card
driver controller holder
(if applicable) (if applicable)
4.(a) card start of validity date
(b) card expiry date (if any)
(©) the name of the issuing authority (may be printegpage 2)
(d) a different number from the one under heading Baftministrative purposes
(optional)
5.(a) | Driving licence
number
(at the date of issug
of the driver card)
5. (b) Card number
6. Photograph of the photograph of the )
driver controller (optional)
7. Signature of the Signature of the holder (optional)
driver
8. Normal place of | Postal address of contro] postal address of compan
residence, or postal body or workshop
address of the
holder (optional).

dates shall be written using a “dd/mm/yyyy™*dd.mm.yyyy” format (day, month, year).

The reverse page will contain:

an explanation of the numbered items which appe the front page of the card;

with the specific written agreement of the leoJdnformation which is not related to the
administration of the card may also be added, sudidlition will not alter in any way the use
of the model as a tachograph card.

y
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FRONT

MODEL TACHOGRAPH CARDS

DRIVER CARD
CP BN
2.
3.
4a.
6. 4c.
A (4d.)
5a.
5h.

7.

8)

CONTRACTING PAR%

4b.

/

Y4

CONTROL CARD
1

CP )

(3)

4a.

6. 4c.

(4d.)
5b.

()
8.

CONTRACTING PARm

(4b.)

WORKSHOP CARD
o=l

@)

@)

4da.

4c.

(4d.)
5b.

()
8.

CONTRACTING PARTY

4b.

COMPANY CARD
1.
CP (2)
(3)
4a.
4c.
(4d.)
5h.

(7)

k 8.

CONTRACTING PAR'm

4b.

/

w

REVERSE

-

4c.
(4d.) No for national administrative purposes
D 5a. Driving license number  5b. Card number A

~

1.Surname 2. Firstname(s) 3. Birth date
4a. Date of start of validity of card
4b. Administrative expiry date of card

Issuing authority

6. Photograph

7. Signature (8.) Address

Please return to:

NAME OF AUTHORITY AND ADDRESS

\

L

-

4c.
(4d.) No for national administrative purposes
D 5b.  Card number

~

1. Control Body (2.) Surname (3.) First name(s)
4a. Date of start of validity of card
(4b.) Administrative expiry date of card

Issuing authority

(6.) Photograph

(7.) Signature 8. Address

Please return to:

NAME OF AUTHORITY AND ADDRESS

o

1. Workshop Name (2.) Surname (3.) First name(s)
4a. Date of start of validity of card

4b. Administrative expiry date of card

4c. Issuing authority

(4d.) No for national administrative purposes

5b. Card number

(7.) Signature 8. Address

Please return to:

NAME OF AUTHORITY AND ADDRESS ‘

-

~

1. Company Name (2.) Surname (3.) First name(s)
4a. Date of start of validity of card

4b. Administrative expiry date of card

4c. Issuing authority

(4d.) No for national administrative purposes

5b. Card number

)

(7.) Signature 8. Address

Please return to:

\

NAME OF AUTHORITY AND ADDRESS

L
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- driver card: white,

- control card: blue,

- workshop card: red,

- company card: yellow.

Tachograph cards shall be printed with thetalhg background predominant colours:
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Tachograph cards shall bear at least the folpveatures for protection of the card body
against counterfeiting and tampering:

- a security design background with fine guilloché&gras and rainbow printing,

- in the area of the photograph, the security debmrkground and the photograph shall
overlap,

- atleast one two-coloured microprint line.

After consulting the UNECE secretariat, Corttraic Parties may add colours or markings,
such as national symbols and security feature$owitprejudice to the other provisions of
this Appendix’.

2. Security

The system security aims at protecting integrityd anthenticity of data exchanged between
the cards and the control device, protecting thegnity and authenticity of data downloaded
from the cards, allowing certain write operatioméoothe cards to control device only, ruling
out any possibility of falsification of data stored the cards, preventing tampering and
detecting any attempt of that kind

In order to achieve the system security, tlehdgraph cards shall meet the security
requirements defined in the tachograph cards gesedurity target (sub-appendix 10).

Tachograph cards shall be readable by othépmgat such as personal computers.

3. Standards

The tachograph cards shall comply with theofailhg standards:
- ISO/IEC 7810 Identification cards — Physical chégastics,
- ISO/IEC 7816 Identification cards - Integrated uaits with contacts:
- Part 1: Physical characteristics,
- Part 2: Dimensions and location of the contacts,
- Part 3: Electronic signals and transmission prdgyco
- Part 4: Inter-industry commands for interchange,
- Part 8: Security related inter-industry commands,
- ISO/IEC 10373 Identification cards — Test methods,

4, Environmental and electrical specifications

The tachograph cards shall be capable of apgrabrrectly in all the climatic conditions
normally encountered in the territory of ContragtiRarties and at least in the temperature
range -25°C to +70°C with occasional peaks of up86°C, “occasional” meaning not more
than 4 hours each time and not over 100 times duhie life time of the card.

The tachograph cards shall be capable of dapgratrrectly in the humidity range 10% to
90%.

The tachograph cards shall be capable of opgraorrectly for a five-year period if used
within the environmental and electrical specifioas.
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During operation, the tachograph cards shatifamon ECE Regulation N°1Orelated to
electromagnetic compatibility, and shall be pragdcagainst electrostatic discharges.

S. Data storage

For the purpose of this paragraph,

- times are recorded with a resolution of one minutdess otherwise specified,
- odometer values are recorded with a resolutiomeflolometre,

- speeds are recorded with a resolution of 1 km/h.

The tachograph cards functions, commands and logttactures, fulfilling data storage
requirements are specified in sub-appendix 2.

This paragraph specifies minimum storage capéani the various application data files. The
tachograph cards shall be able to indicate to tmeral device the actual storage capacity of
these data files.

Any additional data that may be stored on tachdyregrds, related to other applications
eventually borne by the card, shall be stored gsoatance with the European provisiron

the protection of individuals with regard to theogessing of personal data and on the free
movement of such data.

5.1 Card identification and security data

5.1.1  Application identification
The tachograph cards shall be able to storfollegving application identification data:
- tachograph application identification,

- type of tachograph card identification.

5.1.2  Chip identification

The tachograph cards shall be able to storéotosving Integrated Circuit (IC) identification
data:

- IC serial number,
- IC manufacturing references.

5.1.3 ICcardidentification
The tachograph cards shall be able to storfollosving smart card identification data:
- card serial number (including manufacturing refees),

- card type approval number,

- card personaliser identification (ID),
- embedder ID,

- IC identifier.

11 Reference text in the EU is Commission Directi#58/EC of 31 October 1995 adapting to technicabpess Council
Directive 72/245/EEC on the approximation of thevdaof the Member States relating to the suppressionadio
interference produced by spark-ignition engindsdito motor vehicles (OJ No L 266, 08/11/1995).

12 The protection of individuals with regard to thegessing of personal data and the free movemesuaif data conform
to the provisions of Council Directive No. 95/46/B6€24 October 1995, as last amended (OJ No. L 28/1,1/1995).
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5.1.4  Security elements

The tachograph cards shall be able to storfotogving security elements data:
- European public key,

- Contracting Party certificate,

- card certificate,

- card private key.

52 Driver card

521  Cardidentification

The driver card shall be able to store the¥alhg card identification data:
- card number,

- issuing Contracting Party, issuing authority nars&ye date,

- card beginning of validity date, card expiry date.

5.2.2  Card holder identification

The driver card shall be able to store the¥alhg card holder identification data:
- surname of the holder,

- first name(s) of the holder,

- date of birth,

- preferred language.

5.2.3  Driving licence information

The driver card shall be able to store the¥alhg driving licence data:
- issuing Contracting Party, issuing authority name,

- driving licence number (at the date of the issuthefcard).

524 Vehicles used data

The driver card shall be able to store, foheadendar day where the card has been used, and
for each period of use of a given vehicle that ¢ayeriod of use includes all consecutive
insertion / withdrawal cycle of the card in the i, as seen from the card point of view),
the following data:

- date and time of first use of the vehicle (i.esfficard insertion for this period of use of
the vehicle, or 00h00 if the period of use is @mg at that time),

- vehicle odometer value at that time,

- date and time of last use of the vehicle, (i.e ¢asd withdrawal for this period of use of
the vehicle, or 23h59 if the period of use is oimgat that time),

- vehicle odometer value at that time,
- VRN and registering Contracting Party of the vehicl
The driver card shall be able to store at I8dstuch records.

5.25  Driver activity data

The driver card shall be able to store, fohezalendar day where the card has been used or
for which the driver has entered activities manydhe following data:
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- the date,

- adaily presence counter (increased by one for ebtttfese calendar days),
- the total distance travelled by the driver durinig day,

- adriver status at 00:00,

- whenever the driver has changed of activity, and&s changed of driving status, and/or
has inserted or withdrawn his card:

- the driving status (CREW, SINGLE)

- the slot (DRIVER, CO-DRIVER),

- the card status (INSERTED, NOT INSERTED),

- the activity (DRIVING, AVAILABILITY, WORK, BREAK/REST).
- the time of the change,

The driver card memory shall be able to holgedractivity data for at least 28 days (the
average activity of a driver is defined as 93 attighanges per day).

The data listed under requirements 197 andst8B be stored in a way allowing the retrieval
of activities in the order of their occurrence, evue case of a time overlap situation.

5.2.6  Placeswhere daily work periods start and/or end

The driver card shall be able to store theo¥alhg data related to places where daily work
periods begin and/or end, entered by the driver:

- the date and time of the entry (or the date/tinatee to the entry if the entry is made
during the manual entry procedure),

- the type of entry (begin or end, condition of eptry

- the country and region entered,

- the vehicle odometer value.

The driver card memory shall be able to holeast 42 pairs of such records.

527 Eventsdata
For the purpose of this subparagraph, time skaditbred with a resolution of 1 second.

The driver card shall be able to store datatedlto the following events detected by the
control device while the card was inserted:

- Time overlap (where this card is the cause of tten®,

- Card insertion while driving (where this card is Subject of the event),

- Last card session not correctly closed (wheredduid is the subject of the event),
- Power supply interruption,

- Motion data error,

- Security breach attempts.
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The driver card shall be able to store thetalhg data for these events:
- Event code,

- Date and time of beginning of the event (or of casgrtion if the event was on-going at
that time),

- Date and time of end of the event (or of card witlehl if the event was on-going at that
time),

VRN and registering Contracting Party of vehicleninich the event happened.

Note: For the “Time overlap” event:

- Date and time of beginning of the event shall spond to the date and time of the card
withdrawal from the previous vehicle,

- Date and time of end of the event shall corresgoritie date and time of card insertion
in current vehicle,

- Vehicle data shall correspond to the current vehiaising the event.

Note: For the “Last card session not correcthsetty event:

- date and time of beginning of event shall corredporthe card insertion date and time of
the session not correctly closed,

- date and time of end of event shall correspondheoctrd insertion date and time of the
session during which the event was detected (cusession),

- Vehicle data shall correspond to the vehicle incllthe session was not correctly closed.

The driver card shall be able to store datdhersix most recent events of each type (i.e. 36
events).

528 Faultsdata
For the purpose of this subparagraph, time sleateborded with a resolution of 1 second.

The driver card shall be able to store datatedl to the following faults detected by the
control device while the card was inserted:

- Card fault (where this card is the subject of thent),
- Control device fault.

The driver card shall be able to store the¥alhg data for these faults:
- Fault code,

- Date and time of beginning of the fault (or of cardertion if the fault was on-going at
that time),

- Date and time of end of the fault (or of card withaal if the fault was on-going at that
time),

- VRN and registering Contracting Party of vehicleninich the fault happened.

The driver card shall be able to store datalfertwelve most recent faults of each type (i.e.
24 faults).
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529  Control activity data
The driver card shall be able to store the¥alhg data related to control activities:
- date and time of the control,

- control card number and card issuing Contractiagy?

- type of the control (displaying and/or printing &rdVU downloading and/or card
downloading (see note)),

- Period downloaded, in case of downloading,
- VRN and registering Contracting Party of the veahid which the control happened.

Note: security requirements imply that card dowadiag will only be recorded if performed
through a control device.

The driver card shall be able to hold one sacbhrd.

5.2.10 Card session data

The driver card shall be able to store datatedlto the vehicle which opened its current
session:

- date and time the session was opened (i.e. caedims) with a resolution of one second,
- VRN and registering Contracting Party.

5211 Specific conditions data

The driver card shall be able to store thewiahg data related to specific conditions entered
while the card was inserted (whatever the slot):

- Date and time of the entry,
- Type of specific condition.
The driver card shall be able to hold 56 secbrds.

5.3 Workshop card

531  Security elements
The workshop card shall be able to store aoRatsdentification Number (PIN code).

The workshop card shall be able to store tptegraphic keys needed for pairing motion
sensors to vehicle units.

5.3.2 Card identification

The workshop card shall be able to store theviong card identification data:
- card number,

- issuing Contracting Party, issuing authority nars&ye date,

- card beginning of validity date, card expiry date.
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5.3.3  Card holder identification
The workshop card shall be able to store thewmg card holder identification data:
- workshop name,

- workshop address,

- surname of the holder,

- first name(s) of the holder,
- preferred language.

534  Vehiclesused data
The workshop card shall be able to store vebiaoked data records in the same manner as a
driver card.

The workshop card shall be able to store at kauch records.

5.35  Driver activity data
The workshop card shall be able to store detivity data in the same manner as a driver
card.

The workshop card shall be able to hold draetivity data for at least 1 day of average
driver activity.

5.3.6  Dailywork periods start and/or end data
The workshop card shall be able to store dadyks period start and/or end data records in
the same manner as a driver card.

The workshop card shall be able to hold at [Ba@sirs of such records.

5.3.7 Eventsand faults data
The workshop card shall be able to store everddaults data records in the same manner as
a driver card.

The workshop card shall be able to store datahie three most recent events of each type
(i.e. 18 events) and the six most recent faulesach type (i.e. 12 faults).

5.3.8  Control activity data

The workshop card shall be able to store aalattivity data record in the same manner as a
driver card.

539  Calibration and time adjustment data

The workshop card shall be able to hold recafdsalibrations and/or time adjustments
performed while the card is inserted in a contelice.

Each calibration record shall be able to hieédfollowing data:
- Purpose of calibration (activatiofirst installation, installation, periodic inspearti,),

- Vehicle identification,

- Parameters updated or confirmed (w, k, I, tyre ,sg@eed limiting device setting,
odometer (new and old values), date and time (meho#d values),

- Control device identification (VU part number, Vli@ral number, motion sensor serial
number).
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228 The workshop card shall be able to store at Bfsuch records.

229 The workshop card shall hold a counter indicathe total number of calibrations performed
with the card.

230 The workshop card shall hold a counter indagathe number of calibrations performed since
its last download.

5.3.10 Specific conditions data

230a The workshop card shall be able to store ddévant to specific conditions in the same
manner as the driver card. The workshop card bleadible to store 2 such records.

54 Control card

541 Cardidentification
231 The control card shall be able to store thieviehg card identification data:
- card number,

- issuing Contracting Party, issuing authority narsgye date,
- card beginning of validity date, card expiry datefy).

5.4.2  Card holder identification
232  The control card shall be able to store thieviehg card holder identification data:
- control body name,

- control body address,

- surname of the holder,

- first name(s) of the holder,
- preferred language.

5.4.3  Control activity data
233  The control card shall be able to store thieiohg control activity data:
- date and time of the control,

- type of the control (displaying and/or printing & VU downloading and/or card
downloading)

- period downloaded (if any),
- VRN and Contracting Party registering authoritytte controlled vehicle,
- card number and card issuing Contracting Partheftriver card controlled.

234 The control card shall be able to hold at 1888tsuch records.
5.5 Company card

55.1  Cardidentification
235 The company card shall be able to store thewoig card identification data:
- card number,

- issuing Contracting Party, issuing authority narsgye date,
- card beginning of validity date, card expiry datefy).
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55.2  Card holder identification
The company card shall be able to store thewoig card holder identification data:
- company name,

- company address.

553  Company activity data
The company card shall be able to store thewolg company activity data:
- date and time of the activity,

- type of the activity (VU locking in and/or out, dod VU downloading and/or card
downloading)

- period downloaded (if any),

- VRN and Contracting Party registering authoritywehicle,

- card number and card issuing Contracting Partgdse of card downloading).
The company card shall be able to hold at leasts28@ records.

V. INSTALLATION OF CONTROL DEVICE

1. Installation

New control devices shall be delivered nonvatdid to fitters or vehicle manufacturers, with
all calibration parameters, as listed in Chapté20l set to appropriate and valid default
values. Where no particular value is appropriaterdl parameters shall be set to strings of
“?” and numeric parameters shall be set to “0”".

Before its activation, the control device shylle access to the calibration function even if
not in calibration mode.

Before its activation, the control device simaither record nor store data referred by points
[11.12.3. to 111.12.9. and 111.12.12 to 11l.12.14nclusive.

During installation, vehicle manufacturers kpeg-set all known parameters.

Vehicle manufacturers or fitters shall activiite installed control device before the vehicle
leaves the premises where the installation tookepla

The activation of the control device shall bhggered automatically by the first insertion of a
workshop card in either of its card interface desic

Specific pairing operations required betweeanrttotion sensor and the vehicle unit, if any,
shall take place automatically before or duringvadion.

After its activation, the control device sHally enforce functions and data access rights.

The recording and storing functions of the smrdevice shall be fully operational after its
activation.

Installation shall be followed by a calibratidrne first calibration will include entry of VRN
and will take place within 2 weeks of this institia or of VRN allocation whichever comes
last.
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The control device must be positioned in thigicle in such a way as to allow the driver to
access the necessary functions from his seat.

2. Installation plaque

After the control device has been checked atallation, an installation plaque which is
clearly visible and easily accessible shall bexaffion, in or beside the control device. After
every inspection by an approved fitter or workshmmew plaque shall be affixed in place of
the previous one.

The plaque shall bear at least the followintgitke

- Name, address or trade name of the approved ditterorkshop,

- Characteristic coefficient of the vehicle, in tloerh “w = ... imp/km”,

- Constant of the control device, in the form “k =imp/km”,

- Effective circumference of the wheel tyres in tbenf “| = ... mm”,
- Tyre size,

- The date on which the characteristic coefficienthesf vehicle was determined and the
effective circumference of the wheel tyres measured

- The Vehicle Identification Number.

3. Sealing

The following part shall be sealed:

- Any connection which, if disconnected, would causdetectable alterations to be made
or undetectable data loss;

- The installation plague, unless it is attacheduohsa way that it cannot be removed
without the markings thereon being destroyed.

The seals mentioned above may be removed:
- In case of emergency,

- Toinstall, to adjust or to repair a speed limaatdevice or any other device contributing
to road safety, provided that the control devicenticmes to function reliably and
correctly and is resealed by an approved fitteworkshop (in accordance with Chapter
VI) immediately after fitting the speed limitati@evice or any other device contributing
to road safety or within seven days in other cases.

On each occasion that these seals are brokeitt@en statement giving the reasons for such
action shall be prepared and made available toah®petent authority.
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VI. CHECKS, INSPECTIONS AND REPAIRS

Requirements on the circumstances in which seaysheaemoved, as referred to in article 9,
paragraph 5 of the Annex to this Agreement. aranddfin Chapter V, part 3 of this
Appendix.

1. Approval of fitters or workshops

The Contracting Parties will approve, regularly ttohand certify the bodies to carry out:
- installations,

- checks,

- inspections,

- repairs.

In the framework of article 9, paragraph 1 of thendx to this Agreement workshop cards

will be issued only to fitters and/or workshops egwed for the activation and/or the
calibration of control device in conformity withishAppendix and, unless duly justified:

- who are not eligible for a company card;

- and whose other professional activities do not eares potential compromise of the
overall security of the system as defined in subeaplix 10.

2. Check of new or repaired instruments

Every individual device, whether new or repairghall be checked in respect of its proper
operation and the accuracy of its reading and d#egs, within the limits laid down in
Chapter 111.2.1. and 1ll.2.2 by means of sealing ancordance with Chapter V.3. and
calibration.

3. Installation inspection

When being fitted to a vehicle, the whole ittateon (including the control device) shall
comply with the provisions relating to maximum taleces laid down in Chapter 111.2.1 and
1.2.2.

4, Periodic inspections

Periodic inspections of the equipment fittedhi® vehicles shall take place after any repair of
the equipment, or after any alteration of the ctiaréstic coefficient of the vehicle or of the
effective circumference of the tyres, or after eguent UTC time is wrong by more than 20
minutes, or when the VRN has changed, and at égast within two years (24 months) of the
last inspection.
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These inspections shall include the followihgaks:

- that the control device is working properly, indhgithe data storage in tachograph cards
function,

- that compliance with the provisions of chapter2lll. and 111.2.2 on the maximum
tolerances on installation is ensured,

- that the control device carries the type approvalkn

- that the installation plaque is affixed,

- that the seals on the equipment and on the othiex plthe installation are intact,
- the tyre size and the actual circumference of theektyres.

These inspections shall include a calibration.

5. Measurement of errors

The measurement of errors on installation amdng use shall be carried out under the
following conditions, which are to be regarded asstituting standard test conditions:

- vehicle unladen, in normal running order,

- tyre pressures in accordance with the manufactinestructions,
- tyre wear, within the limits allowed by nationahia

- vehicle movement:

- the vehicle shall advance under its own engine pawea straight line on level
ground and at a speed of %05 km/h. The measuring distance shall be at least
1000m.

- provided that it is of comparable accuracy, altemeamethods, such as a suitable test
bench, may also be used for the test.

6. Repairs

Workshops shall be able to download data fiwencbntrol device to give the data back to the
appropriate transport company.

Approved workshops shall issue to transport paones a certificate of data un-
downloadability where the malfunction of the cohtdevice prevents previously recorded
data to be downloaded, even after repair by thiksfmp. The workshops will keep a copy of
each issued certificate for at least one year.
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VIl. CARD |ISSUING

The card issuing processes set-up by the Contgatanties shall conform to the following:

The card number of the first issue of a tacholgrcard to an applicant shall have a
consecutive index (if applicable) and a replacenmaiéx and a renewal index set to “0”.

The card numbers of all non personal tachogcaptis issued to a single control body or a
single workshop or a single transport company dtalk the same first 13 digits, and shall all
have a different consecutive index.

A tachograph card issued in replacement ofxastimg tachograph card shall have the same
card number than the replaced one except the epkaat index which shall be raised by “1”
(in the order O, ..., 9, A, ..., 2).

A tachograph card issued in replacement ofxéstieg tachograph card shall have the same
card expiry date as the replaced one.

A tachograph card issued in renewal of an iegigachograph card shall have the same card
number as the renewed one except the replacendmit which shall be reset to “0” and the
renewal index which shall be raised by “1” (in tivéer O, ..., 9, A, ..., 2).

The exchange of an existing tachograph cardyder to modify administrative data, shall
follow the rules of the renewal if within the saf@entracting Party or the rules of a first issue
if performed by another Contracting Party.

The “card holder surname” for non personal whdp or control cards shall be filled with
workshop or control body name.

VIIl. Type approval of control device and tachograh cards

1. General points

For the purpose of this chapter, the words “conttevice” mean control device or its

components”. No type approval is required for thele(s) linking the motion sensor to the
VU. The paper, for use by the control device, shallconsidered as a component of the
control device.

Control devices shall be submitted for appravainplete with any integrated additional
devices.

Type approval of control devices and of tachpfgrcards shall include security related tests,
functional tests and interoperability tests. Pusitiesults to each of these tests are stated by
an appropriate certificate.

Contracting Parties type approval authoritieb mot grant a type approval certificate in
accordance with article 2 of the annex to the AEa®long as they do not hold:

- asecurity certificate,

- afunctional certificate,

- and an interoperability certificate,

for the control device or the tachograph card, ectpf the request for type approval.
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Any modification in software or hardware of #guipment or in the nature of materials used
for its manufacture shall, before being used, htfied to the authority which granted type-
approval for the equipment. This authority shahfoon to the manufacturer the extension of
the type approval, or may require an update or rdirmoation of the relevant functional,
security and/or interoperability certificates.

Procedures to upgrade in-situ control devidéwsoe shall be approved by the authority

which granted type approval for the control devigeftware upgrade must not alter nor delete
any driver activity data stored in the control deviSoftware may be upgraded only under the
responsibility of the equipment manufacturer

2. Security certificate

The security certificate is delivered in acemrck with the provisions of sub-appendix 10 of
this Appendix.

3. Functional certificate

Each candidate for type approval shall proth@eContracting Party’s type approval authority
with all the material and documentation that thiharity deems necessary.

A functional certificate shall be deliveredtbe manufacturer only after all functional tests
specified in sub-appendix 9, at least, have beeoessfully passed.

The type approval authority delivers the fummai certificate. This certificate shall indicate,
in addition to the name of its beneficiary and ithentification of the model, a detailed list of
the tests performed and the results obtained.

4. Interoperability certificate

Interoperability tests are carried out by agleincompetent laboratory recognised at the
international level.

The laboratory shall register interoperabilégt requests introduced by manufacturers in the
chronological order of their arrival.

Requests will be officially registered only wartbe laboratory is in possession of:

- the entire set of material and documents nece$sasych interoperability tests,

- the corresponding security certificate,

- the corresponding functional certificate,

The date of the registration of the request skaldiified to the manufacturer.

No interoperability tests shall be carried bytthe laboratory, for a control device or a
tachograph card that have not been granted a secartificate and a functional certificate.

Any manufacturer requesting interoperabilitstdeshall commit to leave to the laboratory in
charge of these tests the entire set of materdidacuments which he provided to carry out
the tests.
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The interoperability tests shall be carried ouaccordance with the provisions of paragraph
5 of sub-appendix 9 of this Appendix, with respesly all the types of control devices or
tachograph cards:

- for which type approval is still valid or,
- for which type approval is pending and that havalal interoperability certificate.

The interoperability certificate shall be dehed by the laboratory to the manufacturer only
after all required interoperability tests have beeocessfully passed.

If the interoperability tests are not succdssgfith one or more of the control device(s) or
tachograph card(s), as requested by requirementt@83nteroperability certificate shall not

be delivered, until the requesting manufacturer reasised the necessary modifications and
has succeeded the interoperability tests. The dbiyr shall identify the cause of the problem
with the help of the manufacturers concerned by ititeroperability fault and shall attempt to
help the requesting manufacturer in finding a tézdinsolution. In the case where the

manufacturer has modified its product, it is thenafacturer’s responsibility to ascertain from

the relevant authorities that the security cedtiécand the functional certificates are still
valid.

The interoperability certificate is valid fak snonths. It is revoked at the end of this peiifod
the manufacturer has not received a correspongdipg approval certificate. It is forwarded
by the manufacturer to the type approval authaitthe Contracting Party who has delivered
the functional certificate.

Any element that could be at the origin of meroperability fault shall not be used for profit
or to lead to a dominant position.

5. Type approval certificate

The type approval authority of the Contractagty may deliver the type approval certificate
as soon as it holds the three required certificates

The type approval certificate shall be copigdhe type approval authority to the laboratory
in charge of the interoperability tests at the twhéeeliverance to the manufacturer.

The laboratory competent for interoperabilégts shall run a public web site on which will
be updated the list of control devices or tacholgegrds models:

- for which a request for interoperability tests haeen registered,

- having received an interoperability certificategr\provisional),

- having received a type approval certificate.

6. Reserved

This part (Exceptional procedure: first interopéigb certificates) does not concern the
AETR.
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l. Introduction

This sub-appendix specifies data formats, dataehsnand data structures for use within the
control devices and tachograph cards.

1.1  Approach for definitions of data types

This sub-appendix uses Abstract Syntax Notation (%®N.1) to define data types. This
enables simple and structured data to be defingwut implying any specific transfer syntax
(encoding rules) which will be application and eomment dependent.

ASN.1 type naming conventions are done in accomrlavith ISO/IEC 8824-1. This implies

that:

- where possible, the meaning of the data type idiethphrough the names being selected,

- where a data type is a composition of other dgiagythe data type name is still a single
sequence of alphabetical characters commencing avithpital letter, however capitals
are used within the name to impart the correspandiaaning,

- in general, the data types names are related toaime of the data types from which they
are constructed, the equipment in which data igdtand the function related to the data.

If an ASN.1 type is already defined as part of heostandard and if it is relevant for usage in
the control device, then this ASN.1 type will bdided in this sub-appendix.

To enable several types of encoding rules, some .ASHpes in this sub-appendix are
constrained by value range identifiers. The vahrge identifiers are defined in paragraph 3.

1.2  References
The following references are used in this sub-agpen

ISO 639 Code for the representation of names gfuages. First Edition: 1988.

EN 726-3 Identification cards systems - Telecomrmations integrated circuit(s)
cards and terminals - Part 3 : Application indemamaard requirements.
December 1994.

ISO 3779 Road vehicles - Vehicle identification raen(VIN) - Content and
structure.
Edition 3: 1983.

ISO/IEC 7816-5 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 5: Numbering system and reagisin procedure for
application identifiers.

First edition: 1994 + Amendment 1: 1996.

ISO/IEC 8824-1 Information technology - Abstrach&x Notation 1 (ASN.1): Specification
of basic notation. Edition 2: 1998.

ISO/IEC 8825-2 Information technology - ASN.1 enitaprules: Specification of Packed
Encoding Rules (PER). Edition 2: 1998.

ISO/IEC 8859-1 Information technology - 8 bit sieiyte coded graphic character sets -
Part 1: Latin alphabet No.1. First edition: 1998.

ISO/IEC 8859-7 Information technology - 8 bit siedlyte coded graphic character sets -
Part 7: Latin/Greek alphabet. First edition: 1987.
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ISO 16844-3 Road vehicles - Tachograph systemstioM&ensor Interface. WD 3-
20/05/99.

2. Data Type Definitions

For any of the following data types, the defaulueafor an “unknown” or a “not applicable”
content will consist in filling the data elementtwiFF’ bytes.

2.1  ActivityChangelnfo

This data type enables to code, within a two bwtesd, a slot status at 00:00 and/or a driver
status at 00:00 and/or changes of activity anddanges of driving status and/or changes of
card status for a driver or a co-driver. This dgfze is related to requirements 084, 109a, 199
and 219.

ActivityChangelnfo ::= OCTET STRING (SIZE(2))
Value assignment- Octet Aligned: ‘scpaattttttttttt'B (16 bits)

For Data Memory recordings (or slot status):
‘s’B Slot:
‘0'B: DRIVER,
‘1'B: CO-DRIVER,

‘c’B Driving status:
‘0'B: SINGLE,
‘1'B: CREW,

‘P’B Driver (or workshop) card status in the redev slot:

‘0'B: INSERTED, a card is inserted,

‘1’B: NOT INSERTED, no card is inserted (or aaas withdrawn),
‘aa’B Activity:

‘00'B: BREAK/REST,

‘01'B: AVAILABILITY,

‘10'B: WORK,

‘11'B: DRIVING,

‘tettttttttt’B Time of the change: Number of mireg since 00h00 on the given day.

For Driver (or Workshop) card recordings (and dris&tus):

‘s'B Slot (not relevant when ‘p’=1 except note te):
‘0'B: DRIVER,
‘1'B: CO-DRIVER,
‘c'B Driving status (case ‘p’=0) or Following aify status (case ‘p’=1):
‘0'B: SINGLE, ‘0'B: UNKNOWN
‘1'B: CREW, ‘1'B: KNOWN (=manually entered)
‘P’B Card status:

‘0'B: INSERTED, the card is inserted in a conttelvice,
‘1’B: NOT INSERTED, the card is not inserted (be card is withdrawn),
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‘aa’B Activity (not relevant when ‘p’=1 and ‘c’=8xcept note below):
‘00'B: BREAK/REST,
‘01'B: AVAILABILITY,
‘10'B: WORK,
‘11’B: DRIVING,

‘ttttttttttt'B Time of the change: Number of mirag since 00h00 on the given day.
Note for the case ‘card withdrawal’

When the card is withdrawn:
- ‘s’is relevant and indicates the slot from whible tard is withdrawn,

- ‘c’must be setto 0,
- '‘p’ must be setto 1,
- ‘aa’ must code the current activity selected at timae,

As a result of a manual entry, the bits ‘c’ and’ ‘ahithe word (stored in a card) may be
overwritten later to reflect the entry.

2.2 Address
An address.
Address ::= SEQUENCE {
codePage INTEGER (0..255),
address OCTET STRING (SIZE(35))
}

codePagespecifies the part of the ISO/IEC 8859 used tcedbe address,
addressis an address coded in accordance with ISO/IEQ@-&88ePage.

2.3 BCDString

BCDString is applied for Binary Code Decimal (BCi2presentation. This data type is used
to represent one decimal digit in one semi octdii{g). BCDString is based on the ISO/IEC
8824-1 ‘CharacterStringType’.

BCDString ::= CHARACTER STRING (WITH COMPONENTS {
identification (WITH COMPONENTS {
fixed PRESENT }) })

BCDString uses an “hstring” notation. The leftmdstxadecimal digit shall be the most
significant semi octet of the first octet. To produa multiple of octets, zero trailing semi
octets shall be inserted, as needed, from the d¢sttisemi octet position in the first octet.

Permitted digits are : 0, 1, .. 9.

2.4  CalibrationPurpose

Code explaining why a set of calibration parametes recorded. This data type is related to
requirements 097 and 098.

CalibrationPurpose ::= OCTET STRING (SIZE(1))
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Value assignment:
‘00'H reserved value,

‘01’'H activation: recording of calibration pararaet known, at the moment of the
VU activation,

‘02'H first installation: first calibration of th&®’U after its activation,
‘03’H installation: first calibration of the VU ithe current vehicle,
‘04’ Hperiodic inspection.

2.5  CardActivityDailyRecord

Information, stored in a card, related to the driazetivities for a particular calendar day. This
data type is related to requirements 199 and 219.

CardActivityDailyRecord ::= SEQUENCE {

activityPreviousRecordLength INTEGER(O..CardAdinzengthRange),
activityRecordLength INTEGER(O..CardActivityLengtaRge),
activityRecordDate TimeReal,
activityDailyPresenceCounter DailyPresenceCounter,
activityDayDistance Distance,

activityChangelnfo SET SIZE(1..1440) OF Activity&gelnfo

}

activityPreviousRecordLength is the total length in bytes of the previous daédgord. The
maximum value is given by the length of the OCTHIR8NG containing these records (see
CardActivityLengthRange paragraph 3). When thiordés the oldest daily record, the value
of activityPreviousRecordLength must be set to 0.

activityRecordLength is the total length in bytes of this record. Thaximum value is given
by the length of the OCTET STRING containing thessords.

activityRecordDate is the date of the record.
activityDailyPresenceCounteris the daily presence counter for the card this da
activityDayDistances the total distance travelled this day.

activityChangelnfo is the set of ActivityChangelnfo data for the érvthis day. It may
contain at maximum 1440 values (one activity chapgeminute). This set always includes
the activityChangelnfo coding the driver statu6@00.

2.6  CardActivityLengthRange

Number of bytes in a driver or a workshop cardjlatée to store driver activity records.
CardActivityLengthRange ::= INTEGER(0'21)

Value assignment see paragraph 3.

2.7  CardApprovalNumber

Type approval number of the card.

Card Approval Number ::= IA5String(SIZE(8))

Value assignment Unspecified.
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2.8  CardCertificate
Certificate of the public key of a card.

CardCertificate ::= Certificate

2.9  CardChipldentification

Information, stored in a card, related to the idexation of the card’s Integrated Circuit (IC)
(requirement 191).

CardChipldentification ::= SEQUENCE {
icSerialNumber OCTET STRING (SIZE(4)),
icManufacturingReferences OCTET STRING (SIZE(4))

}

icSerialNumber is the IC serial number as defined in EN 726-3.
icManufacturingReferencesis the IC manufacturer identifier and fabricatielements as
defined in EN 726-3.

2.10 CardConsecutivelndex
A card consecutive index (definition h)).

CardConsecutivelndex=  IA5String(SIZE(1))
Value assignment (see this Appendix, chapter VII)
Order for increase: ‘0, ..., 9,A, ..., Z,a, .7,

2.11 CardControlActivityDataRecord

Information, stored in a driver or workshop caelated to the last control the driver has been
subject to (requirements 210 and 225).

CardControlActivityDataRecord ::= SEQUENCE {

controlType ControlType,

controlTime TimeReal,
controlCardNumber FullCardNumber,
controlVehicleRegistration VehicleRegistrationlt&acation,
controlDownloadPeriodBegin TimeReal,
controlDownloadPeriodEnd TimeReal

}

controlType is the type of the control.
controlTime is the date and time of the control.

controlCardNumber is the FullCardNumber of the control officer hayiperformed the
control.

controlVehicleRegistration is the VRN and registering Contracting Party d tkehicle in
which the control happened.

controlDownloadPeriodBegin and controlDownloadPeriodEnd is the period downloaded,
in case of downloading.
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2.12 CardCurrentUse

Information about the actual usage of the cardufreqment 212).
CardCurrentUse ::= SEQUENCE {

sessionOpenTime TimeReal,
sessionOpenVehicle VehicleRegistrationldentifoati

}

sessionOpenTimds the time when the card is inserted for theentrusage. This element is
set to zero at card removal.

sessionOpenVehiclas the identification of the currently used vehicset at card insertion.
This element is set to zero at card removal.

2.13 CardDriverActivity

Information, stored in a driver or a workshop camelated to the activities of the driver
(requirements 199 and 219).

CardDriverActivity ::= SEQUENCE {

activityPointerOldestDayRecord INTEGER(O.. Card#ityLengthRange-1),
activityPointerNewestRecord INTEGER(O.. CardAdyizengthRange-1),
activityDailyRecords OCTET STRING

(SIZE(CardActivityLengthRange))
}
activityPointerOldestDayRecord is the specification of the begin of the storadace
(number of bytes from the beginning of the string}the oldest complete day record in the
activityDailyRecords string. The maximum value igem by the length of the string.

activityPointerNewestRecordis the specification of the begin of the storatpe@ (number
of bytes from the beginning of the string) of theosn recent day record in the
activityDailyRecords string. The maximum value igem by the length of the string.

activityDailyRecords is the space available to store the driver agtigiita (data structure:
CardActivityDailyRecord) for each calendar day whdre card has been used.

Value assignment this octet string is cyclically filled with recds of
CardActivityDailyRecord. At the first use storing started at the first byte of the string. All
new records are appended at the end of the prewines When the string is full, storing
continues at the first byte of the string indepentigeof a break being inside a data element.
Before placing new activity data in the string éging current activityDailyRecord, or
placing a new activityDailyRecord) that replaces deml activity data,
activityPointerOldestDayRecord must be updatedeftect the new location of the oldest
complete day record, and activityPreviousRecordtlerad this (new) oldest complete day
record must be reset to 0.
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2.14 CardDrivingLicencelnformation

Information, stored in a driver card, related te tard holder driver licence data (requirement
196).

CardDrivingLicencelnformation ::= SEQUENCE {

drivingLicencelssuingAuthority Name,
drivingLicencelssuingNation NationNumeric,
drivingLicenceNumber IA5String(SIZE(16))

}

drivingLicencelssuingAuthority is the authority responsible for issuing the dylicence.

drivingLicencelssuingNation is the nationality of the authority that issued thriving
licence.

drivingLicenceNumber is the number of the driving licence.

2.15 CardEventData
Information, stored in a driver or workshop carlated to the events associated with the card
holder (requirements 204 and 223).

CardEventData ::= SEQUENCE SIZE(6) OF {
cardEventRecords SET SIZE(NoOfEventsPerType) OF
CardEventRecord

}

CardEventData is a sequence, ordered by ascending value of EaahfType, of
cardEventRecords (except security breach atterefdased records which are gathered in the
last set of the sequence).

cardEventRecordsis a set of event records of a given event typecébegory for security
breach attempts events).

2.16 CardEventRecord

Information, stored in a driver or a workshop carlated to an event associated to the card
holder (requirements 205 and 223).

CardEventRecord ::= SEQUENCE {

eventType EventFaultType,
eventBeginTime TimeReal,

eventEndTime TimeReal,
eventVehicleRegistration Vehicle Registrationl tifgration

}

eventTypeis the type of the event.
eventBeginTimeis the date and time of beginning of event.
eventEndTimeis the date and time of end of event.

eventVehicleRegistrationis the VRN and registering Contracting Party ofiigee in which
the event happened.
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2.17 CardFaultData

Information, stored in a driver or a workshop carlated to the faults associated to the card
holder (requirements 207 and 223).

CardFaultData ::= SEQUENCE SIZE(2) OF {
cardFaultRecords SET SIZE(NoOfFaultsPerType) OF
CardFaultRecord
}

CardFaultData is a sequence of control device faults set of xdollowed by card faults
set of records.

cardFaultRecordsis a set of fault records of a given fault catgg@ontrol device or card).

2.18 CardFaultRecord

Information, stored in a driver or a workshop camlated to a fault associated to the card
holder (requirement 208 and 223).

CardFaultRecord ::= SEQUENCE {

faultType EventFaultType,
faultBeginTime TimeReal,

faultEndTime TimeReal,
faultVehicleRegistration VehicleRegistrationldéicttion

}

faultType is the type of the fault.

faultBeginTime is the date and time of beginning of fault.

faultEndTime is the date and time of end of fault.

faultVehicleRegistration is the VRN and registering Contracting Party ofiiee in which
the fault happened.

2.19 Cardlccldentification

Information, stored in a card, related to the ide@tion of the integrated circuit (IC) card
(requirement 192).

Cardiccldentification ::= SEQUENCE {

clockStop OCTET STRING (SIZE(1)),
cardExtendedSerialNumber ExtendedSerialNumber,
cardApprovalNumber CardApprovalNumber
cardPersonaliserID OCTET STRING (SIZE(1)),
embedderlcAssemblerid OCTET STRING (SIZE(5)),
icldentifier OCTET STRING (SIZE(2))
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clockStopis the Clockstop mode as defined in EN 726-3.

cardExtendedSerialNumber is the IC card serial number and IC card manufaaju
reference as defined in EN 726-3 and as furtheciipeé by the ExtendedSerialNumber data

type.

cardApprovalNumber is the type approval number of the card.

cardPersonaliserIDis the card personaliser ID as defined in EN 726-3
embedderlcAssemblerldis the embedder/IC assembler identifier as defindeN 726-3.
icldentifier is the Identifier of the IC on the card and itsri@nufacturer as defined in EN
726-3.

2.20 Cardldentification

Information, stored in a card, related to the ideaition of the card (requirements 194, 215,
231, 235).

Cardldentification ::= SEQUENCE {

CardlIssuingMemberState NationNumeric,
cardNumber CardNumber,
cardlssuingAuthorityName Name,
cardlssueDate Time Real,
cardValidityBegin Time Real,
cardExpiryDate Time Real

}

cardissuingMemberStateis the code of the Contracting Party issuing #elc
cardNumber is the card number of the card.

cardlssuingAuthorityName is the name of the authority having issued the Card
cardlssueDateis the issue date of the Card to the current lolde
cardValidityBegin is the first date of validity of the card.

cardExpiryDate is the date when the validity of the card ends.

2.21 CardNumber
A card number as defined by definition (g).

CardNumber ::= CHOICE {

SEQUENCE {
driverldentification IA5String(SIZE(14)),
cardReplacementindex CardReplacementindex,
cardRenewallndex CardRenewallndex

12
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SEQUENCE {
ownerldentification IA5String(SIZE(13)),
cardConsecutivelndex CardConsecutivelndex,
cardReplacementindex CardReplacementindex,
cardRenewallndex CardRenewallndex
}
}

driverldentification is the unique identification of a driver in a Cauting Party.

ownerldentification is the unique identification of a company or a ketiop or a control
body within a Contracting Party.

cardConsecutivelndexis the card consecutive index.
cardReplacementindexis the card replacement index.
cardRenewallndexis the card renewal index.

The first sequence of the choice is suitable teadriver card number, the second sequence
of the choice is suitable to code workshop, conantd company card numbers.

2.22 CardPlaceDailyWorkPeriod

Information, stored in a driver or a workshop camlated to the places where daily work
periods begin and/or end (requirements 202 and 221)

CardPlaceDailyWorkPeriod ::= SEQUENCE {
placePointerNewestRecord INTEGER(O .. NoOfCardéRecords-1),
placeRecords SET SIZE(NoOfCardPlaceRecords) OteRkcord

}

placePointerNewestRecords the index of the last updated place record.
Value assignment Number corresponding to the numerator of the eplaxord, beginning
with ‘0’ for the first occurrence of the place reds in the structure.

placeRecordss the set of records containing the informatidatesl to the places entered..

2.23 CardPrivateKey
The private key of a card.

CardPrivateKey ::= RSAKeyPrivateExponent

2.24 CardPublicKey
The public key of a card.

CardPublicKey ::= PublicKey

2.25 CardRenewallndex
A card renewal index (definition i)).
CardRenewallndex ::= IA5String(SIZE{1)

Value assignment (see this Appendix,chapter VII).
‘o First issue.
Order forincrease: ‘0, ... ,9,A, ..., Z
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2.26 CardReplacementindex
A card replacement index (definition j)).

CardReplacementindex ::= IA5String(SIZE(1)

Value assignment (see this Appendix, chapter VII).
(0} Original card.
Order for increase: ‘0, ... ,9,A, ..., Z

2.27 CardSlotNumber
Code to distinguish between the two slots of a ¥lehunit.
CardSlotNumber ::= INTEGER {
driverSlot 0),
co-driverSlot Q)
}

Value assignment not further specified.

2.28 CardSlotsStatus
Code indicating the type of cards inserted in the $lots of the vehicle unit.

CardSlotsStatus ::= OCTET STRING (SIZE(1))
Value assignment — Octet Aligned ‘ccccdddd’B

‘cccc’B  Identification of the type of card insedtén the co-driver slot,
‘dddd’B Identification of the type of card insedten the driver slot,

with the following identification codes:
‘0000'B no card is inserted,
‘0001’'B a driver card is inserted,
‘0010'B a workshop card is inserted,
‘0011’'B a control card is inserted,
‘0100'B a company card is inserted.

2.29 CardStructureVersion
Code indicating the version of the implementedcitne in a tachograph card.

CardStructureVersion ::= OCTET STRING (SIZE(2))

Value assignment ‘aabb’H:
‘aa’H Index for changes of the structure,
‘00h’ for this version

‘bb’H Index for changes concerning the use of taaclements defined for the
structure given by the high byte, ‘00h’ for thigsien.
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2.30 CardVehicleRecord

Information, stored in a driver or workshop caelated to a period of use of a vehicle during
a calendar day (requirements 197 and 217).

CardVehicleRecord ::= SEQUENCE {

vehicleOdometerBegin OdometerShort,
vehicleOdometerEnd OdometerShort,
vehicleFirstUse TimeReal,

vehicleLastUse TimeReal,
vehicleRegistration VehicleRegistrationldentifioat
vuDataBlockCounter VuDataBlockCounter

}

vehicleOdometerBeginis the vehicle odometer value at the beginninthefperiod of use of
the vehicle.

vehicleOdometerEndis the vehicle odometer value at the end of th@ogeof use of the
vehicle.

vehicleFirstUseis the date and time of the beginning of the gkabuse of the vehicle.
vehicleLastUseis the date and time of the end of the periodsef of the vehicle.
vehicleRegistrationis the VRN and the registering Contracting Partjhefvehicle.
vuDataBlockCounter is the value of the VuDataBlockCounter at lastaotion of the period
of use of the vehicle.

2.31 CardVehiclesUsed

Information, stored in a driver or workshop cardlated to the vehicles used by the card
holder (requirements 197 and 217).

CardVehiclesUsed := SEQUENCE {

vehiclePointerNewestRecord INTEGER(O..NoOfCard¢ktRecords-1),
cardVehicleRecords SET SIZE(NoOfCardVehicleRecp@is
CardVehicleRecord

}

vehiclePointerNewestRecords the index of the last updated vehicle record.
Value assignment Number corresponding to the numerator of the atelmecord, beginning
with ‘0’ for the first occurrence of the vehiclecads in the structure.

cardVehicleRecordsis the set of records containing information onigigls used.

2.32 Certificate
The certificate of a public key issued by a Caréifion Authority.
Certificate ::= OCTET STRING (SIZE(194))

Value assignmentdigital signature with partial recovery of a GeecaiteContent according to
sub-appendix 11 common security mechanisms: Signa(i28 bytes) || Public Key
remainder (58 bytes) || Certification Authority Besnce (8 bytes).



ECE/TRANS/SC.1/2006/2/Add.1
page 73

2.33 CertificateContent

The (clear) content of the certificate of a puliey according to sub-appendix 11 common
security mechanisms.

CertificateContent ::= SEQUENCE {

certificateProfileldentifier INTEGER(0..255),
certificationAuthorityReference Keyldentifier,
certificateHolderAuthorisation CertificateHolderthorisation,
certificateEndOfValidity TimeReal,
certificateHolderReference Keyldentifier,

publicKey PublicKey

}

certificateProfileldentifier is the version of the corresponding certificate.
Value assignment ‘01h’ for this version.

certificationAuthorityReference identifies the Certification Authority issuing tlertificate.
It also references the Public Key of this Certifiica Authority.

certificateHolderAuthorisation identifies the rights of the certificate holder.
certificateEndOfValidity is the date when the certificate expires admisniistely.
certificateHolderReferenceidentifies the certificate holder. It also referes his Public Key.
publicKey is the public key that is certified by this cadifte.

2.34 CertificateHolderAuthorisation
Identification of the rights of a certificate hotde

CertificateHolderAuthorisation ::= SEQUENCE {
tachographApplicationID OCTET STRING(SIZR)
equipmentType EquipmentType

}

tachographApplicationID is the application identifier for the tachograpiplgation.
Value assignment 'FFh' '54h' '41h' '43h' '48h' '4Fh'. This AlDaigroprietary non registered
application identifier in accordance with ISO/IE81B-5.

equipmentType is the identification of the type of equipment tdieh the certificate is
intended.

Value assignmentin accordance with EquipmentType data ty@pé.certificate is the one of
a Contracting Party.
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2.35 CertificateRequestID

Unique identification of a certificate requestcétn also be used as a Vehicle Unit Public Key
Identifier if the serial number of the vehicle Utotwhich the key is intended is not known at
certificate generation time.

CertificateRequestID ::= SEQUENCE({

requestSerialNumber INTEGER(G?22)
requestMonthYear BCDString(SIZE(2))
crldentifier OCTET STRING(SIZE(1))
manufacturerCode ManufacturerCode

}

requestSerialNumber is a serial number for the certificate requestjque for the
manufacturer and the month below.

requestMonthYear is the identification of the month and the yeath#f certificate request.
Value assignment BCD coding of Month (two digits) and Year (twestaligits).

cridentifier : is an identifier to distinguish a certificate vegt from an extended serial
number.
Value assignment ‘FFh’.

manufacturerCode: is the numerical code of the manufacturer requgshe certificate.

2.36 CertificationAuthorityKID

Identifier of the Public Key of a Certification Audrity (a Contracting Party or the European
Certification Authority)

CertificationAuthorityKID ::= SEQUENCE({

nationNumeric NationNumeric
nationAlpha NationAlpha
keySerialNumber INTEGER(O..255)
additionallnfo OCTET STRING(SIZE(2))
caldentifier OCTET STRING(SIZE(1))

}

nationNumeric is the numerical nation code of the Certificatuthority.
nationAlpha is the alphanumerical nation code of the CertificaAuthority.

keySerialNumber is a serial number to distinguish the differenykef the Certification
Authority in the case keys are changed.

additionallnfo is a two byte field for additional coding (Cert#ition Authority specific).

caldentifier is an identifier to distinguish a Certification thority Key Identifier from other
Key ldentifiers.
Value assignment‘0O1h’.
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2.37 CompanyActivityData

Information, stored in a company card, related ativdies performed with the card
(requirement 237).

CompanyActivityData ::= SEQUENCE {

companyPointerNewestRecord INTEGER(O..NoOfCompantiytyRecords-1),

companyActivityRecords SET SIZE(NoOfCompanyActRecords) OF
companyActivityRecord SEQUENCE {
companyActivityType CompanyActivityType,
companyActivityTime TimeReal,
cardNumberInformation FullCardNumber,
vehicleRegistrationInformation VehicleRegistoatidentification,
downloadPeriodBegin TimeReal,
downloadPeriodEnd TimeReal

}

}

companyPointerNewestRecords the index of the last updated companyActivitg&rel.
Value assignment Number corresponding to the numerator of the amgpactivity record,
beginning with ‘0’ for the first occurrence of thtempany activity record in the structure.

companyActivityRecordsis the set of all company activity records.
companyActivityRecord is the sequence of information related to one ammctivity.
companyActivityType is the type of the company activity.

companyActivityTime is the date and time of the company activity.

cardNumberinformation is the card number and the card issuing Contrgd®arty of the
card downloaded, if any.

vehicleRegistrationInformation is the VRN and registering Contracting Party & tehicle
downloaded or locked in or out..

downloadPeriodBeginanddownloadPeriodEnd is the period downloaded from the VU, if
any.

2.38 CompanyActivityType
Code indicating an activity carried out by a compasing its company card..
CompanyActivityType ::= INTEGER {

card downloading (2),
VU downloading (2),
VU lock-in (3),
VU lock-out 4)
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2.39 CompanyCardApplicationldentification

Information, stored in a company card related ® ittentification of the application of the
card (requirement 190).

CompanyCardApplicationldentification ::= SEQUENCE {

typeOfTachographCardid EquipmentType,
cardStructureVersion CardStructureVersion,
noOfCompanyActivityRecords NoOfCompanyActivityReds

}
typeOfTachographCardld is specifying the implemented type of card.

cardStructureVersion is specifying the the version of the structuret ikaimplemented in
the card.

noOfCompanyActivityRecords is the number of company activity records the cead
store.

2.40 CompanyCardHolderldentification

Information, stored in a company card, relatedh® ¢ardholder identification (requirement
236).

CompanyCardHolderldentification ::= SEQUENCE {

companyName Name,
companyAddress Address,
cardHolderPreferredLanguage Language

}

companyNameis the name of the holder company.
companyAddressis the address of the holder company.
cardHolderPreferredLanguageis the preferred language of the card holder.

2.41 ControlCardApplicationldentification

Information, stored in a control card related te itientification of the application of the card
(requirement 190).

ControlCardApplicationldentification ::= SEQUENCE {

typeOfTachographCardid EquipmentType,
cardStructureVersion CardStructureVersion,
noOfControlActivityRecords NoOfControlActivityReods

}
typeOfTachographCardld is specifying the implemented type of card.

cardStructureVersion is specifying the version of the structure thainplemented in the
card.

noOfControlActivityRecords is the number of control activity records the cead store.
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2.42 ControlCardControlActivityData

Information, stored in a control card, related tmtecol activity performed with the card
(requirement 233).

ControlCardControlActivityData ::= SEQUENCE {

controlPointerNewestRecord INTEGER(O.. NoOfCorudlvityRecords-1),
controlActivityRecords SET SIZE(NoOfControlActiylRRecords) OF
controlActivityRecord SEQUENCE {
controlType ControlType,
controlTime TimeReal,
controlledCardNumber FullCardNumber,
controlledVehicleRegistration VehicleRegistrataentification,
controlDownloadPeriodBegin TimeReal,
controlDownloadPeriodEnd TimeReal
}

}

controlPointerNewestRecordis the index of the last updated control activégord.
Value assignment Number corresponding to the numerator of the robractivity record,
beginning with ‘0’ for the first occurrence of thentrol activity record in the structure.

controlActivityRecords is the set of all control activity records.
controlActivityRecord is the sequence of information related to oneroant
controlType is the type of the control.

controlTime is the date and time of the control.

controlledCardNumber is the card number and the card issuing Contrgqd®arty of the
card controlled.

controlledVehicleRegistration is the VRN and registering Contracting Party & trehicle
in which the control happened.

controlDownloadPeriodBegin and controlDownloadPeriodEnd is the period eventually
downloaded.

2.43 ControlCardHolderldentification

Information, stored in a control card, related twe tidentification of the cardholder
(requirement 232).

ControlCardHolderldentification ::= SEQUENCE {

controlBodyName Name,
controlBodyAddress Address,
cardHolderName HolderName,
cardHolderPreferredLanguage Language

}

controlBodyNameis the name of the control body of the card holder.
controlBodyAddressis the address of the control body of the cardiéol
cardHolderName is the name and first name(s) of the holder ofGbatrol Card.
cardHolderPreferredLanguageis the preferred language of the card holder.
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2.44 ControlType

Code indicating the activities carried out duringcentrol. This data type is related to
requirements 102, 210 and 225.

ControlType ::= OCTET STRING (SIZE(1))

Value assignment — Octet aligned‘cvpdxxxx’'B (8 bits)
‘c’'B  card downloading:
‘0’B: card not downloaded during this controligity,
‘1'B: card downloaded during this control actyit

‘v'B VU downloading:
‘0'B: VU not downloaded during this control adtiy,
‘1'B: VU downloaded during this control activity

‘P’B  printing:
‘0’B: no printing done during this control actiyj
‘1’B: printing done during this control activity

‘d’'B display:
‘0’B: no display used during this control actit
‘1'B: display used during this control activity

‘XXXX'B Not used.

2.45 CurrentDateTime
The current date and time of the control device.

CurrentDateTime ::= TimeReal

Value assignment not further specified.

2.46 DailyPresenceCounter

Counter, stored in a driver or workshop card, eased by one for each calendar day the card
has been inserted in a VU. This data type is réledeequirements 199 and 219.

DailyPresenceCounter ::= BCDString(SIZE(2))
Value assignment Consecutive Number with maximum value = 9 998rtstg again with 0.
At the time of first issuing of the card the numiseset to 0.

2.47 Datef
Date expressed in a readily printable numeric farma

Datef ::= SEQUENCE {

year BCDString(SIZE(2)),
month BCDString(SIZE(1)),
day BCDString(SIZE(1))
}
Value assignment
yyyy Year
mm Month
dd Day

‘00000000’H denotes explicitly no date.
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2.48 Distance

A distance travelled (result of the calculation tbie difference between two vehicle’'s
odometer value in kilometres).

Distance ::= INTEGER(0.2-1)
Value assignment Unsigned binary. Value in km in the operatioraige O to 9 999 km.

2.49 DriverCardApplicationldentification
Information, stored in a driver card related to idhentification of the application of the card
(requirement 190).

DriverCardApplicationldentification ::= SEQUENCE {

typeOfTachographCardid EquipmentType,
cardStructureVersion CardStructureVersion,
noOfEventsPerType NoOfEventsPerType,
noOfFaultsPerType NoOfFaultsPerType,
activityStructureLength CardActivityLengthRange,
noOfCardVehicleRecords NoOfCardVehicleRecords,
noOfCardPlaceRecords NoOfCardPlaceRecords

}
typeOfTachographCardld is specifying the implemented type of card.

cardStructureVersion is specifying the the version of the structuret isamplemented in
the card.

noOfEventsPerType is the number of events per type of event thd can record.
noOfFaultsPerType is the number of faults per type of fault thedcean record.
activityStructureLength indicates the number of bytes available for stpantivity records..
noOfCardVehicleRecordsis the number of vehicle records the card canaiont
noOfCardPlaceRecordsis the number of places the card can record.

2.50 DriverCardHolderldentification

Information, stored in a driver card, related tce tidentification of the cardholder
(requirement 195).

DriverCardHolderldentification ::= SEQUENCE {

cardHolderName HolderName,
cardHolderBirthDate Datef,
cardHolderPreferredLanguage Language

}

cardHolderName is the name and first name(s) of the holder ofdhieer Card.
cardHolderBirthDate is the date of birth of the holder of the Drivear@.
cardHolderPreferredLanguageis the preferred language of the card holder.
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2.51 EntryTypeDailyWorkPeriod

Code to distinguish between begin and end for aryesf a daily work period place and
condition of the entry.

EntryTypeDailyWorkPeriod ::= INTEGER {

Begin, related time = card insertion time or tioientry (0),
End, related time = card withdrawal time or tinieptry (1),
Begin, related time manually entered (start time) (2),
End, related time manually entered (end of wonkogol (3),
Begin, related time assumed by VU 4),
End, related time assumed by VU (5)

}
Value assignment according to ISO/IEC8824-1.

2.52 EquipmentType
Code to distinguish different types of equipmenmttf@ tachograph application.

EquipmentType ::= INTEGER(0..255)

--Reserved (0),
--Driver Card (2),
--Workshop Card (2),
--Control Card (3),
--Company Card 4),
--Manufacturing Card (5),
--Vehicle Unit (6),
--Motion Sensor (),
--RFU (8..255)

Value assignment According to ISO/IEC8824-1.
Value O is reserved for the purpose of designadii@pntracting Party or Europe in the CHA
field of certificates.

2.53 EuropeanPublicKey
The European public key.

EuropeanPublicKey ::= PublicKey

2.54 EventFaultType

Code qualifying an event or a fault.
EventFaultType ::= OCTET STRING (SIZE(1))
Value assignment:

‘Ox'H General events,

‘O0’H No further details,

‘01'H Insertion of a non valid card,

‘02'H Card conflict,

‘03'H Time overlap,

‘04'H Driving without an appropriate card,
‘O5'H Card insertion while driving,

‘06’'H Last card session not correctly closed,

‘07’H Over speeding,



‘08'H
09'H
OA’'H to ‘OF'H
‘Ix'H
‘10'H
11'H
12'H
13'H
‘14'H
‘15'H
‘16'H
17'H
‘18'H
19'H to ‘1F'H
2x'H
‘20'H
21'H
22'H
23'H
24'H
25'H
‘26'H to ‘2F'H
3x'H
30'H
‘31'H
‘32'H
‘33'H
‘34'H
‘35'H
‘36'H to ‘3F'H
‘4x’H
‘40'H
‘41'H to ‘4F'H
‘50'H to ‘7F'H
‘80'H to ‘FF'H
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Power supply interruption,
Motion data error,
RFU,

Vehicle unit related security breach attempt events

No further details,

Motion sensor authentication failure,
Tachograph card authentication failure,
Unauthorised change of motion sensor,
Card data input integrity error

Stored user data integrity error,

Internal data transfer error,
Unauthorised case opening,

Hardware sabotage,

RFU,

Sensor related security breach attempt events
No further details,

Authentication failure,

Stored data integrity error,

Internal data transfer error,

Unauthorised case opening,

Hardware sabotage,

RFU,

Control device faults,
No further details,
VU internal fault,
Printer fault,

Display fault,
Downloading fault,
Sensor fault,

RFU,

Card faults,
No further details,
RFU,

RFU,
Manufacturer specific.
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2.55 EventFaultRecordPurpose
Code explaining why an event or a fault has beearded.
EventFaultRecordPurpose ::= OCTET STRING (SIZE(1))

Value assignment:

‘* OOH one of the 10 most recent (or last) eventiRolts

‘01'H the longest event for one of the last 10slafoccurrence
‘02’H one of the 5 longest events over the last 88ys

‘03'H the last event for one of the last 10 daf/sacurrence

‘04'H the most serious event for one of the lastays of occurrence
‘O5'H one of the 5 most serious events over tse 385 days

‘06'H the first event or fault having occurredeafthe last calibration
'07'H an active/on-going event or fault

‘08’'H to ‘7F'H RFU

‘80'H to ‘FF'H manufacturer specific

2.56 ExtendedSerialNumber

Unique identification of an equipment. It can alse used as an equipment Public Key
Identifier.

ExtendedSerialNumber ::= SEQUENCE{

serialNumber INTEGER(0.321)
monthYear BCDString(SIZE(2))

type OCTET STRING(SIZE(1))
manufacturerCode ManufacturerCode

}

serialNumber is a serial number for the equipment, unique fee tnanufacturer, the
equipment’s type and the month below.

monthYear is the identification of the month and the yeamanufacturing (or of serial
number assignment).
Value assignment BCD coding of Month (two digits) and Year (twestaligits).

type is an identifier of the type of equipment.
Value assignment manufacturer specific, with ‘FFh’ reserved value.

manufacturerCode: is the numerical code of the manufacturer ofagaipment.

2.57 FullCardNumber
Code fully identifying a tachograph card.

FullCardNumber ::= SEQUENCE {

cardType EquipmentType,
cardlssuingMemberState NationNumeric,
cardNumber CardNumber

}
cardType is the type of the tachograph card.

cardlssuingMemberStateis the code of the Contracting Party having isgheccard.
cardNumber is the card number.
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2.58 HighResOdometer

Odometer value of the vehicle: Accumulated distatregelled by the vehicle during its
operation.

HighResOdometer ::= INTEGER(0*?21)

Value assignment Unsigned binary. Value in 1/200 km in the operatrange O to 21 055
406 km.

2.59 HighResTripDistance
A distance travelled during all or part of a jowne

HighResTripDistance ::= INTEGER(03%21)

Value assignment Unsigned binary. Value in 1/200 km in the operatrange O to 21 055
406 km.

2.60 HolderName
The surname and first name(s) of a card holder.
HolderName ::= SEQUENCE {

holderSurname Name,
holderFirstNames Name

}

holderSurname s the surname (family name) of the holder. Thimmame does not include
titles.

Value assignment When a card is not personal, holderSurname amtdhe same
information as companyName or workshopName or otBtdyName.

holderFirstNamesis the first name(s) and initials of the holder.

2.61 K-ConstantOfRecordingEquipment
Constant of the control device (definition m)).
K-ConstantOfRecordingEquipment ::= INTEGER(6°2)

Value assignment Pulses per kilometre in the operating range @4t@55 pulses/km.

2.62 Keyldentifier

A unique identifier of a Public Key used to refererand select the key. It also identifies the
holder of the key.

Keyldentifier ::= CHOICE {

extendedSerialNumber ExtendedSerialNumber,
certificateRequestID CertificateRequestID,
certificationAuthorityKID CertificationAuthorityKD

}

The first choice is suitable to reference the pukBy of a Vehicle Unit or of a tachograph
card.

The second choice is suitable to reference theiplbly of a Vehicle Unit (in the case the
serial number of the Vehicle Unit cannot be knowneatificate generation time).

The third choice is suitable to reference the muikdly of a Contracting Party .
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2.63 L-TyreCircumference

Effective circumference of the wheel tyres (defonitu)).

L-TyreCircumference ::= INTEGER(0.121)

Value assignment Unsigned binary, value in 1/8 mm in the operatiagge 0 to 8 031 mm.

2.64 Language

Code identifying a language.

Language ::= IA5String(SIZE(2))

Value assignment Two-letter lower-case coding according to 1SO.639

2.65 LastCardDownload

Date and time, stored on a driver card, of lagdl dawnload (for other purposes than control).
This date is updateable by a VU or any card reader.

LastCardDownload ::= TimeReal
Value assignment not further specified.

2.66 ManuallnputFlag

Code identifying whether a cardholder has manuaitgred driver activities at card insertion
or not (requirement 081).

ManuallnputFlag ::= INTEGER {
noEntry ©)
manualEntries (2)

}

Value assignment not further specified.
2.67 ManufacturerCode

Code identifying a manufacturér.
ManufacturerCode ::= INTEGER(0..255)
Value assignment

‘O0’H No information available

‘O1'H Reserved value

‘02’'H .. ‘OF'H Reserved for Future Use

‘10'H ACTIA

“11'H .. '17'H Reserved for manufacturers whichnmabegins with ‘A’
‘18'H .. 1F'H Reserved for manufacturers whichnmabegins with ‘B’
‘20'H .. 27'H Reserved for manufacturers whichnmabegins with ‘C’
‘28'H .. ‘2F'H Reserved for manufacturers whichnmabegins with ‘D’
‘30'H .. ‘37’H Reserved for manufacturers whichnmabegins with ‘E’
‘38'H .. ‘3F'H Reserved for manufacturers whichnmabegins with ‘F’
‘40'H Giesecke & Devrient GmbH

‘41'H GEM plus

13 An updated list of codes identifying the manufaets is available on the website of the Europeatifidation Authority
at this address: http://dtc.jrc.ec.europa.eu/textiemi
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‘42’H .. ‘4T'H Reserved for manufacturers whichnma begins with ‘G’
‘48'H .. ‘4F'H Reserved for manufacturers whichnma begins with ‘H’
‘50'H .. '57'H Reserved for manufacturers whichnma begins with ‘I
‘58'H .. ‘5F'H Reserved for manufacturers whichnma begins with ‘J’
‘60'H .. ‘67'H Reserved for manufacturers whichnma begins with ‘K’
‘68'H .. ‘6F'H Reserved for manufacturers whichnma begins with ‘L’
‘70H .. ‘7TTH Reserved for manufacturers whichnrma begins with ‘M’
‘78H .. ‘7TF'H Reserved for manufacturers whichnmabegins with ‘N’
‘80'H OSCARD
‘81'H .. ‘87'H Reserved for manufacturers whichnrma begins with ‘O’
‘88'H .. ‘8F'H Reserved for manufacturers whichnmabegins with ‘P’
‘O0'H .. ‘97'H Reserved for manufacturers whichnrma begins with ‘Q’
‘98'H .. ‘9F'H Reserved for manufacturers whichnmabegins with ‘R’
‘AO0'H SETEC
‘Al'H SIEMENS VDO
‘A2'H STONERIDGE
‘A3'H.. ‘AT’H Reserved for manufacturers which narbegins with ‘S’
‘AA’H TACHOCONTROL
'AB’'H .. ‘AF'H Reserved for manufacturers which namegins with ‘T’
‘BOH .. ‘B7’'H Reserved for manufacturers which narbegins with ‘U’
‘B8'H .. 'BFH Reserved for manufacturers which narbegins with V'’
‘COH .. ‘C7H Reserved for manufacturers which raimegins with ‘W’
‘C8H .. ‘CFH Reserved for manufacturers which rnaimegins with ‘X’
‘DO'H .. ‘D7'H Reserved for manufacturers which naribegins with Y’
‘D8'H .. ‘DF'H Reserved for manufacturers which narbegins with ‘Z’

2.68 MemberStateCertificate

The certificate of the public key of a ContractiRgrty issued by the European Certification
Authority..

MemberStateCertificate ::= Certificate

2.69 MemberStatePublicKey
The public key of a Contracting Party .

MemberStatePublicKey ::= PublicKey

2.70 Name
A name.
Name ::= SEQUENCE {
codePage INTEGER (0..255),
name OCTET STRING (SIZE(35))
}

codePagespecifies the part of the ISO/IEC 8859 used tcedbe name,
nameis a name coded in accordance with ISO/IEC 88%f&Page.
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2.71 NationAlpha

Alphabetic reference to a country, in accordancia wie conventional coding of countries
(distinguishing signs) which is displayed at tharref vehicles (either separately from the
registration plate or incorporated into the registm plate) and/or mentioned in the green
cards issued by the insurance companies.

NationAlpha ::= IA5String(SIZE(3))

Value assignment:
L No information available,

A Austria,

‘AL’ Albania,

‘AND’ Andorra,

‘ARM’ Armenia,

‘AZ’ Azerbaijan,

‘B Belgium,

‘BG ’ Bulgaria,

‘BIH’ Bosnia and Herzegovina,
‘BY’ Belarus,

‘CH’ Switzerland,

‘CY’ Cyprus,

‘Cz’ Czech Republic,
‘D’ Germany,

‘DK’ Denmark,

‘E Spain,

‘EST’ Estonia,

‘F France,

‘FIN’ Finland,

‘FL”’ Liechtenstein,

‘FR’ Faeroe Islands,
‘UK’ United Kingdom, Alderney, Guernsey, Jerséste of Man, Gibraltar,
‘GE”’ Georgia,

‘GR” Greece,

‘H Hungary,

‘HR’ Croatia,

q1° Italy,

‘IRL’ Ireland,

‘IS’ Iceland,

‘KZ'’ Kazakhstan,

‘T Luxembourg,

‘LT’ Lithuania,

‘LV’ Latvia,

‘M’ Malta,

‘MC’ Monaco,

‘MD’ Republic of Moldova,
‘MK’ The former Yugoslav Rep. of Macedonia,
‘N’ Norway,

‘NL’ The Netherlands,
‘P Portugal,

‘PL" Poland,

‘RO’ Romania,



‘RSM’ San Marino,

‘RUS’ Russian Federation,
‘S’ Sweden,

‘SK”’ Slovakia,

‘SLO’ Slovenia,

‘SRB’ Serbia,

‘T™’ Turkmenistan,

‘TR’ Turkey,

‘UA’ Ukraine,

Vv Vatican City,

‘UNK’ Unknown,

‘EC "’ European Community,
‘EUR’ Rest of Europe,
‘WLD’ Rest of the world.

2.72 NationNumeric
Numerical reference to a country.

NationNumeric ::= INTEGER(O .. 255)

Value assignment :

No information available
Austria

Albania
Andorra
Armenia
Azerbaijan
Belgium
Bulgaria
Bosnia and Herzegovina
Belarus
Switzerland
Cyprus

Czech Republic
Germany
Denmark

Spain

Estonia

France

Finland
Liechtenstein
Faeroe Islands
United Kingdom
Georgia
Greece
Hungary
Croatia

Italy

Ireland

Iceland
Kazakhstan

(0O)H,
(ODH,
(02)H,
(03)H,
(04)H,
(O5)H,
(06)H,
(07)H,

(08)H,
(Q9)H,
(OA)H,
(OB)H,

(0C)H,
(OD)H,
(CE)H,
(OF)H,
(10)H,
(ADH,
(12)H,

(13)H,

(14)H,
(15)H,
(16)H,
(I7)H,
(18)H,
(19)H,
(1AH,
(1B)H,
(1O)H,

(1D)H,
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-- Luxembourg (1BE)H,
-- Lithuania (1F)H,
-- Latvia (20)H,
-- Malta (21)H,
-- Monaco (22)H,
-- Republic of Moldova (23)H,
-- The former Yugoslav Rep.

of Macedonia (24)H,
-- Norway (25)H,
-- Netherlands (26)H,
-- Portugal (27)H,
-- Poland (28)H,
-- Romania (29)H,
-- San Marino (2A)H,
-- Russian Federation (2B)H,
-- Sweden (2C)H,
-- Slovakia (2D)H,
-- Slovenia (2E)H,
-- Turkmenistan (2F)H,
-- Turkey (30)H,
-- Ukraine (31)H,
-- Vatican City (32)H,
-- Serbia (33)H,
- RFU (34 .. FO)H,
-- European Community (FD)H,
-- Rest of Europe (FE)H,
-- Rest of the world (FF)H

2.73 NoOfCalibrationRecords
Number of calibration records, a workshop card stare.

NoOfCalibrationRecords ::= INTEGER(0..255)
Value assignmentsee paragraph 3.

2.74 NoOfCalibrationsSinceDownload

Counter indicating the number of calibrations perfed with a workshop card since its last
download (requirement 230).

NoOfCalibrationsSinceDownload ::= INTEGER(3%4),
Value assignment Not specified further.

2.75 NoOfCardPlaceRecords
Number of place records a driver or workshop carul store.

NoOfCardPlaceRecords ::= INTEGER(0..255)
Value assignment see paragraph 3.

2.76 NoOfCardVehicleRecords
Number of vehicles used records a driver or worksterd can store.

NoOfCardVehicleRecords ::= INTEGER(0°2)
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Value assignment see paragraph 3.

2.77 NoOfCompanyActivityRecords
Number of company activity records, a company cair store.

NoOfCompanyActivityRecords ::= INTEGER(0.1°21)
Value assignment see paragraph 3.

2.78 NoOfControlActivityRecords
Number of control activity records, a control caah store.

NoOfControlActivityRecords ::= INTEGER(0.121)
Value assignment see paragraph 3.

2.79 NoOfEventsPerType
Number of events per type of event a card can store

NoOfEventsPerType ::= INTEGER(0..255)
Value assignment:see paragraph 3.

2.80 NoOfFaultsPerType
Number of faults per type of fault a card can store

NoOfFaultsPerType ::= INTEGER(0..255)
Value assignment:see paragraph 3.

2.81 OdometerValueMidnight
The vehicle’s odometer value at midnight on a giday (requirement 090).

OdometerValueMidnight ::= OdometerShort
Value assignment not further specified.

2.82 OdometerShort
Odometer value of the vehicle in a short form.

OdometerShort ::= INTEGER(0%21)
Value assignment Unsigned binary. Value in km in the operatinggai® to 9 999 999 km.

2.83 OverspeedNumber
Number of over speeding events since the last gpeeding control.

OverspeedNumber ::= INTEGER(0..255)

Value assignment. 0 means that no over speeding event has occuimed the last over
speeding control , 1 means that one over speediagtéhas occurred since the last over
speeding control ...255 means that 255 or more @&eding events have occurred since the
last over speeding control.
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2.84 PlaceRecord

Information related to a place where a daily woekigd begins or ends (requirements 087,
202, 221).

PlaceRecord ::= SEQUENCE {

entryTime TimeReal,
entryTypeDailyWorkPeriod EntryTypeDailyWorkPeriod,
dailyWorkPeriodCountry NationNumeric,
dailyWorkPeriodRegion RegionNumeric,
vehicleOdometerValue OdometerShort

}

entryTime is a date and time related to the entry.
entryTypeDailyWorkPeriod is the type of entry.
dailyWorkPeriodCountry is the country entered.
dailyWorkPeriodRegion is the region entered.
vehicleOdometerValueis the odometer value at the time of place entry.

2.85 PreviousVehiclelnfo
Information related to the vehicle previously ussda driver when inserting his card in a
vehicle unit (requirement 081).

PreviousVehiclelnfo ::= SEQUENCE
vehicleRegistrationldentification VehicleRegistoatidentification,
cardWithdrawalTime TimeReal

}

vehicleRegistrationldentification is the VRN and the registering Contracting Partythaf
vehicle.

cardWithdrawalTime is the card withdrawal date and time.

2.86 PublicKey

A public RSA key.

PublicKey ::= SEQUENCE {
rsaKeyModulus RSAKeyModulus,
rsaKeyPublicExponent RSAKeyPublicExponent

}
rsaKeyModulus is the Modulus of the key pair.

rsaKeyPublicExponentis the public exponent of the key pair.
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2.87 RegionAlpha
Alphabetic reference to a region within a specifiedntry.

RegionAlpha ::= IASSTRING(SIZE(3))

Value assignment:
L No information available,

Spain:

‘AN’ Andalucia,
‘AR’ Aragon,
‘AST’ Asturias,

‘C’ Cantabria,
‘CAT’ Cataluiia,
‘CL’ Castilla-Leon,
‘CM’ Castilla-La-Mancha,
‘CV’ Valencia,
‘EXT’ Extremadura,
‘G’ Galicia,

‘B’ Baleares,
‘IC”’ Canatrias,
‘LR’ La Rioja,

‘M’ Madrid,

‘MU’ Murcia,

‘NA"’ Navarra,
‘PV’ Pais Vasco

2.88 RegionNumeric
Numerical reference to a region within a specifiedntry.

RegionNumeric ::= OCTET STRING (SIZE(1))

Value assignment:

‘* OOH No information available,
Spain:

‘O1'H Andalucia,

‘02'H Aragon,

‘O3'H Asturias,

‘04'H Cantabria,

‘O5'H Cataluia,

‘06'H Castilla-Ledn,

‘07'H Castilla-La-Mancha,
‘08'H Valencia,

‘09'H Extremadura,

‘OA’H Galicia,

‘OB’H Baleares,

‘OC'H Canatrias,

‘OD’H La Rioja,

‘OE'H Madrid,

‘OF'H Murcia,

‘10'H Navarra,

“11'H Pais Vasco
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2.89 RSAKeyModulus

The modulus of a RSA key pair.

RSAKeyModulus ::= OCTET STRING (SIZE(128))
Value assignment Unspecified.

2.90 RSAKeyPrivateExponent
The private exponent of a RSA key pair.

RSAKeyPrivateExponent ::= OCTET STRING (SIZE(128))

Value assignment Unspecified.

291 RSAKeyPublicExponent
The public exponent of a RSA key pair.

RSAKeyPublicExponent ::=OCTET STRING (SIZE(8))
Value assignment Unspecified.

2.92 SensorApprovalNumber
Type approval number of the sensor.

SensorApprovalNumber ::= IA5String(SIZE(8))
Value assignment Unspecified.

2.93 Sensorldentification
Information, stored in a motion sensor, relatedhe identification of the motion sensor
(requirement 077).

Sensorldentification ::= SEQUENCE {

sensorSerialNumber SensorSerialNumber,
sensorApprovalNumber SensorApprovalNumber,
sensorSCldentifier SensorSCldentifier,
sensorOSldentifier SensorOSldentifier

}

sensorSerialNumber is the extended serial number of the motion serfsmiudes part
number and manufacturer code).

sensorApprovalNumberis the approval number of the motion sensor.
sensorSCldentifieris the identifier of the security component of thetion sensor.
sensorOSldentifieris the identifier of the operating system of thetion sensor.

2.94 Sensorlinstallation

Information, stored in a motion sensor, relatedthe installation of the motion sensor
(requirement 099).
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Sensorlinstallation ::= SEQUENCE {
sensorPairingDateFirst SensorPairingDate,
firstVuApprovalNumber VuApprovalNumber,
firstVuSerialNumber VuSerialNumber,
sensorPairingDateCurrent SensorPairingDate,
currentVuApprovalNumber VuApprovalNumber,
currentVUSerialNumber VuSerialNumber

}

sensorPairingDateFirstis the date of the first pairing of the motion senwith a vehicle
unit.

firstVuApprovalNumber is the approval number of the first vehicle uratirpd with the
motion sensor.

firstVuSerialNumber is the serial number of the first vehicle unitrpdi with the motion
Sensor.

sensorPairingDateCurrentis the date of the current pairing of the motiemsor with the
vehicle unit.

currentVuApprovalNumber is the approval number of the vehicle unit curgepaired with
the motion sensor.

currentVUSerialNumber is the serial number of the vehicle unit curreqgbired with the
motion sensor.

2.95 SensorlnstallationSecData

Information, stored in a workshop card, relateth® security data needed for pairing motion
sensors to vehicle units (requirement 214).

SensorlInstallationSecData ::= TDesSessionKey
Value assignmentin accordance with ISO 16844-3.

2.96 SensorOSldentifier
Identifier of the operating system of the motionsa.

SensorOSldentifier ::= IA5String(SIZE(2))
Value assignment manufacturer specific.

2.97 SensorPaired

Information, stored in a vehicle unit, related e identification of the motion sensor paired
with the vehicle unit (requirement 079).

SensorPaired ::= SEQUENCE {

sensorSerialNumber SensorSerialNumber,
sensorApprovalNumber SensorApprovalNumber,
sensorPairingDateFirst SensorPairingDate

}
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sensorSerialNumberis the serial number of the motion sensor curyeptired with the
vehicle unit.

sensorApprovalNumber is the approval number of the motion sensor ctlyrgraired with
the vehicle unit.

sensorPairingDateFirstis the date of the first pairing with a vehicleituof the motion
sensor currently paired with the vehicle unit.

2.98 SensorPairingDate
Date of a pairing of the motion sensor with a vihimit.

SensorPairingDate ::= TimeReal
Value assignment Unspecified.

2.99 SensorSerialNumber
Serial number of the motion sensor.

SensorSerialNumber ::= ExtendedSerialNumber

2.100 SensorSCldentifier
Identifier of the security component of the motsemsor.

SensorSCldentifier ::= IA5String(SIZE(8))
Value assignment component manufacturer specific.

2.101 Signature

A digital signature.

Signature ::= OCTET STRING (SIZE(128))

Value assignmentin accordance with sub-appendix 11 Common secoréchanisms.

2.102 SimilarEventsNumber
The number of similar events for one given day §nemment 094).
SimilarEventsNumber ::= INTEGER(0..255)

Value assignment O is not used, 1 means that only one event oftyfpet has occurred and
has been stored on that day, 2 means that 2 evktitat type has occurred on that day (one
only has been stored), ...255 means that 255 or en@mets of that type have occurred on that
day.

2.103 SpecificConditionType

Code identifying a specific condition (requireme®®db, 105a, 212a and 230a).
SpecificConditionType ::= INTEGER(0..255)

Value assignment

‘00'H RFU

‘01'H Out of scope — Begin
‘02’H Out of scope — End
‘03'H Ferry / Train crossing

‘04'H .. 'FFHRFU
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2.104 SpecificConditionRecord

Information, stored in a driver card, a workshopdcar a vehicle unit, related to a specific
condition (requirements 105a, 212a and 230a).

SpecificConditionRecord ::= SEQUENCE {
entryTime TimeReal,
specificConditionType SpecificConditionType

}

entryTime is the date and time of the entry.
specificConditionTypeis the code identifying the specific condition.

2.105 Speed
Speed of the vehicle (km/h).

Speed ::= INTEGER(0..255)
Value assignment kilometre per hour in the operational range @206 km/h.

2.106 SpeedAuthorised
Maximum authorised Speed of the vehicle (definitid)).

SpeedAuthorised ::= Speed

2.107 SpeedAverage
Average speed in a previously defined duration (Rm/

SpeedAverage ::= Speed

2.108 SpeedMax

Maximum speed measured in a previously definedtdura
SpeedMax ::= Speed

2.109 TDesSessionKey

A triple DES session key.

TDesSessionKey ::= SEQUENCE {
tDesKeyA OCTET STRING (SIZE(8))
tDesKeyB OCTET STRING (SIZE(8))

}

Value assignmentnot further specified.

2.110 TimeReal

Code for a combined date and time field, wheredhie and time are expressed as seconds
past 00h.00m.00s. on 1 January 1970 GMT.

TimeReal{INTEGER:TimeRealRange} ::= INTEGER(O..TiRealRange)

Value assignment — Octet Aligned Number of seconds since midnight 1 January 1970
GMT.

The max. possible date/time is in the year 2106.
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2.111 TyreSize

Designation of tyre dimensions.

TyreSize ::= IA5String(SIZE(15))

Value assignmentin accordance with ECE Regulation N*54

2.112 VehicleldentificationNumber

Vehicle Identification Number (VIN) referring to ehvehicle as a whole, normally chassis
serial number or frame number.

VehicleldentificationNumber ::= IA5String(SIZE(17))

Value assignment As defined in ISO 3779.

2.113 VehicleRegistrationldentification
Identification of a vehicle, unique for Europe (VRINd Contracting Party)
VehicleRegistrationldentification ::= SEQUENCE {

vehicleRegistrationNation NationNumeric,
vehicleRegistrationNumber VehicleRegistrationNumbe

}

vehicleRegistrationNationis the nation where the vehicle is registered.
vehicleRegistrationNumberis the registration number of the vehicle (VRN).

2.114 VehicleRegistrationNumber
Registration number of the vehicle (VRN). The régison number is assigned by the vehicle
licensing authority.

VehicleRegistrationNumber ::= SEQUENCE {
codePage INTEGER (0..255),
vehicleRegNumber OCTET STRING (SIZE(13))

}
codePagespecifies the part of the ISO/IEC 8859 used tedbe vehicleRegNumber,

vehicleRegNumberis a VRN coded in accordance with ISO/IEC 8859%ftabe.
Value assignment Country specific.

2.115 VuActivityDailyData

Information, stored in a VU, related to changesadiivity and/or changes of driving status
and/or changes of card status for a given caledaa requirement 084) and to slots status at
00:00 that day.

VuActivityDailyData ::= SEQUENCE {
noOfActivityChanges INTEGER SIZE(0..1440),
activityChangelnfos SET SIZE(noOfActivityChang €y
ActivityChangelnfo

14 Reference text in the EU is Directive 92/23/EE(atiag to tyres for motor vehicles and their tresl@nd to their fitting of
31 March 1992 (OJ No L 129, 14/05/1992).
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of ActivityChangelnfo words in the

activityChangelnfos is the set of ActivityChangelnfo words stored ie ¥U for the day. It
always includes two ActivityChangelnfo words givitige status of the two slots at 00:00 that

day.

2.116 VuApprovalNumber

Type approval number of the vehicle unit.
VuApprovalNumber ::= IA5String(SIZE(8))

Value assignment Unspecified.

2.117 VuCalibrationData

Information, stored in a vehicle unit, related toe tcalibrations of the control device

(requirement 098).

VuCalibrationData ::= SEQUENCE {
noOfVuCalibrationRecords
vuCalibrationRecords

}

INTEGER(O..255),
SET SIZE(noOfVuCalibrationBels) OF
VuCalibrationRecord

noOfVuCalibrationRecords is the number of records contained in the vuCalibnRecords

set.

vuCalibrationRecords is the set of calibration records.

2.118 VuCalibrationRecord

Information, stored in a vehicle unit, related dibration of the control device (requirement

098).

VuCalibrationRecord ::= SEQUENCE {

calibrationPurpose
workshopName
workshopAddress
workshopCardNumber
workshopCardExpiryDate
vehicleldentificationNumber
vehicleRegistrationldentification
wVehicleCharacteristicConstant
kConstantOfRecordingEquipment
ITyreCircumference

tyreSize

authorisedSpeed
oldOdometerValue
newOdometerValue
oldTimeValue

CalibrationPurpose,
Name,
Address,
FullCardNumber,
TimeReal,
Vehicleldentificationber,
VehicleRegistoat dentification,
W-VehicleCharast@Constant,
K-ConstantOfRec@Bauipment,
L-TyreCircumference,
TyreSize,
SpeedAuthorised,
OdometerShort,
OdometerShort,
TimeReal,
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newTimeValue TimeReal,
nextCalibrationDate TimeReal
}

calibrationPurpose is the purpose of the calibration.

workshopName, workshopAddressare the workshop name and address.
workshopCardNumber identifies the workshop card used during the catibn
workshopCardExpiryDate is the card expiry date.

vehicleldentificationNumber is the VIN.

vehicleRegistrationldentification contains the VRN and registering Contracting Party
wVehicleCharacteristicConstantis the characteristic coefficient of the vehicle.
kConstantOfRecordingEquipmentis the constant of the control device.
ITyreCircumference is the effective circumference of the wheel tyres.

tyreSizeis the designation of the dimension of the tyresimed on the vehicle
authorisedSpeeds the authorised speed of the vehicle.

oldOdometerValue, newOdometerValueare the old and new values of the odometer.
oldTimeValue, newTimeValueare the old and new values of date and time.
nextCalibrationDate is the date of the next calibration of the typeedfed in
CalibrationPurpose to be carried out by the ausieorinspection authority.

2.119 VuCardIWData
Information, stored in a vehicle unit, relatednseartion and withdrawal cycles of driver cards
or of workshop cards in the vehicle unit (requirein@s1).
VuCardIWData ::= SEQUENCE {
noOflIWRecords INTEGER(0.221),

vuCardIWRecords SET SIZE(noOflIWRecords) OF
VuCardIWRecord

}

noOfIWRecords is the number of records in the set vuCardlIWRecords

vuCardIWRecords is a set of records related to card insertion wikélcycles.

2.120 VuCardIWRecord

Information, stored in a vehicle unit, related toiasertion and withdrawal cycle of a driver
card or of a workshop card in the vehicle unit giegment 081).
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VuCardIWRecord ::= SEQUENCE {

cardHolderName HolderName,
fullCardNumber FullCardNumber,
cardExpiryDate TimeReal,
cardinsertionTime TimeReal,
vehicleOdometerValueAtinsertion OdometerShort,
cardSlotNumber CardSlotNumber,
cardWithdrawalTime TimeReal,
vehicleOdometerValueAtWithdrawal —~ OdometerShort,
previousVehiclelnfo PreviousVehiclelnfo
manuallnputFlag ManuallnputFlag

}

cardHolderName is the driver or workshop card holder’s surname finstl names as stored
in the card.

fullCardNumber is the type of card, its issuing Contracting Partyd its card number as
stored in the card.

cardExpiryDate is the card’s expiry date as stored in the card.

cardinsertionTime is the insertion date and time.

vehicleOdometerValueAtinsertionis the vehicle odometer value at card insertion.
cardSlotNumber is the slot in which the card is inserted.

cardWithdrawalTime is the withdrawal date and time.
vehicleOdometerValueAtWithdrawal is the vehicle odometer value at card withdrawal.

previousVehiclelnfo contains information about the previous vehicledusg the driver, as
stored in the card.

manuallnputFlag is a flag identifying if the cardholder has mamyehtered driver activities
at card insertion.

2.121 VuCertificate
Certificate of the public key of a vehicle unit.

VuCertificate ::= Certificate

2.122 VuCompanyLocksData
Information, stored in a vehicle unit, related tonpany locks (requirement 104).

VuCompanyLocksData ::= SEQUENCE {

noOfLocks INTEGER(0..20),
vuCompanyLocksRecords SET SIZE(noOfLocks) OF
VuCompanyLocksRecord

}

noOfLocks is the number of locks listed in vuCompanyLocksitds.
vuCompanyLocksRecordsis the set of company locks records.
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2.123 VuCompanyLocksRecord
Information, stored in a vehicle unit, related tea@ompany lock (requirement 104).

VuCompanyLocksRecord ::= SEQUENCE {

lockInTime TimeReal,
lockOutTime TimeReal,
companyName Name,
companyAddress Address,
companyCardNumber FullCardNumber

}

lockInTime, lockOutTime are the date and time of lock-in and lock-out.

companyName, companyAddressre the company name and address related witlocke
in.

companyCardNumber identifies the card used at lock-in.

2.124 VuControlActivityData

Information, stored in a vehicle unit, related tmtrols performed using this VU (requirement
102).

VuControlActivityData ::= SEQUENCE {

noOfControls INTEGER(O..20),
vuControlActivityRecords SET SIZE(noOfControls) OF
VuControlActivityRecord

}

noOfControls is the number of controls listed in vuControlAdiRecords.
vuControlActivityRecords is the set of control activity records.

2.125 VuControlActivityRecord

Information, stored in a vehicle unit, related tocantrol performed using this VU
(requirement 102).

VuControlActivityRecord ::= SEQUENCE {

controlType ControlType,
controlTime TimeReal,
controlCardNumber FullCardNumber,
downloadPeriodBeginTime TimeReal,
downloadPeriodEndTime TimeReal

}

controlType is the type of the control.
controlTime is the date and time of the control.
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controlCardNumber identifies the control card used for the control.

downloadPeriodBeginTime is the begin time of the downloaded period, inecad
downloading.

downloadPeriodEndTime s the end time of the downloaded period, in cds#gownloading.

2.126 VuDataBlockCounter

Counter, stored in a card, identifying sequentittly insertion withdrawal cycles of the card
in vehicle units.

VuDataBlockCounter ::= BCDString(SIZE(2))
Value assignment Consecutive Number with max, value 9 999, stgréigain with O.

2.127 VuDetailedSpeedBlock

Information, stored in a vehicle unit, related he tvehicle’s detailed speed for a minute
during which the vehicle has been moving (requingn®®3).

VuDetailedSpeedBlock ::= SEQUENCE {
speedBlockBeginDate TimeReal,
speedsPerSecond SEQUENCE SIZE(60) OF Speed
}

speedBlockBeginDatds the date and time of the first speed valueiwithe block.

speedsPerSeconds the chronological sequence of measured speexty seconds for the
minute starting at speedBlockBeginDate (included).

2.128 VuDetailedSpeedData
Information, stored in a vehicle unit, relatedhe tletailed speed of the vehicle.
VuDetailedSpeedData ::= SEQUENCE {

noOfSpeedBlocks INTEGER(G21),

vuDetailedSpeedBlocks SET SIZE(noOfSpeedBlocks) OF
VuDetailedSpeedBlock
}

noOfSpeedBlockss the number of speed blocks in the vuDetailed8B&cks set.
vuDetailedSpeedBlockss the set of detailed speed blocks.

2.129 VuDownloadablePeriod
Oldest and latest dates for which a vehicle unidfiadata related to drivers activities
(requirements 081, 084 or 087).
VuDownloadablePeriod ::= SEQUENCE {
minDownloadableTime TimeReal
maxDownloadableTime TimeReal

}

minDownloadableTime s the oldest card insertion or activity changelace entry date and
time stored in the VU.

maxDownloadableTimeis the latest card withdrawal or activity changeptace entry date
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and time stored in the VU.

2.130 VuDownloadActivityData

Information, stored in a vehicle unit, relatedt®last download (requirement 105).
VuDownloadActivityData ::= SEQUENCE {

downloadingTime TimeReal,
fullCardNumber FullCardNumber,
companyOrWorkshopName Name

}

downloadingTime is the date and time of downloading.
fullCardNumber identifies the card used to authorise the download
companyOrWorkshopNameis the company or workshop name.

2.131 VuEventData

Information, stored in a vehicle unit, related t@mts (requirement 094 except over speeding
event).

VuEventData ::= SEQUENCE {

noOfVuEvents INTEGER(O0..255),
vuEventRecords SET SIZE(noOfVuEvents) OF VuEventRrec
}

noOfVuEvents is the number of events listed in the vuEventRésset.
vuEventRecordsis a set of events records.

2.132 VuEventRecord

Information, stored in a vehicle unit, related to avent (requirement 094 except over
speeding event).

VuEventRecord ::= SEQUENCE {

eventType EventFaultType,
eventRecordPurpose EventFaultRecordPurpose,
eventBeginTime TimeReal,

eventEndTime TimeReal,
cardNumberDriverSlotBegin FullCardNumber,
cardNumberCodriverSlotBegin FullCardNumber,
cardNumberDriverSlotEnd FullCardNumber,
cardNumberCodriverSlotEnd FullCardNumber,
similarEventsNumber SimilarEventsNumber

}

eventTypeis the type of the event.

eventRecordPurposes the purpose for which this event has been dsxbr
eventBeginTimeis the date and time of beginning of event.
eventEndTimeis the date and time of end of event.
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cardNumberDriverSlotBegin identifies the card inserted in the driver slotre beginning
of the event.

cardNumberCodriverSlotBegin identifies the card inserted in the co-driver sitthe
beginning of the event.

cardNumberDriverSlotEnd identifies the card inserted in the driver slottts# end of the
event.

cardNumberCodriverSlotEnd identifies the card inserted in the co-driver slbthe end of
the event.

similarEventsNumber is thenumber of similar events that day.
This sequence can be used for all events otherabanspeeding events.

2.133 VuFaultData
Information, stored in a vehicle unit, related aalts (requirement 096).

VuFaultData ::= SEQUENCE {
noOfVuFaults INTEGER(O..255),

vuFaultRecords SET SIZE(noOfVuFaults) OF VuFautibtd
}

noOfVuFaults is the number of faults listed in the vuFaultResoset.
vuFaultRecordsis a set of faults records.

2.134 VuFaultRecord
Information, stored in a vehicle unit, related tfaalt (requirement 096).

VuFaultRecord ::= SEQUENCE {

faultType EventFaultType,
faultRecordPurpose EventFaultRecordPurpose,
faultBeginTime TimeReal,

faultEndTime TimeReal,
cardNumberDriverSlotBegin FullCardNumber,
cardNumberCodriverSlotBegin FullCardNumber,
cardNumberDriverSlotEnd FullCardNumber,
cardNumberCodriverSlotEnd FullCardNumber

}

faultType is the type of control device fault.

faultRecordPurposeis the purpose for which this fault has been reéedr
faultBeginTime is the date and time of beginning of fault.
faultEndTime is the date and time of end of fault.

cardNumberDriverSlotBegin identifies the card inserted in the driver slotha beginning
of the fault.

cardNumberCodriverSlotBegin identifies the card inserted in the co-driver shitthe
beginning of the fault.
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cardNumberDriverSlotEnd identifies the card inserted in the driver slotits# end of the
fault.

cardNumberCodriverSlotEnd identifies the card inserted in the co-driver slbthe end of
the fault.

2.135 Vuldentification

Information, stored in a vehicle unit, related toe tidentification of the vehicle unit
(requirement 075).

Vuldentification ::= SEQUENCE {

vuManufacturerName VuManufacturerName,
vuManufacturerAddress VuManufacturerAddress,
vuPartNumber VuPartNumber,
vuSerialNumber VuSerialNumber,
vuSoftwareldentification VuSoftwareldentification,
vuManufacturingDate VuManufacturingDate,
vuApprovalNumber VuApprovalNumber

}

vuManufacturerName is the name of the manufacturer of the vehiclé. uni
vuManufacturerAddress is the address of the manufacturer of the vehiole
vuPartNumber is the part number of the vehicle unit.

vuSerialNumber is the serial number of the vehicle unit.
vuSoftwareldentification identifies the software implemented in the vehiaié.
vuManufacturingDate is the manufacturing date of the vehicle unit.
vuApprovalNumber is the type approval number of the vehicle unit.

2.136 VuManufacturerAddress
Address of the manufacturer of the vehicle unit.

VuManufacturerAddress ::= Address
Value assignment Unspecified.

2.137 VuManufacturerName
Name of the manufacturer of the vehicle unit.

VuManufacturerName ::= Name
Value assignment Unspecified.

2.138 VuManufacturingDate
Date of manufacture of the vehicle unit.

VuManufacturingDate ::= TimeReal
Value assignment Unspecified.
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2.139 VuOverSpeedingControlData

Information, stored in a vehicle unit, related teeo speeding events since the last over
speeding control (requirement 095).

VuOverSpeedingControlData ::= SEQUENCE {

lastOverspeedControlTime TimeReal,
firstOverspeedSince TimeReal,
numberOfOverspeedSince OverspeedNumber

}

lastOverspeedControlTimeis the date and time of the last over speedingrabn

firstOverspeedSinceis the date and time of the first over speedindpdang this over
speeding control.

numberOfOverspeedSinceis the number of over speeding events since the daer
speeding control.

2.140 VuOverSpeedingEventData
Information, stored in a vehicle unit, related t@pspeeding events (requirement 094).
VuOverSpeedingEventData ::= SEQUENCE {

noOfVuOverSpeedingEvents INTEGER(O..255),

vuOverSpeedingEventRecords SET SIZE(noOfVuOverdipg&vents) OF
VuOverSpeedingEventRecord

}

noOfVuOverSpeedingEvents is the number of events |listed in the
vuOverSpeedingEventRecords set.

vuOverSpeedingEventRecordss a set of over speeding events records.

2.141 VuOverSpeedingEventRecord
Information, stored in a vehicle unit, related t@pspeeding events (requirement 094).

VuOverSpeedingEventRecord ::= SEQUENCE {

eventType EventFaultType,
eventRecordPurpose EventFaultRecordPurpose,
eventBeginTime TimeReal,

eventEndTime TimeReal,

maxSpeedValue SpeedMax,
averageSpeedValue SpeedAverage,
cardNumberDriverSlotBegin FullCardNumber,
similarEventsNumber SimilarEventsNumber
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eventTypeis the type of the event.

eventRecordPurposss the purpose for which this event has been dszbr
eventBeginTimeis the date and time of beginning of event.
eventEndTimeis the date and time of end of event.

maxSpeedValues the maximum speed measured during the event.
averageSpeedValués the arithmetic average speed measured duringvibet.

cardNumberDriverSlotBegin identifies the card inserted in the driver slotre beginning
of the event.

similarEventsNumber is thenumber of similar events that day.

2.142 VuPartNumber
Part number of the vehicle unit.

VuPartNumber ::= IA5String(SIZE(16))
Value assignment VU manufacturer specific.

2.143 VuPlaceDailyWorkPeriodData

Information, stored in a vehicle unit, related tages where drivers begin or end a daily work
periods (requirement 087).

VuPlaceDailyWorkPeriodData ::= SEQUENCE {

noOfPlaceRecords INTEGER(O..255),

vuPlaceDailyWorkPeriodRecords SET SIZE(noOfPlaceRis) OF
VuPlaceDailyWorkPeriodRecord

}

noOfPlaceRecordsis the number of records listed in the vuPlaceMddrkPeriodRecords
set.

vuPlaceDailyWorkPeriodRecordsis a set of place related records.

2.144 VuPlaceDailyWorkPeriodRecord

Information, stored in a vehicle unit, related tplace where a driver begins or ends a daily
work period (requirement 087).

VuPlaceDailyWorkPeriodRecord ::= SEQUENCE {
fullCardNumber FullCardNumber,
placeRecord PlaceRecord

}

fullCardNumber is the driver’s card type, card issuing Contragftarty and card number.
placeRecordcontains the information related to the place euater

2.145 VuPrivateKey
The private key of a vehicle unit.

VuPrivateKey ::= RSAKeyPrivateExponent
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2.146 VuPublicKey
The public key of a vehicle unit.

VuPublicKey ::= PublicKey

2.147 VuSerialNumber
Serial number of the vehicle unit (requirement 075)

VuSerialNumber ::= ExtendedSerialNumber

2.148 VuSoftinstallationDate
Date of installation of the vehicle unit softwamrsion.

VuSoftinstallationDate ::= TimeReal
Value assignment Unspecified.

2.149 VuSoftwareldentification
Information, stored in a vehicle unit, relatedhe software installed.

VuSoftwareldentification ::= SEQUENCE {
vuSoftwareVersion VuSoftwareVersion,
vuSoftinstallationDate VuSoftinstallationDate

}

vuSoftwareVersionis the software version number of the Vehicle Unit
vuSoftinstallationDate is the software version installation date.

2.150 VuSoftwareVersion
Software version number of the vehicle unit.

VuSoftwareVersion ::= IA5String(SIZE(4))
Value assignment Unspecified.

2.151 VuSpecificConditionData
Information, stored in a vehicle unit, related pesific conditions.

VuSpecificConditionData ::= SEQUENCE {

noOfSpecificConditionRecords INTEGER(G%2)
specificConditionRecords SET SIZE (noOfSpecific@itionRecords) OF
SpecificConditionRecord

}

noOfSpecificConditionRecords is the number of records listed in
specificConditionRecords set.

specificConditionRecordsis a set of specific conditions related records.
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2.152 VuTimeAdjustmentData

Information, stored in a vehicle unit, related itn¢ adjustments performed outside the frame
of a regular calibration (requirement 101).

VuTimeAdjustmentData ::= SEQUENCE {
noOfVuTimeAdjRecords INTEGER(O..6),

vuTimeAdjustmentRecords SET SIZE(noOfVuTimeAdjRels) OF
VuTimeAdjustmentRecord

}

noOfVuTimeAdjRecords is the number of records in vuTimeAdjustmentResord
vuTimeAdjustmentRecordsis a set of time adjustment recards

2.153 VuTimeAdjustmentRecord

Information, stored in a vehicle unit, relatedragiadjustment performed outside the frame of
a regular calibration (requirement 101).

VuTimeAdjustmentRecord ::= SEQUENCE {

newTimeValue TimeReal,
workshopName Name,
workshopAddress Address,
workshopCardNumber FullCardNumber

}

oldTimeValue, newTimeValueare the old and new values of date and time.
workshopName, workshopAddressare the workshop name and address.
workshopCardNumber identifies the workshop card used to perform theetadjustment.

2.154 W-VehicleCharacteristicConstant

Characteristic coefficient of the vehicle (defiaitik)).
W-VehicleCharacteristicConstant ::= INTEGER(&%2))

Value assignment Impulses per kilometre in the operating range 64 255 pulses/km.

2.155 WorkshopCardApplicationldentification

Information, stored in a workshop card relatedht® identification of the application of the
card (requirement 190).
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WorkshopCardApplicationldentification ::= SEQUENGE
typeOfTachographCardid EquipmentType,
cardStructureVersion CardStructureVersion,
noOfEventsPerType NoOfEventsPerType,
noOfFaultsPerType NoOfFaultsPerType,
activityStructureLength CardActivityLengthRange,
noOfCardVehicleRecords NoOfCardVehicleRecords,
noOfCardPlaceRecords NoOfCardPlaceRecords,
noOfCalibrationRecords NoOfCalibrationRecords

}
typeOfTachographCardld is specifying the implemented type of card.

cardStructureVersion is specifying the the version of the structuret isamplemented in
the card.

noOfEventsPerType is the number of events per type of event thd can record.
noOfFaultsPerType is the number of faults per type of fault thedcean record.
activityStructureLength indicates the number of bytes available for stpantivity records..
noOfCardVehicleRecordsis the number of vehicle records the card canaitont
noOfCardPlaceRecordsis the number of places the card can record.
noOfCalibrationRecords is the number of calibration records the cardstare.

2.156 WorkshopCardCalibrationData

Information, stored in a workshop card, relatedvtwkshop activity performed with the card
(requirements 227 and 229).

WorkshopCardCalibrationData ::= SEQUENCE {

calibrationTotalNumber INTEGER(0 .X%21),
calibrationPointerNewestRecord INTEGER(O .. NoQil@ationRecords-1),
calibrationRecords SET SIZE(NoOfCalibrationRecdp@ds

WorkshopCardCalibrationRecord
}

calibrationTotalNumber is the total number of calibrations performed with card.

calibrationPointerNewestRecordis the index of the last updated calibration rdcor
Value assignment Number corresponding to the numerator of thebcation record,
beginning with ‘0’ for the first occurrence of thalibration records in the structure.

calibrationRecords is the set of records containing calibration andime adjustment
information.
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2.157 WorkshopCardCalibrationRecord

Information, stored in a workshop card, relatedat@alibration performed with the card
(requirement 227).

WorkshopCardCalibrationRecord ::= SEQUENCE {

calibrationPurpose CalibrationPurpose,
vehicleldentificationNumber Vehicleldentificationlsber,
vehicleRegistration VehicleRegistrationldentifioat,
wVehicleCharacteristicConstant W-VehicleCharasteaConstant,
kConstantOfRecordingEquipment K-ConstantOfRec@#guipment,
ITyreCircumference L-TyreCircumference,

tyreSize TyreSize,

authorisedSpeed SpeedAuthorised,
oldOdometerValue OdometerShort,
newOdometerValue OdometerShort,

oldTimeValue TimeReal,

newTimeValue TimeReal,

nextCalibrationDate TimeReal,

vuPartNumber VuPartNumber,
vuSerialNumber VuSerialNumber,
sensorSerialNumber SensorSerialNumber

}

calibrationPurpose is the purpose of the calibration.

vehicleldentificationNumber is the VIN.

vehicleRegistrationcontains the VRN and registering Contracting Party
wVehicleCharacteristicConstantis the characteristic coefficient of the vehicle.
kConstantOfRecordingEquipmentis the constant of the control device.
ITyreCircumference is the effective circumference of the wheel tyres.

tyreSizeis the designation of the dimensions of the tynesinted on the vehicle.
authorisedSpeeds the maximum authorised speed of the vehicle.
oldOdometerValue, newOdometerValueare the old and new values of the odometer.
oldTimeValue, newTimeValueare the old and new values of date and time.

nextCalibrationDate is the date of the next calibration of the typeedfed in
CalibrationPurpose to be carried out by the ausieorinspection authority.

vuPartNumber, vuSerialNumber and sensorSerialNumber are the data elements for
control device identification.
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2.158 WorkshopCardHolderldentification

Information, stored in a workshop card, relatedthe identification of the cardholder
(requirement 216).

WorkshopCardHolderldentification ::= SEQUENCE {

workshopName Name,
workshopAddress Address,
cardHolderName HolderName,
cardHolderPreferredLanguage Language

}

workshopNameis name of the workshop of the card holder.

workshopAddressis the address of the workshop of the card holder.

cardHolderName is the name and first name(s) of the holder tggname of the mechanic).
cardHolderPreferredLanguageis the preferred language of the card holder.

2.159 WorkshopCardPIN
Personal identification number of the Workshop Qaeduirement 213).

WorkshopCardPIN ::= |IA5String(SIZE(8))

Value assignment The PIN known to the cardholder, right paddechwitF bytes up to 8
bytes.

3. Value and size range definitions

Definition of variable values used for definitioimsparagraph 2.
TimeRealRange =21

3.1 Definitions for the Driver Card:

Name of the variable value Min Max
CardActivityLengthRange 5544 bytes 13776 bytes
(28 days 93 activity changef28 days 240 activity changes
per day) per day)
NoOfCardPlaceRecords 84 112
NoOfCardVehicleRecords 84 200
NoOfEventsPerType 6 12
NoOfFaultsPerType 12 24
3.2 Definitions for the Workshop Card:
Name of the variable value Min Max
CardActivityLengthRange 198 bytes 492 bytes
(1 day 93 activity changes) (1 day 240 activity changes)
NoOfCardPlaceRecords 6 8
NoOfCardVehicleRecords 4 8
NoOfEventsPerType 3 3
NoOfFaultsPerType 6 6

NoOfCalibrationRecords 88 255
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3.3 Definitions for the Control Card:
Name of the variable value Min Max
NoOfControlActivityRecords 230 520

3.4  Definitions for the Company Card:

Name of the variable value Min Max

NoOfCompanyActivityRecords 230 520

4. Character sets

IA5Strings use the ASCII characters as definedS®/IEC 8824-1. For readability and for
easy referencing the value assignment is givenvwbelte ISO/IEC 8824-1 supersedes this
informative note in case of discrepancy.

I"#$%&"'()*+,-./0123456789 i<=>7
@ABCDEFGHIJKLMNOPQRSTUVWXY Z[\]™_
"abcdefghijklmnopgrstuvwxy z{|}~

Other character strings (Address, Name, VehicleRegionNumber) use, in addition, the
characters defined by the codes 192 to 255 of EBDB8859-1 (Latinl character set) or
ISO/IEC 8859-7 (Greek character set):

5. Encoding

When encoded with ASN.1 encoding rules, all dapeesydefined shall be encoded according
to ISO/IEC 8825-2, aligned variant.
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1. Introduction

1.1 Abbreviations
For the purpose of this sub-appendix, the follownaibdreviations apply.

AC Access conditions

AID Application Identifier

ALW Always

APDU Application Protocol Data Unit (structure of a aoand)

ATR Answer To Reset

AUT Authenticated.

C6, C7 Contacts N° 6 and 7 of the card as described idlESD7816-2

cc clock cycles

CHV Card holder Verification Information

CLA Class byte of an APDU command

DF Dedicated File. A DF can contain other files (E®)
EF Elementary File

ENC Encrypted: Access is possible only by encoding.dat
etu elementary time unit

IC Integrated Circuit

ICC Integrated Circuit Card

ID Identifier

IFD Interface Device

IFS Information Field Size

IFSC Information Field Size for the card

IFSD Information Field Size Device (for the Terminal)
INS Instruction byte of an APDU command

Lc Length of the input data for a APDU command

Le Length of the expected data (output data for ancand)
MF Master File (root DF)

P1-P2 Parameter bytes
NAD Node Address used in T=1 protocol
NEV Never

PIN Personal Identification Number
PRO SM Protected with secure messaging
PTS Protocol Transmission Selection
RFU Reserved for Future Use

RST Reset (of the card)

SM Secure Messaging

SW1-SW2 Status bytes

TS Initial ATR character

VPP Programming Voltage

XXh Value XX in hexadecimal notation

[ Concatenation symbol 03]|04=0304
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1.2 References
The following references are used in this sub-agpen

EN 726-3 Identification cards systems - Telecomrmations integrated circuit(s)
cards and terminals - Part 3 : Application indemamaard requirements.
December 1994.

ISO/IEC 7816-2 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 2: Dimensions and locatiothefcontacts. First edition:
1999.

ISO/IEC 7816-3 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 3: Electronic signals andgraission protocol. Edition
2:1997.

ISO/IEC 7816-4 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 4: Interindustry commandsificgrexchange.
First edition: 1995 + Amendment 1: 1997.

ISO/IEC 7816-6 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 6: Interindustry data elemehitst Edition: 1996 + Cor
1:1998.

ISO/IEC 7816-8 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 8: Security related interindusommands. First
Edition: 1999.

ISO/IEC 9797 Information technology - Security teitjues - Data integrity mechanism
using a cryptographic check function employing@cklcipher algorithm.
Edition 2: 1994.

2. Electrical and physical characteristics

TCS_200 All electronic signals shall be in accomamwith ISO/IEC 7816-3 unless specified
otherwise.

TCS_201 The location and dimensions of the cardaot® shall comply with the ISO/IEC
7816-2.

2.1  Supply Voltage and Current Consumption

TCS_202 The card shall work according to specifbcest within the consumption limits
specified in ISO/IEC 7816-3.

TCS 203 The card shall work with Vcc = 3V (£ 0.3f)with Vcc =5V (£ 0.5V).

Voltage selection shall be performed accordingS0/IEC 7816-3.

2.2 Programming Voltage \j,

TCS 204 The card shall not require a programmirtage at pin C6. It is expected that pin C6
is not connected in an IFD. Contact C6 may be cotedeto \. in the card but shall not be
connected to ground. This voltage should not berpméted in any case.
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2.3  Clock generation and Frequency

TCS_205 The card shall operate within a frequerssyge of 1 to 5 MHz. Within one card
session the clock frequency may var2%. The clock frequency is generated by the Vehicl
Unit and not the card itself. The duty cycle maypMaetween 40 and 60%.

TCS_206 Under conditions contained into the cdedBFRcc, the external clock can be stopped.
The first byte of the EEc file body codes the Clockstop mode conditions ERe726-3 for
further details):

Low High

Bit 3 Bit 2 Bit 1
0 0 1 Clockstop allowed, no preferred level
0 1 Clockstop allowed, high level preferred
1 0 1 Clockstop allowed, low level preferred
0 0 0 Clockstop not allowed
0 1 0 Clockstop only allowed on high level
1 0 0 Clockstop only allowed on low level

Bits 4 to 8 are not used.

2.4 I/0O Contact

TCS_207 The 1/0O contact C7 is used to receive fla@ and to transmit data to the IFD.
During operation only either the card or the IF@lsbe in transmit mode. Should both units
be in transmit mode no damage shall occur to thmd. danless transmitting, the card shall
enter the reception mode.

2.5 States of the Card

TCS_208 The card works in two states while the Buppltage is applied:
- Operation state while executing commands or intamgawith Digital Unit,
- Idle state at all other times; in this state atbdshall be retained by the card.

3. Hardware and communication

3.1  Introduction
This paragraph describes the minimum functionakiyuired by Tachograph cards and VUs
to ensure correct operation and interoperability.

Tachograph cards are as compliant as possiblethéttavailable ISO/IEC applicable norms
(especially ISO/IEC 7816). However, commands amdogols are fully described in order to
specify some restricted usage or some differerfc®y exist. The commands specified are
fully compliant with the referred norms except wderdicated.

3.2 Transmission Protocol

TCS_300 The Transmission protocol shall be complidth ISO/IEC 7816-3. In particular, the
VU shall recognise waiting time extensions senthgycard.

3.2.1 Protocols
TCS_301 The card shall provide both protote0 and protocoll=1.



ECE/TRANS/SC.1/2006/2/Add.1
page 118

TCS 302 T=0 is the default protocol, 8TS command is therefore necessary to change the
protocol toT=1.

TCS_303 Devices shall suppdatirect convention in both protocols : the direct convention is
hence mandatory for the card.

TCS_304 Thenformation Field Size Card byte shall be presented at the ATR in character
TAS. This value shall be at least ‘FOh’ (=240 bytes

The following restrictions apply to the protocols:

TCS_ 305 T=0
- The interface device shall support an answer oraftér the rising edge of the signal on
RST from 400 cc.

- The interface device shall be able to read charmstparated with 12 etu.

- The interface device shall read an erroneous ctearand its repetition if separated with
13 etu. If an erroneous character is detected:th@ signal on 1/0 can occur between 1
etu and 2 etu. The device shall support a 1 etaydel

- The interface device shall accept a 33 bytes ATR+32)

- If TC1 is present in the ATR, the Extra Guard Tisf&ll be present for characters sent
by the interface device although characters sgrihé card can still be separated with
12 etu. This is also true for the ACK charactertdmnthe card after a P3 character
emitted by the interface device.

- The interface device shall take into account a NQaracter emitted by the card.
- The interface device shall accept the complememterge for ACK.

- The get-response command cannot be used in chamadg to get a data which length
could exceed 255 bytes.

TCS 306 T=1
- NAD byte : not used (NAD shall be set to ‘00’).

- S-block ABORT : not used.
- S-block VPP state error : not used.

- The total chaining length for a data field will restceed 255 bytes (to be ensured by the
IFD).

- The Information Field Size Device (IFSD) shall belicated by the IFD immediately
after the ATR : the IFD shall transmit the S-BIdEIS request after the ATR and the card
shall send back S-Block IFS. The recommended Valu-SD is 254 bytes.

- The card will not ask for an IFS readjustment.

3.22 ATR

TCS_307 The device checks ATR bytes, accordin@G@/IEC 7816-3. No verification shall be
done on ATR Historical Characters.



ECE/TRANS/SC.1/2006/2/Add.1
page 119

Example of Basic Biprotocol ATRaccording tdSO/IEC 7816-3

Character Value Remarks
TS ‘3Bh’ Indicates direct convention.
TO ‘85h’ TD1 present; 5 historical bytes are présen
TD1 ‘80h’ TD2 present; T=0 to be used
TD2 ‘11h’ TAS3 present; T=1 to be used
TA3 ‘XXh’ (at least | Information Field Size Card ( IFSC)

‘FOh")

TH1 to TH5 | ‘XXh’ Historical characters
TCK ‘XXh' Check Character (exclusive OR)

TCS_308 After the Answer To Reset (ATR), the Magtde (MF) is implicitly selected and
becomes the Current Directory.

323 PTS
TCS_309 The default Protocol is T=0. To set the Prdtocol, a PTS (also known as PPS) must
be sent to the card by the device.

TCS_310 As both T=0 and T=1 protocols are manddtmrthe card, the basic PTS for protocol
switching is mandatory for the card.

The PTS can be used, as indicated in ISO/IEC B316-switch to higher baud rates than the
default one proposed by the card in the ATR if @& (1) byte).

Higher baud rates are optional for the card.

TCS_311 If no other baud rate than the defaultaneesupported (or if the selected baud rate is
not supported), the card shall respond to the R¥r&ctly according to ISO/IEC 7816-3 by
omitting the PPS1 byte.

Examples of basic PTS for protocol selection aesftfiowing :

Character Value Remarks
PPSS ‘FFh’ The Initiate Character.
PPSO ‘00h’ or ‘01h’ | PPS1 to PPS3 are not presealt’ to select TO, ‘01h’ to
select T1.
PK ‘XXh’ Check Character: ‘XXh’ = ‘FFh’ if PPS0 =00h’,
‘XXh' = ‘FEh’ if PPS8 ‘01h’.

3.3  Access Conditions (AC)
Access Conditions (AC) for the UPDATE_BINARY and RE_BINARY commands are
defined for each Elementary File.

TCS_312 The AC of the current file must be met beefzcessing the file via these commands.
The definitions of the available access conditiaresthe following:
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- ALW : The action is always possible and can be exdauitout any restriction.

- NEV : The action is never possible.

- AUT : The right corresponding a successful externgentication must be opened up
(done by the EXTERNAL_AUTHENTICATE command).

- PRO SM: Command must be transmitted with a cryptogragiiecksum using secure
messaging (See sub-appendix 11).

- AUT andPRO SM (combined)

On the processing commands (UPDATE_BINARY and REBINARY), the following
access conditions can be set in the card:

UPDATE BINARY READ_BINARY
ALW Yes Yes
NEV Yes Yes
AUT Yes Yes
PRO SM Yes No
AUT and PRO SM Yes No

The PRO SM access condition is not available ferREAD_ BINARY command. It means
that the presence of a cryptographic checksum fREAD command is never mandatory.
However, using the value ‘OC’ for the class, itpessible to use the READ BINARY
command with secure messaging, as described ignagia 3.6.2.

3.4  Data encryption

When confidentiality of data to be read from a fikeds to be protected, the file is marked as
“Encrypted” . Encryption is performed using secomessaging (See sub-appendix 11).

3.5 Commands and error codes overview
Commands and file organisation are deduced froncanmgplies with ISO/IEC 7816-4.

TCS_313 This section describes the following APRthmand-response pairs:

Command INS

SELECT FILE A4
READ BINARY BO
UPDATE BINARY D6
GET CHALLENGE 84
VERIFY 20
GET RESPONSE (6{0]
PERFORM SECURITY OPERATION : 2A

VERIFY CERTIFICATE

COMPUTE DIGITAL SIGNATURE

VERIFY DIGITAL SIGNATURE

HASH
INTERNAL AUTHENTICATE 88
EXTERNAL AUTHENTICATE 82
MANAGE SECURITY ENVIRONMENT : 22

SETTING A KEY
PERFORM HASH OF FILE 2A
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TCS_314 The status word SW1 SW2 are returned inrasgonse message and denote the
processing state of the command.

SW1 | SW2 Meaning
90 00 | Normal processing.
61 XX | Normal processing. XX = number of responstebyvailable.

62 81 | Warning processing. Part of returned data Ineagorrupted
63 CX | Wrong CHV (PIN). Remaining attempts countevided by ‘X'.

64 00 | Execution error - State of non-volatile meynamchanged. Integrity error.
65 00 | Execution error - State of non-volatile meyndranged
65 81 | Execution error - State of non-volatile meyndranged — Memory failure

66 88 | Security error: wrong Cryptographic checkgdaring Secure Messaging)
or

wrong certificate (during certificate verificatipor
wrong cryptogram (during external authentication)
wrong signature (during signature verification)

67 00 | Wrong length (wrong Lc or Le)

69 00 | Forbidden command (no response available®) T
69 82 | Security status not satisfied.

69 83 | Authentication method blocked.

69 85 | Conditions of use not satisfied.

69 86 | Command not allowed (no current EF).

69 87 | Expected Secure Messaging Data Objects missin

69 88 | Incorrect Secure Messaging Data Objects

6A 82 | File not found.

6A 86 | Wrong parameters P1-P2.

6A 88 | Referenced data not found.

6B 00 | Wrong parameters (offset outside the EF).

6C XX | Wrong length, SW2 indicates the exact lengtb.data field is returned.
6D 00 | Instruction code not supported or invalid.

6E 00 | Class not supported.
6F 00 | Other checking errors

3.6 Commands description
The mandatory commands for the Tachograph carddemaibed in this chapter.

Additional relevant details, related to cryptogri@pbperations involved, are given in sub-
appendix 11 Common security mechanisms.
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All commands are described independently of thed ygetocol (T=0 or T=1). The APDU
bytes CLA, INS, P1, P2, Lc and Le are always ingidalf Lc or Le is not needed for the
described command, the associated length, valudesatiption are empty.

TCS_315 If both length bytes (Lc and Le) are retpeeshe described command has to be split
in two parts if the IFD is using protocol T=0 : theD sends the command as described with
P3=Lc + data and then sends a GET_RESPONSE (s&6§ Sommand with P3=Le.

TCS_316 If both length bytes are requested, and@ l(eecure messaging):

- When using protocol T=1, the card shall answerd@eQ_by sending all available output
data.

- When using protocol T=0, the IFD shall send thstfacommand with P3=Lc + data, the
card shall answer (to this implicit Le=0) by theatss bytes61La’, where La is the
number of response bytes available. The IFD simedhtgenerate a GET REPONSE
command with P3 = La to read the data.

3.6.1 SelectFile
This command is compliant with ISO/IEC 7816-4, has a restricted usage compared to the
command defined in the norm.

The SELECT FILE command is used :
- to select an application DF (selection by name rbasised)
- to select an elementary file corresponding tostitemitted file ID

3.6.1.1 Selection by name (AID)
This command allows to select an application DEhencard.

TCS_317 This command can be performed from anywinettee file structure (after the ATR or
at anytime).

TCS_318 The selection of an application resets ¢haent security environment. After
performing the application selection, no currerlfmukey is selected anymore and the former
session key is no longer available for secure nggsgaThe AUT access condition is also

lost.
TCS 319 Command Message

Byte Length Value Description

CLA 1 ‘ooh’

INS 1 ‘Adh’

P1 1 ‘04h’ Selection by name (AID)

P2 1 ‘0Ch’ No response expected

Lc 1 ‘NNh’ | Number of bytes sent to the card (lengttthe AID)

: ‘06h’ for the Tachograph application.
#6-#(5+NN) NN ‘XX..XXh" |AID : ‘FF 54 41 43 48 4F for the Tachograph
application

No response to the SELECT FILE command is neededafisent in T=1, or no response
asked in T=0).
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TCS 320 Response Message (no response asked)
Byte Length Value Description
SW 2 XXXXh* |Status Words (SW1,SW2)

<

If the command is successful, the card retud@g0.

¢ If the application corresponding with the AID istriound, the processing state returned is
‘6A82.

¢ In T=1, if the byte Le is present, the state reddris'6700'.

¢ In T=0, if a response is asked after the SELECTH-dommand, the state returned is
‘6900'.

¢ |If the selected application is considered corrugiategrity error is detected within the

file attributes), the processing state returné®490 or ‘65817.

3.6.1.2 Selection of an Elementary File using its File Itiger
TCS_ 321 Command Message

Byte Length Value Description
CLA 1 ‘00h’
INS 1 ‘Adh’
P1 1 ‘02h’ Selection of an EF under the current DF
P2 1 ‘0Ch’ No response expected
Lc 1 ‘oz2n’ Number of bytes sent to the card
#6-#7 2 XXXXh' |File Identifier
No response to the SELECT FILE command is neededafisent in T=1, or no response
asked in T=0).
TCS_322  Response Message (no response asked)
Byte Length Value Description
SW 2 ‘XXXXh' |Status Words (SW1,SW2)

¢ If the command is successful, the card retu@90.

¢ If the file corresponding with the file identifies not found, the processing state returned
is ‘6A82.

¢ In T=1, if the byte Le is present, the state redris'6700’.

¢ In T=0, if a response is asked after the SELECTEH-dommand, the state returned is
‘6900'.

¢ If the selected file is considered corrupted (intggerror is detected within the file
attributes), the processing state returne@490 or ‘6587.

3.6.2 ReadBinary

This command is compliant with ISO/IEC 7816-4, has a restricted usage compared to the
command defined in the norm.

The Read Binary command is used to read data froamaparent file.

The response of the card consists of returningdédta read, optionally encapsulated in a
secure messaging structure.
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TCS 323 The command can be performed only if theurdg status satisfies the security
attributes defined for the EF for the READ function

3.6.2.1 Command without secure messaging
This command enables the IFD to read data fromEfReurrently selected, without secure
messaging.

TCS_324 Reading data from a file marked as “Enegypshall not be possible through this
command.
TCS 325 Command Message
Byte Length Value Description
CLA 1 ‘oon’ No Secure Messaging asked
INS 1 ‘BONh’
P1 1 ‘XXh’ Offset in bytes from the beginning oftffile :
Most Significant Byte
P2 1 ‘XXh’ Offset in bytes from the beginning ogtfile :
Least Significant Byte
Le 1 ‘XXh’ Length of data expected. Number of Bytese
read.

Note: bit 8 of P1 must be set to 0.

TCS_326 Response Message
Byte Length Value Description
#1-#X X ‘XX..XXh" |Data read
SW 2 XXXXh"  |Status Words (SW1,SW2)

+ fthe command is successful, the card retu®090.

If no EF is selected , the processing state retLisi€986’.

¢ |If the Access Control of the selected file are satdtsfied, the command is interrupted with
‘6982.

¢ If the Offset is not compatible with the size oétBF (Offset > EF size), the processing
state returned i$B00’.

¢ If the size of the data to be read is not compatiith the size of the EF (Offset + Le >
EF size) the processing state returnedi®0’ or ‘6Cxx’ where 'xx' indicates the exact
length.

¢ If an integrity error is detected within the fileréoutes, the card shall consider the file as
corrupted and unrecoverable, the processing staiened is6400’ or ‘6581 .

¢ If an integrity error is detected within the stoata, the card shall return the demanded
data, and the processing state returnégligl’.

<

3.6.2.2 Command with secure messaging

This command enables the IDF to read data fromBRecurrently selected with secure
messaging, in order to verify the integrity of thiamta received and to protect the
confidentiality of the data in the case the EF &ked as “Encrypted”.
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TCS_327 Command Message
Byte Length Value Description
CLA 1 ‘OCh’ | Secure Messaging asked
INS 1 ‘BOh’ INS
P1 1 ‘XXh' | P1 ( offset in bytes from the beginniafjthe file) :
Most Significant Byte
P2 1 ‘XXh' | P2 (offset in bytes from the beginniafjthe file) :

Least Significant Byte

Lc 1 ‘09’ Length of input data for secure mesaggi

#6 1 ‘97h’ T.e : Tag for expected length specification.

#7 1 ‘01h’ L e : Length of expected length

#8 1 ‘NNh’ | Expected length specification (originad) : Number

of Bytes to be read

#9 1 ‘8ENh’ Tec : Tag for cryptographic checksum

#10 1 ‘04h’ Lec : Length of following cryptographic checksum
#11-#14 4 ‘XX..XXh'| Cryptographic checksum (4 most significant bytes)

Le 1 ‘oon’ As specified in ISO/IEC 7816-4

TCS 328 Response Message if EF is not marked as “Encryptedind if Secure Messaging
input format is correct:

Byte Length| Value Description
#1 1 ‘81h’ Tev : Tag for plain value data
#2 L ‘NNh’ or |Lpy : length of returned data (=original Le).

‘81 NNh’ | L is 2 bytes if l,y>127 bytes.
#(2+L)-#(1+L+NN) NN | ‘XX..XXh" | Plain Data value

#(2+L+NN) 1 ‘8Eh Tcc : Tag for cryptographic checksum

#(3+L+NN) 1 ‘04h Lcc @ Length of following cryptographic
checksum

#(4+L+NN)- 4 ‘XX..XXh" | Cryptographic checksum (4 most significant

#(7+L+NN) bytes)

SW 2 XXXXh' |Status Words (SW1,SW2)
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TCS_ 329 Response Message if EF is marked as “Encrypted” antlSecure Messaging input
format is correct:
Byte Length Value Description
#1 1 ‘87h’ Trica: Tag for encrypted data (cryptogram))
#2 L ‘MMh’ or |Lp cc: length of returned encrypted data
‘81 MMh’ | (different of original Le of the command due
to padding).
L is 2 bytes if lp; cc > 127 bytes.
#(2+L)-#(1+L+MM) | MM ‘01XX..X |Encrypted Data : Padding Indicator and
Xh’ cryptogram
#(2+L+MM) 1 ‘8Eh Tcc: Tag for cryptographic checksum
#(3+L+MM) 1 ‘04h Lcc @ Length of following cryptographic
checksum
#(4+L+MM)- 4 ‘XX..XXh" | Cryptographic checksum (4 most significant
#(7+L+MM) bytes)
SW 2 XXXXh" |Status Words (SW1,SW2)

The encrypted data returned contain a first bytkcating the used padding mode. For the
tachograph application, the padding indicator abMakes the value ‘01h’, indicating that the
used padding mode is the one specified in ISO/IBL674 (one byte with value ‘80h’
followed by some null bytes: ISO/IEC 9797 method 2)

The "regular” processing states, described foREAD BINARY command with no secure
messaging (see § 3.6.2.1), can be returned usengefponse message structures described
above, under a ‘99h’ Tag (as described in TCS 335).

Additionally, some errors specifically related tcare messaging can happen. In that case,
the processing state is simply returned, with musemessaging structure involved:

TCS_330 Response Message if incorrect Secure Messaging informat
Byte Length Value Description
SW 2 ‘XXXXh' |Status Words (SW1,SW2)
¢ If no current session key is available, the proogsstate6A88’ is returned. It happens

either if the session key has not already beerergéed or if the session key validity has
expired (in this case the IFD must re-run a mudwdhentication process to set a new
session key).

If some expected data objects (as specified abaremissing in the secure messaging
format, the processing sta®987’ is returned : this error happens if an expectgdida
missing or if the command body is not properly ¢arged.

If some data objects are incorrect, the processtate returned 865988’ : this error
happens if all the required tags are present huesengths are different from the ones
expected.

If the verification of the cryptographic checksuaild, the processing state returned is
‘6688'.



ECE/TRANS/SC.1/2006/2/Add.1
page 127

3.6.3 Update Binary
This command is compliant with ISO/IEC 7816-4, has a restricted usage compared to the
command defined in the norm.

The UPDATE BINARY command message initiates theatpderase + write) of the bits
already present in an EF binary with the bits giwethe command APDU.

TCS_331 The command can be performed only if theursty status satisfies the security
attributes defined for the EF for the UPDATE fupnati( If the Access Control of the
UPDATE function includes PRO SM, a Secure Messagiogt be added in the command ).

3.6.3.1 Command without secure messaging

This command enables the IFD to write data intoERecurrently selected, without the card
verifying the integrity of data received. This planode is allowed only if the related file is
not marked as “Encrypted”.

TCS 332 Command Message

Byte Length Value Description
CLA 1 ‘00h’ No Secure Messaging asked
INS 1 ‘D6h’
P1 1 ‘XXh’ Offset in bytes from the beginning ofth
file : Most Significant Byte
P2 1 ‘XXh’ Offset in bytes from the beginning ofth
file : Least Significant Byte
Lc 1 ‘NNh’ Lc Length of data to Update. Number|of
bytes to be written.
#6-#(5+NN) NN XX XXh’ Data to be written

Note: bit 8 of P1 must be set to O.

TCS_333 Response Message

Byte Length Value Description
SW 2 XXXXh’ Status Words (SW1,SW2)

¢ If the command is successful, the card retu@90.

If no EF is selected , the processing state retLisi€986’.

¢ |If the Access Control of the selected file are satisfied, the command is interrupted with
‘6982.

¢ |If the Offset is not compatible with the size oétBF (Offset > EF size), the processing
state returned i$B00’.

¢ If the size of the data to be written is not conipatwith the size of the EF (Offset + Lc >
EF size) the processing state returne@®190’.

¢ If an integrity error is detected within the fil&trébutes, the card shall consider the file as
corrupted and unrecoverable, the processing staiened is6400’ or ‘6500’

¢ If writing is unsuccessful, the processing statarreed iS6581’.

<
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3.6.3.2 Command with secure messaging

This command enables the IFD to write data into Effecurrently selected, with the card
verifying the integrity of data received. As no @identiality is required, the data are not

encrypted.
TCS_334 Command Message
Byte Length Value Description
CLA 1 ‘0OCh’ Secure Messaging. Asked
INS 1 ‘D6h’ INS
P1 1 ‘XXh’ Offset in bytes from the beginning ofth
file :
Most Significant Byte
P2 1 ‘XXh’ Offset in bytes from the beginning ofth
file :
Least Significant Byte
Lc 1 ‘XXh' Length of the secured data field
#6 1 ‘81h’ Tey : Tag for plain value data
#7 L ‘NNh’ or |Lpy : length of transmitted data.
‘81 NNh' |Lis 2 bytes if lpy > 127 bytes.
#(7+L)-#(6+L+NN) NN ‘XX..XXh" |Plain Data value (Datto be written)
#(7+L+NN) 1 ‘8EN’ Tec @ Tag for cryptographic checksum
#(8+L+NN) 1 ‘04h’ Lcc : Length of following cryptographic
checksum
#(9+L+NN)- 4 ‘XX..XXh" |Cryptographic checksum (4 most
#(12+L+NN) significant bytes)
Le 1 ‘00h’ As specified in ISO/IEC 7816-4
TCS_335 Response message if correct Secure Messaging infrimat
Byte Length Value Description
#1 1 ‘99h’ Tsw : Tag for Status Words (to be
protected by CC)
#2 1 ‘02n’ Lsw : length of returned Status Words
#3-#4 2 ‘XXXXh' | Status Words (SW1,SW2)
#5 1 ‘8Eh Tcc @ Tag for cryptographic checksum
#6 1 ‘04h Lcc : Length of following cryptographic
checksum
#7-#10 4 ‘XX..XXh | Cryptographic checksum (4 most
significant bytes)
SW 2 ‘XXXXh' |Status Words (SW1,SW2)

The "regular" processing states, described for WRDATE BINARY command with no
secure messaging (see 8§ 3.6.3.1), can be retursied the response message structure
described above.

Additionally, some errors specifically related tecare messaging can happen. In that case,
the processing state is simply returned, with musemessaging structure involved:
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TCS 336  Response Message if error in secure messaging

Byte Length Value Description
SW 2 ‘XXXXh' |Status Words (SW1,SW2)

¢ If no current session key is available, the proogsstate 6A88’ is returned

¢ |If some expected data objects (as specified abare)missing in the secure messaging
format, the processing sta987’ is returned : this error happens if an expectgdiga
missing or if the command body is not properly ¢orged.

¢ If some data objects are incorrect, the processtage returned %988’ : this error
happens if all the required tags are present bhuesengths are different from the ones
expected.

¢ If the verification of the cryptographic checksuail$, the processing state returned is
‘6688'.

3.6.4 Get Challenge

This command is compliant with ISO/IEC 7816-4, hat a restricted usage compared to the
command defined in the norm.

The GET CHALLENGE command asks the card to issebalenge in order to use it in a
security related procedure in which a cryptograraame ciphered data are sent to the card.

TCS_337 The Challenge issued by the card is orlig ¥ar the next command, which uses a
challenge, sent to the card.

TCS 338 Command Message

Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘84h’ INS
P1 1 ‘00h’ P1
P2 1 ‘00h’ P2
Le 1 ‘08h’ Le (Length of Challenge expected)

TCS_339 Response Message

Byte Length Value Description
#1-#8 8 ‘XX..XXh" | Challenge
SW 2 XXXXh' Status Words (SW1,SW2)

¢ If the command is successful, the card retud@g0.
¢ If Le is different from ‘08h’, the processing stage6700’.
¢ If parameters P1-P2 are incorrect, the processatg s'6A86’.

3.6.5 Verify

This command is compliant with ISO/IEC 7816-4, hat a restricted usage compared to the
command defined in the norm.

The Verify command initiates the comparison in¢hed of the CHV (PIN) data sent from the
command with the reference CHYV stored in the card.
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Note: The PIN entered by the user must be rightleddvith ‘FFh’ bytes up to a length of 8
bytes by the IFD.

TCS_340 If the command is successful, the rightsesponding to CHV presentation are
opened and the remaining CHV attempt counter rstiglised.

TCS_341 An unsuccessful comparison is recordedhenctird in order to limit the number of
further attempts of the use of the reference CHV.

TCS 342 Command Message
Byte Length Value Description
CLA 1 ‘0oh’ CLA
INS 1 ‘20h’ INS
P1 1 ‘00h’ P1
P2 1 ‘oon’ P2 (the verified CHV is implicitly
known)
Lc 1 ‘08h’ Length of CHV code transmitted
#6-#13 8 XX XXh' CHV
TCS_343 Response Message
Byte Length Value Description
SW 2 KXXXh’ Status Words (SW1,SW2)

¢ If the command is successful, the card retua@90.

If the reference CHV is not found, the processitagesreturned i$6A88’.

¢ |If the CHV is blocked, (the remaining attempt carmaf the CHV is null)the processing
state returned i$983'. Once in that state, the CHV can never be suagigsgiresented
anymore.

¢ If the comparison is unsuccessful, the remainirignapt Counter is decreased and the
status63CX’ is returned (X>0 and X equals the remaining CH¢mattts counter. If X =
‘F’, the CHV attempts counter is greater than ‘F’).

¢ |If the reference CHV is considered corrupted, thec@ssing state returned ‘@100’ or
‘6581".

<

3.6.6 Get Response

This command is compliant with ISO/IEC 7816-4.

This command (only necessary and available for Prdtocol) is used to transmit prepared
data from the card to the interface device (caser&va command had included both Lc and
Le).

The GET_RESPONSE command has to be issued immigydidter the command preparing
the data, otherwise, the data are lost. After ttexation of the GET_RESPONSE command
(except if the error ‘61xx’ or ‘6Cxx’ occur, seelbw), the previously prepared data are no
longer available.
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TCS 344  Command Message
Byte Length Value Description
CLA 1 ‘00h’
INS 1 ‘COh’
P1 1 ‘00h’
P2 1 ‘00h’
Le 1 XXh' Number of bytes expected
TCS_345 Response Message
Byte Length Value Description
#1-#X X ‘XX.XXh"  |Data
SW 2 KXXXXh'’ Status Words (SW1,SW?2)

If the command is successful, the card retu®@90.

¢ If no data have been prepared by the card, theepsitg state returned 8900’ or
‘6F00’.

¢ |If Le exceeds the number of available bytes omrifid.null, the processing state returned is

‘6Cxx’, where xx denotes the exact number of availabtesbyn that case, the prepared

data are still available for a subsequent GET_RBE$H©Ocommand.

¢ If Le is not null and is smaller than the numberaghilable bytes, the required data are
sent normally by the card, and the processing s¢ditened iS61xx’, where 'xx' indicates
a number of extra bytes still available by a subseti GET_RESPONSE command.

¢ If the command is not supported (protocol T=1),¢hed returns&6D00’.

<

3.6.7 PSO: Verify Certificate
This command is compliant with ISO/IEC 7816-8, hat a restricted usage compared to the
command defined in the norm.

The VERIFY CERTIFICATE command is used by the carabtain a Public Key from the
outside and to check its validity.

TCS_346 When a VERIFY CERTIFICATE command is susfidsthe Public Key is stored for
a future use in the Security environment. This $legll be explicitly set for the use in security
related commands (INTERNAL AUTHENTICATE, EXTERNAL WHENTICATE or
VERIFY CERTIFICATE) by the MSE command (see 8 30§.asing its key identifier.

TCS_347 In any case, the VERIFY CERTIFICATE commaséds the public key previously
selected by the MSE command to open the certifiCEtes public key must be the one of a

Contracting Party.
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TCS 348 Command Message

Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘2Ah’ Perform Security Operation
P1 1 ‘00h’ P1
P2 1 ‘AERh’ P2 : non BER-TLV coded data
(concatenation of Data Elements)
Lc 1 ‘c2h’ Lc : Length of the certificate, 194 Bgte
#6-#199 194 KX..XXh' Certificate : concatenatiohdata
Elements (as described in sub-append|x
11)
TCS_349 Response Message
Byte Length Value Description
SW 2 XXXXh’ Status Words (SW1,SW2)
¢ If the command is successful, the card retua@90.
¢ |If the certificate verification fails, the procesgistate returned i16688’. The verification
and unwrapping process of the certificate is dbedrin sub-appendix 11.
¢ If no Public Key is present in the Security Envimeent,'6A88’ is returned.
¢ |If the selected public key (used to unwrap theifieate) is considered corrupted, the

processing state returned@gl00’ or ‘6581’

¢ If the selected public key (used to unwrap the ifbeate) has a CHA.LSB
(CertificateHolderAuthorisation.equipmentType) difnt from '00' (i.e. is not the one of
a Contracting Party) , the processing state retlisé985'.

3.6.8 Internal Authenticate
This command is compliant with ISO/IEC 7816-4.

Using the INTERNAL AUTHENTICATE command, the IFDrtauthenticate the card.

The authentication process is described in subrappell. It includes the following
statements :

TCS_350 The INTERNAL AUTHENTICATE command uses tteed Private Key (implicitly
selected) to sign authentication data including (Kikt element for session key agreement)
and RND1, and uses the Public Key currently sete@erough the last MSE command) to
encrypt the signature and form the authenticatien (more details in sub-appendix 11).

TCS_ 351 Command Message

Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘88h’ INS
Pl 1 ‘00h’ P1
P2 1 ‘00h’ P2
Lc 1 ‘10n’ Length of data sent to the card
#6 - #13 8 ‘XX..XXh' | Challenge used to authentictte card
#14 -#21 8 ‘XX..XXh" | VU.CHR (see sub-appendix 11)
Le 1 ‘80N’ Length of the data expected from thedca
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TCS_352 Response Message
Byte Length Value Description
#1-#128 128 ‘XX..XXh' | Card authentication token
(see sub-appendix 11)
SW 2 ‘XXXXh' |Status Words (SW1,SW2)
¢ If the command is successful, the card retu@@0.
¢ If no Public Key is present in the Security Enviment, the processing state returned is
‘6A88’ .
¢ If no Private Key is present in the Security Enmimeent, the processing state returned is
‘6A88’ .
¢ If VU.CHR does not match the current public kegntfier, the processing state returned
is ‘6A88'.
¢ |If the selected private key is considered corruptieel processing state returned6400’
or ‘6581".

TCS 353 If the INTERNAL_AUTHENTICATE command is sussful, the current session
key, if existing, is erased and no longer availalite order to have a new session key
available, the EXTERNAL_AUTHENTICATE command mu& duccessfully performed.

3.6.9 External Authenticate
This command is compliant with ISO/IEC 7816-4.

Using the EXTERNAL AUTHENTICATE command, the carancauthenticate the IFD.

The authentication process is described in subfappdl. It includes the following
statements :

TCS_354 A GET CHALLENGE command must precede thd ERNAL_AUTHENTICATE
command immediately. The card issues a challengeetoutside (RND3).

TCS_355 The verification of the cryptogram uses BNEhallenge issued by the card), the card
private key (implicitly selected) and the publio/kgreviously selected by the MSE command.

TCS_356 The card verifies the cryptogram, and isitorrect, the AUT access condition is
opened.

TCS_357 The input cryptogram carries the secondeié for session key agreement K2.
TCS 358 Command Message

Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘82h’ INS
P1 1 ‘00h’ P1
P2 1 ‘00h’ P2 ( the public Key to be used is

implicitly known, and has been

previously set by the MSE command)
Lc 1 ‘80h’ Lc ( Length of the data sent to thedccar

#6-#133 128 KX XXh' Cryptogram (see sub-appentiy
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TCS_359 Response Message

Byte Length Value Description
SW 2 AXXXXh' Status Words (Status Words (SW1,SW_2))

¢ If the command is successful, the card retua@90.

If no Public Key is present in the Security Envimeent,'6A88’ is returned.

¢ If the CHA of the currently set public key is ndtet concatenation of the Tachograph
application AID and of a VU equipment Type, theqessing state returned'@&-00’ (see
sub-appendix 11).

¢ If no Private Key is present in the Security Enmimegent, the processing state returned is
‘6A88’ .

¢ If the verification of the cryptogram is wrong, theocessing state returned6§88’ .

¢ If the command is not immediately preceded with BTGCHALLENGE command, the
processing state returned6985'.

¢ |If the selected private key is considered corruptieel processing state returned6400’
or ‘6581’

TCS_360 If the EXTERNAL AUTHENTICATE command is ssssful, and if the first part of
the session key is available from a successful IRNEL AUTHENTICATE recently
performed, the session key is set for future comtearsing secure messaging.

TCS_361 If the first session key part is not avddafrom a previous INTERNAL
AUTHENTICATE command, the second part of the sassiey, sent by the IFD, is not
stored in the card. This mechanism ensures thantiteal authentication process is done in
the order specified in sub-appendix 11.

<

3.6.10 Manage Security Environment
This command is used to set a public key for autbation purpose.

This command is compliant with ISO/IEC 7816-8. Time of this command is restricted
regarding the related standard.

TCS_362 The key referenced in the MSE data fielalgl for every file of the Tachograph DF.

TCS_363 The key referenced in the MSE data fiatdaias the current public key until the next
correct MSE command.

TCS_364 If the key referenced is not (already) gmes$nto the card, the security environment
remains unchanged.
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TCS_365 Command Message
Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 22h’ INS
P1 1 ‘Clh’ P1 : referenced key valid for all
cryptographic operations
P2 1 ‘B6h’ P2 (referenced data concerning Digital
Signature)
Lc 1 ‘0AR’ Lc : length of subsequent data field
#6 1 ‘83h’ Tag for referencing a public key in
asymmetric cases
#7 1 ‘08h’ Length of the key reference (key
identifier)
#8-#15 08h XX..XXh'’ Key identifier as specified in
sub-appendix 11
TCS_366 Response Message
Byte Length Value Description
SW 2 KXXXh’ Status Words (SW1,SW?2)
¢ If the command is successful, the card retua@90.
¢ If the referenced key is not present into the ctirel processing state returned6ia88’ .
¢ If some expected data objects are missing in thereemessaging format, the processing
state'6987’ is returned. This can happen if the tag ‘83h’ isgimg.
¢ If some data objects are incorrect, the processtiaig returned i$988’. This can happen
if the length of the key identifier is not ‘08h’.
¢ If the selected key is considered corrupted, thmcgssing state returned ‘8400’ or

3.6.11 PSO: Hash

‘6581".

This command is used to transfer to the card tealtr®f a hash calculation on some data.
This command is used for the verification of dipgggnatures. The hash value is stored in
EEPROM for the subsequent command verify digitghature.

This command is compliant with ISO/IEC 7816-8. Timee of this command is restricted

regarding the related standard.

TCS_367

Command Message
Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘2Ah’ Perform Security Operation
P1 1 ‘O0h’ Return Hash code
P2 1 ‘A0h’ Tag : data field contains DOs relevar
for hashing
Lc 1 ‘16h’ Length Lc of the subsequent data fie
#6 1 ‘90h’ Tag for the hash code
#7 1 ‘14h’ Length of the hash code
#8-#27 20 ‘XX..XXh" | Hash code

—
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TCS_368 Response Message
Byte Length Value Description
SW 2 XXXXh’ Status Words (SW1,SW2)

¢ If the command is successful, the card retu@@0.

¢ If some expected data objects (as specified alareeissing, the processing st&@87’
is returned. This can happen if one of the tag *@missing.

¢ |If some data objects are incorrect, the processtate returned i$%6988’. This error
happens if the required tag is present but wignagth different from ‘14h’.

3.6.12 Perform Hash of File

This command is not compliant with ISO/IEC 7816F8us the CLA byte of this command
indicates that there is a proprietary use of thRFFRERM SECURITY OPERATION / HASH.

TCS_369 The perform hash file command is used b ttize data area of the currently selected
transparent EF.

TCS_370 The result of the hash operation is storéige card. It can then be used to get a digital
signature of the file, using the PSO-COMPUTE_DIGLTAIGNATURE command. This
result remains available for the COMPUTE DIGITALGNATURE command until the next
successful PERFORM HASH of FILE command.

TCS 371 Command Message
Byte Length Value Description
CLA 1 ‘80h’ CLA
INS 1 ‘2ANh’ Perform Security Operation
P1 1 ‘O0h’ Tag: Hash
P2 1 ‘00h’ P2: Hash the data of the currently
selected transparent file
TCS_372 Response Message
Byte Length Value Description
SW 2 XXXXh’ Status Words (SW1,SW?2)

¢ If the command is successful, the card retu@90.

If no application is selected, the processing s&85 is returned

¢ |If the selected EF is considered corrupted (fiteilaites or stored data integrity errors),
the processing state returnedG400 or ‘6581

¢ If the selected file is not a transparent file, pinecessing state returned &986.

<

3.6.13 PSO: Compute Digital Signature
This command is used to compute the digital sigeadéi previously computed hash code (see
PERFORM HASH of FILE, § 3.6.12).

This command is compliant with ISO/IEC 7816-8. Time of this command is restricted
regarding the related standard.

TCS 373 The card private key is used to computditi¢gal signature and is implicitly known
by the card.
TCS_374 The card performs a digital signature uaipgdding method compliant with PKCS1

(see sub-appendix 11 for details).
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TCS_375 Command Message
Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘2Ah’ Perform Security Operation
P1 1 ‘OENh’ Digital signature to be returned
P2 1 ‘9Ah’ Tag: data field contains data to be ein
As no data field is included, the data are
supposed to be already present in the ¢
(hash of file)
Le 1 ‘80h’ Length of the expected signature
TCS 376 Response Message
Byte Length Value Description
#1-#128 128 KX..XXh' Signature of the previouslgroputed
hash
SW 2 XXXXh'’ Status Words (SW1,SW2)
¢ If the command is successful, the card retua@90.

¢

ard

If the implicitly selected private key is considéras corrupted, the processing state

returned is6400 or ‘6581’

3.6.14 PSO: Verify Digital Signature

This command is used to verify the digital signafyprovided as an input, in accordance with
PKCS1 of a message, whose hash is known to the Thedsignature algorithm is implicitly
known by the card.

This command is compliant with ISO/IEC 7816-8. Time of this command is restricted

regarding the related standard.

TCS_377

The Verify Digital Signature command alwayges the public key selected by the
previous Manage Security Environment command, aedptevious hash code entered by a
PSO: Hash command.

f

TCS_378 Command Message
Byte Length Value Description
CLA 1 ‘00h’ CLA
INS 1 ‘2AN’ Perform Security Operation
P1 1 ‘00h’
P2 1 ‘A8h’ Tag : data field contains DOs relevamt
verification
Lc 1 ‘83h’ Length Lc of the subsequent data field
#28 1 ‘OEh’ Tag for Digital Signature
#29-#30 2 ‘8180n’ Length of digital signature (I2g@es,
coded in accordance with ISO/IEC 781
6)
#31-#158 128 XX.. XXh'’ Digital signature content
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TCS_379 Response Message

Byte Length Value Description
SW 2 XXXXh’ Status Words (SW1,SW2)

¢ If the command is successful, the card retu@@90.
¢ |If the verification of the signature fails, the pessing state returned #8688’. The
verification process is described in sub-appendix 1

¢ If no public key is selected, the processing stetierned iS6A88’.

¢ If some expected data objects (as specified alBreeissing, the processing st&@87’
is returned. This can happen if one of the requiagds missing.

¢ If no hash code is available to process the comnfas@ result of a previous PSO: Hash
command), the processing state returne@d85’.

¢ If some data objects are incorrect, the processiaig returned i$988’. This can happen
if one of the required data objects length is inect:

¢ |If the selected public key is considered corruptld, processing state returnedG400’
or ‘6581’

4, Tachograph cards structure

This paragraph specifies the file structures ofthehograph cards for storage of accessible
data.

It does not specify card manufacturer dependaetnat structures, such as e.g. file headers,
nor storage and handling of data elements neededinfi@rnal use only such as
EuropeanPublicKey, CardPrivateKey, TDesSessionKayarkshopCardPin.

The useful storage capacity of Tachograph card$ bhaof 11 Kbytes minimum. Greater
capacities may be used. In such case, the struofutike card remains the same, but the
number of records of some elements of the strudturecreased. This paragraph specifies
minimum and maximum values of these record numbers.

4.1 Driver card structure

TCS_400 After its personalisation, the driver catthll have the following permanent file
structure and file access conditions:
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Access conditions

File File ID Read Update Encrypted

MF 3F00
EF ICC 000z ALW NEV No
EF IC 000t ALW NEV No

DF Tachograp 050(
— EF Application Identificatior 0501 ALW NEV No
—EF Card Certificat C10c ALW NEV No
—EF CA Certificate C10¢ ALW NEV No
— EF ldentificatior 052( ALW NEV No
—EF Card Downloa 050E ALW ALW No
— EF Driving Licence Infq 0521 ALW NEV No
—EF Events Dat 050: ALW PRO SM | No
— EF Faults Dat 050: ALW PRO SM | No
— EF Driver Activity Date 050¢ ALW PRO SM | No
—EF Vehicles Use 050~ ALW PRO SM | No
—EF Place 050¢ ALW PRO SM | No
—EF Current Usac 0507 ALW PRO SM | No
— EF Control Activity Dat: 050¢ ALW PRO SM | No
— EF Specific Condition 0522 ALW PRO SM | No

TCS_401 All EFs structures shall be transparent.
TCS 402 Read with secure messaging shall be pedsibll files under the DF Tachograph.
TCS_403 The driver card shall have the followintadsructure:
No of Size (bytes)  Default
File / Data element Records Min Max Values

=EICC 25 25
L Cardliccldentificatio 25 25
clockStoy 1 1 {00}
cardExtendedSerialNumt 8 8 {00..00}
cardApprovalNumbe 8 8 {20..20}
cerdPersonaliserl 1 1 {00}
embedderlcAssemblel 5 5 {00..00}
icldentifier 2 2 {00 00}
—EF IC 8 8
L CardChipldentificatio 8 8
icSerialNumbe 4 4 {00..00}
icManufacturingReferenc 4 4 {00..00}
—DF Tachoagrap 1137¢ 2492¢
—EF Application Identificatiol 1C 10
L DriverCardApplicationldentificatic 1C 10
—typeOfTachographCard 1 1 {00}
—cardStructureVersic 2 2 {00 00}
—noOfEventsPerTyg 1 1 {00}
—noOfFaultsPerTyr 1 1 {00}
—activityStructureLengl 2 2 {00 00}
—noOfCardVehicleRecor: 2 2 {00 00}
—noOfCardPlaceRecor 1 1 {00}
—EF Card Certificat 194 194
L CardCertificat 194 194 {00..00}
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. EF CA_Certificate 194 194
L MemberStateCertifica 194 194 {00..00}
—EF Identificatior 142 14z2
— Cardldentificatiol 65 65
—CardlssuingMemberSt: 1 1 {00}
—cardNumbe 16 16 {20..20}
—cardlssuingAuthorityNan 36 36 {20..20}
—cardlssueDal 4 4 {00..00}
—cardValidityBeait 4 4 {00..00}
—cardExpiryDat 4 4 {00..00}
—DriverCardHolderldentificatic 78 78
—cardHolderNam 72 72
holdeSurnam 36 36 {00,
holderFirstName 36 36 {00,
—cardHolderBirthDat 4 4 {00..00}
—cardHolderPreferredLangus 2 2 {2020}
—EF Card Downloa 4 4
L LastCardDownloa 4 4
—EF Driving Licence Inf 53 53
L cardDrivingLicencelnformatic 53 53
drivingLicencelssuingAuthorii 36 36 {00,
drivingLicencel:suingNatiol 1 1 {00}
drivingLicenceNumbe 16 16 {20..20}
—EF Events Da 864 172¢
L CardEventDat 864 172¢
L cardEventRecort 6 144 28¢
L CardEventRecol m 24 24
eventTyp: 1 1 {00}
eventBeqginTim 4 4 {00..00}
eventEndTim 4 4 {00..00}
eventVehicleRegistratic
vehicleReaqistrationNatic 1 1 {00}
vehicleReaqistrationNumb 14 14 {00,
—EF Faults Dat 57¢ 115:
L CardFaultDat 57€ 115:
L cardFaultRecort 2 28¢ 57€
L CardFaultRcorc No 24 24
faultType 1 1 {00}
faultBeqinTime 4 4 {00..00}
faultEndTime 4 4 {00..00}
faultVehicleReqistratic
vehicleReaistrationMion 1 1 {00}
vehicleReaqistrationNumb 14 14 {00, 0..20}
—EF Driver Activity Dat: 554¢ 1378(

L CardDriverActivity 554¢ 1378(
activityPointerOldestDayRerd 2 2 {00 00}
activityPointerNewestReca 2 2 {00 00}
activityDailyRecord Ng 554¢ 1377¢ {00..00}
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=EF Vehicles Use 260€ 6202
L CardVehiclesUse 260€ 620
vehiclePointerNewestRecc 2 2 {00 00}
cardVehicleRecor( 260¢  620C
L CardVehicleRecol Ns 31 31
—vehicleOdometerBeq 3 3 {00..00}
—vehicleOdometerEr 3 3 {00..00}
—vehicleFirstUs 4 4 {00..00}
—vehicleLastUs 4 4 {00..00}
—vehicleReqistratic
vehicleReqistrationNatic 1 1 {00}
vehicleReqistrtionNumbe 14 14 {00,
—vuDataBlockCount¢ 2 2 {00 00}
=EF Place 841 1121
L CardPlaceDailyWorkPeric 841 1121
placePointerNewestRec( 1 1 {00}
placeRecord. 84C 112C
L PlaceRecor Na 10 10
entryTime 4 4 {00..00}
entryTypeDailyWorkPeric 1 1 {00}
dailyWorkPeriodCounti 1 1 {00}
dailyWorkPeiodReqior 1 1 {00}
vehicleOdometerValt 3 3 {00..00}
=EF Current Usac 19 19
L CardCurrentUs 19 19
sessionOpenTin 4 4 {00..00}
sessionOpenVehic
vehicleReqgistrationNatic 1 1 {00}
vehicleReqgistrationNumb 14 14 {00,
=EF Control Activity Dat: 46 46
L CardControlActivityDataReco 46 46
—controlType 1 1 {00}
—controlTime 4 4 {00..00}
—controlCardNumbg
cardTypt 1 1 {00}
CardlssuingMemberStz 1 1 {00}
cardNumbe 16 16 {20..20}
—controlVehicleReqgistratic
vehicleReqgistrationNatic 1 1 {00}
vehicleReqistrationNumb 14 14 {00,
—controlDownloadPeriodBeg 4 4 {00..00}
—controlDownloaderiodEnc 4 4 {00..00}
—EF Specific Condition 28C 28C
L SpecificConditionRecol 56 5 5
entryTime 4 4 {00..00}

SpecificConditionTyp 1 1 {00}
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TCS 404 The following values, used to provide sipethe table above, are the minimum and
maximum record number values the driver card dat&tsire must use:

Min Max
n; | NoOfEventsPerType 6 12
n, | NoOfFaultsPerType 12 24
nz | NoOfCardVehicleRecords 84 200
ns | NoOfCardPlaceRecords 84 112
ne | CardActivityLengthRange 5544 bytes 13776 Bytes
(28 days * 93 activity | (28 days * 240 activity|
changes) changes)

4.2  Workshop card structure

TCS_405 After its personalisation, the workshopdcsinall have the following permanent file
structure and file access conditions:

Access conditions
File File ID Read Update | Encrypted
MF 3F00

EF ICC 000z ALW NEV No

EF IC 000¢& ALW NEV No

DF Tachograp 050C
—EF Application Identificatio 0501 ALW NEV No
—EF Card Certifical C10cC ALW NEV No
—EF CA Certificat C10¢ ALW NEV No
— EF Identificatiol 052( ALW NEV No
—EF Card Downlog 050¢ ALW ALW No
—EF Calibratiol 050A ALW PRO SM |/ No
—EF Sensc Installation Dat 0O50E ALW NEV Yes
—EF Events Dal 0502 ALW PRO SM |/ No
—EF Faults Dat 0502 ALW PRO SM |/ No
—EF Driver Activity Dati 050< ALW PRO SM |/ No
—EF Vehicles Use 050¢ ALW PRO SM |/ No
—EF Place 050¢ ALW PRO SM |/ No
—EF Current Usac 0507 ALW PRO SM |/ No
—EF Control Activity Dat 050¢ ALW PRO SM |/ No
—EF Specific_Conditior 0522 ALW PRO SM | No

TCS_406 All EFs structures shall be transparent.
TCS_407 Read with secure messaging shall be pedsibll files under the DF Tachograph.
TCS_408 The workshop card shall have the follovdata structure:
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No of Size (Bytes) Default

File / Data element Records Min Max Values
ME o 11088 29061
—EF ICC 25 25
L Cardlccldentificatio 25 25
clockStoy 1 1 {00}
cardExtendedSerialNumt 8 8 {00..00}
cardApprovalNumbe 8 8 {20..20}
cardFersonaliserll 1 1 {00}
embedderlcAssemblel 5 5 {00..00}
icldentifier 2 2 {00 00}
—EF IC 8 8
L CardChipldentificatio 8 8
icSerialNumbe 4 4 {00..00}
icMantfacturingReferenct 4 4 {00..00}
—DF Tachograp 11058 2902¢
=EF Application ldentificatio 11 11
L WorkshopCardApplicationldentificatit 11 11
—typeOfTachographCard 1 1 {00}
—cardStructureVersic 2 2 {00 00}
—noOfEventsPerTyg 1 1 {00}
—noOfFaultsPerTyr 1 1 {00}
—activityStructureLengl 2 2 {00 00}
—noOfCardVehicleRecor: 2 2 {00 00}
—noOfCardPlaceRecor 1 1 {00}
—noOfCalibrationRecort 1 1 {00}
—EF Card Certificai 194 194
L CardCertificat 194 194 {00..00}
—EF CA Certificat 194 194
- MemberStateertificate 194 194 {00..00}
—EF |dentificatior 211 211
— Cardldentificatiol 65 65
— CardlssuingMemberStz: 1 1 {00}
—cardNumbe 16 16 {20..20}
—cardlssuingAuthorityNan 36 36 {00,
—cardlssueDa 4 4 {00..00}
—cardValidityBeqit 4 4 {00..00}
—cardExpiryDat 4 4 {00..00}
—WorkshopCardHolderldentificatit 14¢ 14¢€
—workshopNam: 36 36 {00,
—workshopAddres 36 36 {00,
—cardHolderNam
holderSurnarn 36 36 {00,
holderFirstName 36 36 {00,
—cardHolderPreferredLanque 2 2 {20 20}
—EF Card Downlos 2 2
L NoOfCalibrationsSinceDownlo: 2 2 {00 00}
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—EF Calibratiol
L WorkshopCardCalibrationDe
calibrationTotalNumbe
calibrationPointerNewestRec
calibrationRecorc
L WorkshopCardCalibrationRecc
—calibrationPurpos
—vehicleldentificationNumbt
—vehicleReaqistratic
vehicleRegistrationNatic
vehicleRegistrationNumb
—wVehicleCharacteristicConstz

—ITyreCircumferenc
—tyreSize
—authorisedSpet
—oldOdometerValu
—newOdometerValt
—oldTimeValue
—newTimeValu
_nextCalibrationDate

—vuPartNumbe
_vuSerialNumber

—sensorSerialNumb
—EF Sensor Installation D:
L SensorlnstallationSecD:
—EF Events Da
L CardEventDal
L cardEventRecort
L CardEventRecol

eventTypi
eventBeginTim

eventEndTim
eventVehicleRegistratic
vehicleRegistrationNatic
vehicleRwistrationNumbe
—EF Faults Dal
L CardFaultDat
L cardFaultRecort
L CardFaultRecol
faultType
faultBeqginTime
faultEndTime
faultVehicleReqistratic
vehicleRegistrationNatic
vehicleRegistratioNumbe
—EF Driver Activity Dat:

L CardDriverActivity
activityPointerOldestDayRecc
activityPointerNewestReca
activityDailyRecord

—kConstantOfRecordingEquipm

924:
924:

924(
N5 10¢

17

[EEN
Ny

=
ADRWWFRLOINNN

20z

Ng 19¢€

2677¢
2677¢

2677¢

=
~ Pk

[EY
D

-

VOO AEARRWWFROINNN

49¢

49z

{00 00}
{oot

{00}
{20..20}

{oot
{00,
{00 00}
{00 00}
{00 00}
{20..20}
{00}

{00.
{00.
{00.
{00.
{00.

{20..
{o0.

{00.
{00.

.00}
.00}
.00}
.00}
.00}

20}

.00}
.00}

.00}

{00}
{00..00}
{00..00}

{00}
{00,

{00}
{00..00}
{00..00}

{00}
{00,

{00 00}
{00 00}
{00..00}
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=EF Vehicles Use

L CardVehiclesUse
vehiclePointerNewestRecc
cardVehicleRecor(

L CardVehicleRecol Ns
—vehicleOdometerBeqg
—vehicleOdometerEr
—vehicleFirstUs
—vehicleLastUs
—vehicleRegistratic

vehicleReqgistrationNatic
vehicleRegistrationNumb
—vuDataBlockCount

—EF Place

L CardPlaceDailyWorkPeric
placePointerNewestRec(
placeRecorc

L placeRecor N
entryTime
entryTypeDailyWorkPeric
dailyWorkPeriodCounti
dailyWorkPeriodReqic
vehicleOdometerValt
—EF Current Usa(

L CardCurrentUs
sessionOpenTin
sessionOpenVehic

vehicleRegistrationNatic
vehicleReqistrationNumb
—EF Control Activity Dat
L CardControlActivityDataReco
—controlType
—controlTime
—controlCardNumbse
cardTypt
CardIssuingMemberStz
cardNumbe
—controlVehicleRegistratic
vehicleReqgistrationNatic
vehicleFegistrationNumbe
—controlDownloadPeriodBeg
—controlDownloadPeriodEl

_ EF Specific Conditior
L SpecificConditionReco! 2
entryTime
SpecificConditionTyp

The following values, used to provide sipethe table above, are the
maximum record number values the workshop card statature must use:

= =

[EEN
RhOORA_DME (ol ol o

Do

{00 00}

{00..00}
{00..00}
{00..00}
{00..00}

{00}
{00,
{00 00}

{00}

{00..00}
{00}
{00}
{00}

{00..00}

{00..00}

{oo}
{00,

{00}
{00..00}

{00}
{00}
{20..20}

{00}
{00,
{00..00}
{00..00}

{00..00}
{00}

minimum and
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Min Max

n; | NoOfEventsPerType 3 3

n, | NoOfFaultsPerType 6 6

ns | NoOfCardVehicleRecords 4 8

ns; | NoOfCardPlaceRecords 6 8

ns | NoOfCalibrationRecords 88 255

ne | CardActivityLengthRange 198 bytes (1 day|* 492 bytes (1 day *

93 activity changes) 240 activity changes)

4.3 Control card structure

TCS_410 After its personalisation, the control caldll have the following permanent file
structure and file access conditions:

Access conditions
File File ID Read Update | Encrypted
MF 3F00
EF ICC 000z ALW NEV No
EF IC 000t ALW NEV No
DF Tachoagrap 050C
EF Application Identificatio 0501 ALW NEV No
EF Card Certifical C10c ALW NEV No
EF CA Certificat C10¢ ALW NEV No
EF Idertification 052( AUT NEV No
EF Controller Activity Dat 050C ALW PRO SM | No

TCS 411 All EFs structures shall be transparent.
TCS 412 Read with secure messaging shall be pedsibfiles under the DF Tachograph.
TCS 413 The control card shall have the followiaggadstructure:

No of Size (Bytes) Default

File / Data element Records Min Max values
—EF ICC 25 25
L Cardlccldentificatio 25 25
clockStoy 1 1 {00}
cardExtendedSerialNumt 8 8 {00..00}
cardApprovalNumbe 8 8 {20..20}
cardPersonaliser| 1 1 {00}
embedderlcAssemblel 5 5 {00..00}
icldentifier 2 2 {00 00}
=EF IC 8 8
L cardChipldentificatio 8 8
icSerialNumbe 4 4 {00..00}
icManufacturingReferenc 4 4 {00..00}
—DF Tachoarap 1118¢ 2452¢
EF Application Identificatio 5 5
L ContiolCardApplicationldentificatio 5 5
typeOfTachographCard 1 1 {00}
cardStructureVersic 2 2 {00 00}
noOfControlActivityRecord 2 2 {00 00}



—EF Card Cetrtifical
L CardCertificat
—EF CA Certificat
L MemberStateCertifica
= EF Identificatiol
— Cardldentificatiol
—CardlssuinMemberStat
—cardNumbe
—cardlssuingAuthorityNan
—cardlssueDa
—cardValidityBeqir
—cardExpiryDat
— ControlCardHolderldentificatic
—controlBodyNam
—controlBodyAddres
—cardHolderNam
holderSurnarmr
holderFirstName

—cardHolderPreferredLangue
—EF Controller Activity Dat
L ControlCardControlAtivityData
controlPointerNewestRecc
controlActivityRecord
L controlActivityRecort
—controlType
—controlTime
—controlledCardNumb
cardTypt

cardNumbe

CardlIssuingMemberStz

—controlledVehiclReqistratiol
vehicleRegistrationNatic
vehicleReqistrationNumb

—controlDownloadPeriodBeg

—controlDownloadPeriodEr
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nz

194

194

2392
2392

2392(

{00..00}
{00..00}

{00}
{20..20}
{00,
{00..00}
{00..00}
{00..00}

{00,
{00,

{00,
{00,
{20 20}

{00 00}

{00}
{00..00}

{00}
{00}
{20..20}

{00}
{00,
{00..00}
{00..00}

TCS 414 The following values, used to provide sipethe table above, are the minimum and
maximum record number values the control card siatecture must use:
Min Max
| n; | NoOfControlActivityRecords 230 520
4.4 Company card structure
TCS_415 After its personalisation, the company cslrdll have the following permanent file

structure and file access conditions:
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Access conditions
File FileID | Read Update |Encrypted
MF 3F00
EF ICC 000z ALW NEV No
EF IC 000t ALW NEV No
DF Tachograp 050(
EF Application Identificatio 0501 ALW NEV No
EF Card Certifical C10c ALW NEV No
EF CA Certificat C10¢ ALW NEV No
FF Identificatior NR2( AlIT NF\/ Nn
EF Company_Activity Data 050D, ALW| PRO SM/ No
Al 1T

TCS_416 All EFs structures shall be transparent.
TCS 417 Read with secure messaging shall be pedsibll files under the DF Tachograph.
TCS_418 The company card shall have the followiaig dtructure:

No of Size (bytes) Default

File / Data element Records Min Max Values
—EF ICC 25 25
L Cardlccldentificatio 25 25
clockStoy 1 1 {00}
cardExtendedSerialNumk 8 8 {00..00}
cardApprovalNumbe 8 8 {20..20}
cardPersonaliser! 1 1 {00}
embedderlcAssemblel 5 5 {00..00}
icldentifier 2 2 {00 00}
—EF IC 8 8
L CardChipldenfication 8 8
icSerialNumbe 4 4 {00..00}
icManufacturingReferenc 4 4 {00..00}
—DF Tachograp 1111+ 2445«
=EF Application ldentificatio 5 5
L CompanyCardApplicationldentificion 5 5
typeOfTachographCard 1 1 {00}
cardStructureVersic 2 2 {00 00}
noOfCompanyActivityRecor( 2 2 {00 00}
—EF Card Certifical 194 194
L CardCertificat 194 194 {00..00}
—EF CA Certificat: 194 194
L MemberStateCertifica 194 194 {00..00}




=EF Identificatiol
— Cardldentificatiol

—CardlssuingMemberSt:
—cardNumbe
—cardlssuingAuthorityNan
—cardlssueDa
—cardValidityBeaqit
—cardExpiryDat

L CompanyCardHolderldentificati

—companyNam
—companyAddres
—cardHolderPreferredLanguz

—EF Company .ctivity Date
L CompanyActivityDat

companyPointerNewestRec:!
companyActivityRecorc

L companyActivityRecor
—companvyActivity Typt
—companyActivityTime

—downloadPeriodBeg
—downloadPeriodEr

~vehicleRegistrationIinformation

tvphkﬂpan&ﬂaﬁnnNaﬁr
vehicleReqistrationNumb
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13¢
65
1
16
36
4

4

4

74

36

36

2

1058:

1058

2

1058(

Ng 46

TCS_419

74
36

2392
2392

2392(

The following values, used to provide sirethe table above, are the

maximum record number values the company cardsiataeture must use:

{00}
{20..20}
{00,
{00..00}
{00..00}
{00..00}

{00,
{00,
{20 20}

{00 00}

{00}
{00..00}

inn

{00,
{00..00}
{00..00}

minimum and

Min

Max

| ng | NoOfCompanyActivityRecords

230

520
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SUB-APPENDIX IlI

PICTOGRAMS

The control device may use the followingggrams and pictograms combinations:

Basic pictograms

m+4 o000

¥ T o H

A4k HO @ @OM—

B o o A

ouT

People

Company

Controller

Driver

Workshop/test station
Manufacturer

Activities
Available
Driving
Rest
Work
Break
Unknown

Equipment
Driver slot

Co-driver slot

Card

Clock

Display

External storage
Power supply
Printer/printout
Sensor

Tyre size
Vehicle/vehicle unit

Specific conditions
Out of scope
Ferryltrain crossing

Actions

Control
Driving
Inspection/calibration

Duration

Current availability period
Continuous driving time
Current rest period
Current work period
Cumulative break time

Functions

Displaying
Downloading

Printing

Modes of operation

Company mode

Control mode

Operational mode
iraltion mode
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Miscellaneous

Events ®
Start of daily work period H
Location

Manual entry of driver activities
Security

Speed

Time

Total/summary

Qualifiers
Daily
Weekly
Two weeks
From or to

Pictogram combinations

o+
LN
period
o+
A+
auT+

oW
u]"]
oH
TH
H---

@o
@ |
@l

Miscellaneous
Control place
Location start of daily work period

From time
From vehicle
Out of scope begin

Cards

Driver card
Company card
Control card
Workshop card
No card

Driving

Crew driving

Driving time for one week
Driving time for two weeks

Faults
End of daily work period

H Location end of daily work

+m To time

+0UT  Out of scope end
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Printouts
24r@* Driver activities from card daily printout
24ra* Driver activities from VU daily printout
I x@* Events and faults from card printout
I =a¥ Events and faults from VU printout
Toe¥  Technical data printout
>>»7  Over speeding printout

Events
| Insertion of a non valid card
@@ Card conflict
lmm  Time overlap
2@ Driving without an appropriate card
@@ Card insertion while driving
@& Last card session not correctly closed
*» Over speeding
I+ Power supply interruption
In Motion data error
'd Security breach
o Time adjustment (by workshop)
>o Over speeding control

Faults
xW1 Card fault (driver slot)
xWZ  Card fault (co-driver slot)
0 Display fault

®E Downloading fault
o Printer fault
= Sensor fault

o VU internal fault

Manual entries procedure
7w Still same daily work period ?
T End of previous work period ?
v+  Confirm or enter location of end of work period
@7 Enter start time
+?  Enter location of start of work period.

Note: Additional pictogram combinations to formrgdut block or record identifiers are
defined in sub-appendix 4.






3.1.
3.2.
3.3.
3.4.
3.5.
3.6.
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SUB-APPENDIX IV

PRINTOUTS
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Over Speeding PrinNtOUL............ooiiieceeeme et 168
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1. Generalities

Each printout is built up by chaining various datacks, possibly identified with a block
identifier.

A data block contains one or more records, pogsileintified with a record identifier.

PRT_001 When a block identifier immediately precedaecord identifier, the record identifier
is not printed.

PRT_002 In the case where a data item is unknorwmust not be printed for data access rights
reasons, spaces are printed instead.

PRT_003 If the content of a complete line is unknpwr need not to be printed, then the
complete line is omitted.

PRT_004 Numerical data fields are printed righgradid, with a space separator for thousands
and millions, and without leading zeros.

PRT_005 String data fields are printed left aligaed filled up with spaces to data item length,
or truncated to data item length when needed (nameésddresses).

2. Data blocks specification

In this chapter the following format notation contiens have been used:

- Characters printed ibold denote plain text to be printed (printing remainshormal
characters),

- Normal characters denote variables (pictogramsata)do be replaced by their values for
printing,

- Variable names have been padded with underscoreshdw the data item length
available for the variable,

- Dates are specified with a “dd/mm/yyyy” (day, magnylear) format. A “dd.mm.yyyy”
format may also be used,

- The term “card identification” denotes the compositof: the type of card through a card
pictograms combination, the card issuing ContractiParty code, a forward slash
character and the card number with the replacenredgx and the renewal index
separated with a space:

Plg X[ X[ X[/ ]|X|X[X | X|X|X|X[X[|X[|X|X][|X]|X]|X X X
a)
ccl ofo First 14 characters of card number o P
CTO| £ 3O . X L £ o
oG] >3 Q (possibly including a consecutive index) = i=
Sc|las5”° 5 —
S5 2¢c £ g
o £ i3] @ o
go) 8 © Q c
3 = =2 iz
©) o) o o
O 14

PRT_006 Printouts shall use the following data kdéoand/or data records, in accordance with
the following meanings and formats:
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Block or record number Data Format
Meaning
1. Date and time at which the document is r dd / mmyyyy hh : mm(UTC)
printed.
2. Type of printout.
Block identifier | ----------- L

Printout pictogram combination (see App. 3)Picto xxx km h
Speed limiting device setting (Over speeding
printout only)

3. Card holder identification.

Block identifier.P= people pictogram | ----------- e
Card holder surname P Last Name

Card holder first name(s) (if any) First Name

Card identification Card_Identification_
Card expiry date (if any) dahmyyyy

In the case where the card is a non-personal eard,holds no card holder surname, the
company or workshop or control body name shallfoged instead.

4. Vehicle identification.

Block identifier | eeeeeaaa o P
VIN a VIN
Registering Contracting Party and VRN N&N

5. VU identification.

Block identifier | ----------- B------------
VU manufacturer’'s name 8 VU_Manufacturer
VU part number VU_Part Number___
6. Last calibration of the control device
Block identifier | ----------- L
Workshop name T Last_Name
Workshop card identification Card_ldentification
Date of the calibration T ddmmlyyyy
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Last control (by a control officer)

Block identifier — j----------- B----------
Controller’s card identification Card_Identificatio
Control date, time and type g ddmm/yyyy hhomm pppp

Type of the control: Up to four pictograms. Thpédyof control can be (a combination) of:
§: Card downloadincg: VU downloading ¥: printing,O: Displaying

8.1

8.1a
8.1b
8.1c

8.2

8.3

8.3a

8.4

Driver activities stored on a card in order of occurrence

Block identifier 0 |e-ee------- Be oo e e e e o =

Enquiry date (calendar day subject of the ddmmlyyyy xxx

printout) + Daily card presence counter

Period during which the card was not inserted

Record identifier (start of period) |  --------------------
Unknown periodStart and end time, duration :him hhmm hikhmm
Activity manually entered A hh:mm hhmm hbhmm  *

Activity pictogram, start and end time
(included), duration, rest periods of at least
one hour are tagged with a star.

Card insertion in slot S

Record identifierS = Slot pictogram |  --------- S--------
Vehicle registering Contracting Party and| a Nat'VRN

VRN

Vehicle odometer at card insertion X XXX XXX km

Activity (while card was inserted)

Activity pictogram, start and end time A hh:mm hhhmm hhhmm

(included), duration, crew status (crew
pictogram if CREW, blanks if SINGLE),
rest periods of at least one hour are tagged
with a star.

Specific conditionTime of entry, specific hhkmm ----- pppp-----

condition pictogram (or pictogram
combination).

Card withdrawal

Vehicle odometer and distance travelled | X XXX Xxx  kny X XxX

km

since last insertion for which odometer is
known




10.

10.1

10.2

10.3
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Driver activities stored in a VU per dot in chronological order

Block identifier

Enquiry date (calendar day subject of the
printout)

Vehicle odometer at 00:00 and 24:00

Activitiescarried in slot S
Block identifier

Period where no card is inserted in slot S
Record identifier.

No Card inserted

Vehicle odometer at beginning of period

Card insertion

Card insertion Record identifier
Driver's name

Driver’s first name

Driver's Card identification
Driver’s card expiry date

Registering CP and VRN of previous
vehicle used

Date and time of card withdrawal from
previous vehicle

Blank line

Vehicle odometer at card insertion, Manu
entry of driver activities flag (M if yes,
Blank if No).

Activity

Activity pictogram, start and end tin
crew Status (crew

(included), duration,

km

o@- - -

X XXX XXX

= Last Name
First_ Name
Card_ldentification____

dohm/yyyy
a+Nat'VRN
ddmm/yyyy hhomm
Al X XXX XXX km M

& hh : mm hh: mm hhhmmeas *

pictogram if CREW, blanks if SINGLE),
rests of at least one hour are tagged with a

star.
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10.3a

10.4

11.

111

11.2

11.3

11.4

115

11.6

Specific conditionTime of entry, specific
condition pictogram (or pictogram
combination).

hh @ mm ----- pppp-----

Card withdrawal or End of ‘No Card’ period

Vehicle odometer at card withdrawal or at

X XXX XXX knp X Xxx

km

end of ‘no card’ period and distance

travelled since insertion, or since beginning

of the ‘No Card’ period.

Daily summary

Block identifier

___________ F----=-=-=-=--

VU summary of periods without card in driver slot

Block identifier

log-- -

VU summary of periods without card in co-drivertslo

Block identifier

VU daily summary per driver

Record identifier

Driver’s surname

Driver’s first name(s)
Driver’s card identification

Last Name

First_Name

Card_ldentification____

Entry of place where a daily work period begins /ane&nds

pi=location begin / end pictogram, time,
country, region,

Odometer

pihh: mm Cou Reg

X XXX XXX  km

Activity totals (from a card)

Total driving duration, distance travelled
Total working and availability duration
Total resting and unknown duration
Total duration of crew activities

@ hhhmm  x xxxkm
= hhhmm a hhhmm
r» hbhmm = hhhmm
= hhhmm

Activity totals (periods without card driver

slot)

Total driving duration, distance travelled
Total working and availability duration

Total resting duration

@ hhhmm x xxxkm
= hhhmm = hbhmm
» hhhmm
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11.7 Activity totals (periods without card co-driver §lo

Total working and availability duration = hhhmm = hhhmm
Total resting duration r» hbhmm

11.8 Activity totals (per driver both slots included)
Total driving duration, distance travelled | . hthmm x xxxkm

Total working and availability duration = hhhmm = hhhmm
Total resting duration r» hbhmm
Total duration of crew activities @#a hhhmm

When a daily printout is required for the currdat/, daily summary information is computed
with available data at the time of the printout.

12. Events and/or faults stored on a card

12.1 Block identifier last 5 ‘Events and Faults’ |---------- B R
from a card

12.2 Block identifier all recorded ‘Events’ona |----------- Ig-----------
card

12.3 Block identifier all recorded ‘Faults’ on a calrd ---------- K- ===~

12.4 Event and/or Fault record

Record identifier | -------------ooo

Event/fault pictogram, record purpose, daRic ddmm/yyyy hh:mm
time of start,

Additional event/fault code (if any), duration ! xxx hhmm

Registering Contracting Party & VRN of a NatVRN
vehicle in which the event or fault occurred

13. Events and/or faults stored or on-going in a VU

13.1 Block identifier last 5 ‘Events and Faults’ |---------- M= === === ===
from VU
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13.2

13.3

13.4

The record purpose (p) is a numerical code explgimvhy the event or fault was recorded,

Block identifier all recorded or on-going
‘Events’ ina VU

Block identifier all recorded or on-going
‘Faults’ in a VU

Event and/or fault record
Record identifier

Event/fault pictogram, record purpose, d

time of start,

Additional event/fault code (if any), No of
similar events this day, duration

Identification of the cards inserted at start 0
end of the event or fault (up to 4 lines witho

repeating twice the same card numbers)

Case where no card was inserted

akic (p) ddmmlyyyy hhhomm

IXxX  (xxx)  hthmm

rCard_Identification

UCard_ldentification
Card_Identification
Card_Identification

coded in accordance with the data element EvertfRecbrdPurpose.

14.

15.

VU ldentification

Block identifier

VU manufacturer name

VU manufacturer address

VU part number

VU approval number

VU serial number

VU year of manufacture

VU software version and installation date

Sensor identification

Block identifier

Sensor serial number
Sensor approval number
Sensor first installation date

B Name
Address
PartNumber

Apprv
SIN

yyyy

VXX . xx.xx dd [/ mmyyyy
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16. Calibration data

Block identifier | e---------- L
16.1 Calibration record

Record identifier | meeeesmeeimmo-o

Workshop having performed the calibration T Workshop_name

Workshop address Workshop_address

Workshop card identification Card_ldentification____

Workshop card expiry date fham/yyyy

Blank line

Calibration date + calibration purpose T ddmmlyyyy (p)

VIN & VIN

Registering Contracting Party& VRN Nat/VRN

Characteristic coefficient of vehicle W XX XXX Imp/km

Constant of the control device K xx xxx Imp/km

Effective circumference of wheel tyres | XX XXX mm

Size of tyres mounted s TyreSize

Speed limiting device setting > xxx km/h

Old and new odometer values X XXX XXX — X XXX KXW

The calibration purpose (p) is a numerical coddaring why these calibration parameters
were recorded, coded in accordance with the dataexitCalibrationPurpose

17 Time adjustment

Block identifier —~— ----------- L LR
17.1 Time adjustment record

Record identifier | meemee-ememmmeo oo

Old date and time dd/ mmyyyy hh :mm

New date and time dd /mmyyyy hh :mm

Workshop having performed the time Workshop_name

adjustment

Workshop address Workshop_address

Workshop card identification Card_ldentification___

Workshop card expiry date ddmmlyyyy

18 Most recent event and Fault recorded in the VU
Block identifier | ---------- I3@=====-=--=-=--
Most recent event date time ddmmlyyyy hhkmm
Most recent fault date time fdm/lyyyy hhrmm
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19 Over speeding control information

Block identifier | ----------- Bommmmmm - -
Date and time of last OVER SPEEDING >dd/mm/yyyy hhomm
CONTROL

Date/time of first over speeding and number |of>dd/mm/yyyy hhemm (nnn)
over speeding events since

20 Over speeding record

20.1 Block identifier ‘First over speeding afteetn  -------- 3¥T---------
last calibration’

20.2 Block identifier ‘The 5 most serious overthe ------- »»(365)------
last 365 days’
20.3 Block identifier “‘The most serious for eachjof ------- »»(10)-------

the last 10 days of occurrence’

20.4 Record identifier =000 | e e e me e e e

Date time and duration >»dd/mmlyyyy hhiomm hbhmm
Max and average speeds, No. of similar xxx km/h xxx km/h(xxx)
events this day

Driver's surname @ Last Name

Driver’s first name(s) First_Name

Driver card identification Card_Identification

20.5 If no over speeding record exists in a block »»- - -

21 Hand-written information

Block identifier e e
21.1 Control Place 2
21.2 Controller’s signature -
21.3 From time BE e
21.4 Totime FE L
21.5 Driver's signature B e

‘Hand-written information’; Insert enough blankéis above a hand-written item, to be able to
actually write the required information or to puignature.
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3. Printout specifications

In this chapter the following notation conventidra/e been used:

| N | Print block or record number N
N Print block or record number N repeated as niangs as
necessary
XY Print blocks or records X and/or Y as needed,rapdating as

many times as necessary.

3.1 Driver Activities from Card Daily Printout

PRT_007 The driver activities from card daily pout shall be in accordance with the following
format:

1 Date and time at which the document is printed
2 Type of printout
3 Controller identification (if a control card isserted in the VU)
3 Driver identification (from card subject of thargout)
4 Vehicle identification (vehicle from which prinibis taken)
5 VU identification (VU from which printout is také
6 Last calibration of this VU
7 Last control the inspected driver has been stbjec
8 Driver activities delimiter
8.1a/8.1b/ 8.1c /] Activities of the driver in order of occurrence
8.2/8.3/8.3a/8.
11 Daily summary delimiter
11.4 Places entered in chronological order
11.5 Activity totals
12.1 Events or faults from card delimiter
12.4 Event/Fault records (Last 5 events or fautisesl in the card)
13.1 Events or faults from VU delimiter
13.4 Event/Fault records (Last 5 events or fautisesl or on-going in the
VU)
21.1 Control place
21.2 Controller’s signature
21.5 Driver's signature

3.2 Driver Activities from VU Daily Printout

PRT_008 The driver activities from VU daily printaghall be in accordance with the following
format:
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O|IN|oO|O|B_RJFWEIN]|PF

[
o

10.1/10.2/10.3
/10.3a/10.4

10

10.1/10.2/10.3
/10.3a/10.4

11

111

11.4

11.6

11.2

11.4

11.7

11.3

11.4

11.7

13.1

13.4

21.1

21.2

21.3

21.4

21.5

Date and time at which the document is printed
Type of printout

Card holder identification (for all cards inseria VU)

Vehicle identification (vehicle from which printbis taken)
VU identification (VU from which printout is také

Last calibration of this VU

Last control on this control device

Driver activities delimiter

Driver slot delimiter (slot 1)

Activities in chronological order (driver slot)

Co-driver slot delimiter (slot 2)

Activities in chronological order (co-driver slot)

Daily summary delimiter
Summary of periods without card in driver slot

Places entered in chronological order

Activity totals
Summary of periods without card in co-driviet s

Places entered in chronological order

Activity totals

Summary of activities for a driver both slotsluded
Places entered by this driver in chronological orde
Activity totals for this driver

Events faults delimiter

Event/Fault records (Last 5 events or fautisesl or on-going in the
VU)

Control place

Controller’s signature

From time (space available for a driver with@weard to indicate
To time which periods are relevant to himself)

Driver's signature



ECE/TRANS/SC.1/2006/2/Add.1
page 167

3.3 Events and Faults from Card Printout
PRT_009 The events and faults from card printoaldbe in accordance with the following

format:
1 Date and time at which the document is printed
2 Type of printout
3 Controller identification (if a control card isserted in the VU)
3 Driver identification (from card subject of thargout)
4 Vehicle identification (vehicle from which printbis taken)
12.2 Events delimiter
12.4 Event records (all events stored on the card)
12.3 Faults delimiter
12.4 Fault records (all faults stored on the card)
21.1 Control place
21.2 Controller’'s signature
21.5 Driver's signature

3.4 Events and Faults from VU Printout
PRT_010 The events and faults from VU printout ksbal in accordance with the following

format:
1 Date and time at which the document is printed
2 Type of printout
3 Card holder identification (for all cards inseria VU)
4 Vehicle identification (vehicle from which printbis taken)
13.2 Events delimiter
13.4 Event records (All Events stored or on-gomthee VU)
13.3 Faults delimiter
13.4 Fault records (All Faults stored or on-goinghe VU)
21.1 Control place
21.2 Controller’'s signature
21.5 Driver's signature

3.5 Technical data Printout
PRT_011 The technical data printout shall be iroetance with the following format:
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16

16.1

17

17.1

18

3.6
PRT 012

Date and time at which the document is printed
Type of printout

Card holder identification (for all cards inseria VU)

Vehicle identification (vehicle from which printbis taken)
VU identification
Sensor identification

Calibration data delimiter
Calibration records (all records availablehnonological order)
Time adjustment delimiter

Time adjustment records (all records availédole time adjustment
and from calibration data records)

Most recent event and Fault recorded in the VU

Over speeding Printout
The over speeding printout shall be in @@owe with the following format:

1

2

3

4

19

20.1

20.4/20.5

20.2

20.4/20.5

20.3

20.4/20.5

21.1

21.2

21.5

Date and time at which the document is printed
Type of printout
Card holder identification (for all cards inseria VU)
Vehicle identification (vehicle from which prinibis taken)
Over speeding control information

Over speeding data identifier

First over speeding after the lasbcation

Over speeding data identifier

The 5 most serious over speeding ewetsthe last 365 days
Over speeding data identifier

The most serious over speeding for eathe last 10 days of
occurrence

Control place
Controller’s signature
Driver's signature
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SUB-APPENDIX V
DISPLAY

In this sub appendix the following format notatmnventions have been used:
- characters printed ibold denote plain text to be displayed (display remamsormal

character),

- normal characters denote variables (pictogramsata)do be replaced by their values for
displaying:

- dd mmyyyy: day, month, year,

- hh: hours,

- mm: minutes,

- D duration pictogram,

- EF: event or fault pictograms combination,

- O mode of operation pictogram.

DIS_001 The control device shall display data usimgfollowing formats:

Data Format
Default display
Local time hh:mm
Mode of operation 0
Information related to the driver 1 Dhhhmm shbhhmm

Information related to the co-driver 2Dhhhmm

Out of scope condition opened auT

Warning display
Exceeding continuous driving time 1 shhhmm whhhmm

Event or fault EF

Other displays

UTC date UTC =dd/mmiyyyy
or
UTCa=dd.mm.yyyy

time hh:mm

Driver's continuous driving time and; ahhhmm shhhmm
cumulative break time

Co-driver’s continuous driving time anc:ahhhmm shhhmm
cumulative break time

Driver's cumulated driving time for the; o || hhthmm
previous and the current week

Co-driver's cumulated driving time forza || hhthmm
the previous and the current week
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EXTERNAL INTERFACES
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1. Hardware
1.1 Connector

INT_001 The downloading/calibration connector shmdla 6 pin connector, accessible on the
front panel without the need to disconnect any phthe control deviceand shall comply with
the following drawing (all dimensions in millimege
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The following diagram shows a typical 6 pin matpigg:
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1.2 Contact allocation
INT_002 Contacts shall be allocated in accordanitie tive following table:
Pin | Description Remark
1 Battery minus Connected to the battery minushefvehicle
2 Data communication K-line (ISO 14230-1)
3 RxD — Downloading| Data input to control device
4 Input/output signal Calibration
5 Permanent power | The voltage range is specified to be that of tHeole
output power minus 3V to allow for the voltage drop across
the protective circuitry
Output 40 mA
6 TxD — Downloading| Data output from control device

1.3 Block diagram
INT_003 The block diagram shall comply with thelda¥ing:

Vce=5V
N
[] a7k
—> M - o 4
U J 220
—1 |
ZS — —
1nF 1nF ]
1 Check/Calibration
@ Connector
ISO 0 2
14 230-1 K-line

O
permanent power o/p

downloading RxD
o 6

downloading TxD

2. Downloading interface

INT_004 The downloading interface shall comply 8282 specifications.

INT_005 The downloading interface shall use ond &g 8 data bits LSB first, one even parity
bit and 1 stop bit.
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Start Data bits DO-D7 Parity Stop
bit bit | bit

R

Data byte organisation

Start bit:  one bit with logic level 0;
Data bits: transmitted with LSB first;
Parity bit: even parity

Stop bit:  one bit with logic level 1

When numerical data composed by more than one bgtéansmitted, the most significant
byte is transmitted first and the least significant byte last.

INT_006 Transmission baud rates shall be adjustable f@or@00 bps to 115 200 bps.
Transmission shall be achieved at the highest possiblertigsien speed, the initial baud rate
after a start of communication being set at 9 600 bps.

3. Calibration interface

INT_007 The data communication shall comply to ISO 1423Read vehicles - Diagnostic
systems - Keyword protocol 2000 - Part 1: Physicalrlayest edition: 1999.

INT_008 The input/output signal shall comply with the faling electrical specification:
Parameter | Minimum Typical Maximum Remark
U 1ow (in) 1,0V | = 750 pA
U high (i) 4V | =200 pA
Frequency 4 kHz
U ow (Out) 10V I=1mA
U hign (OUL) 4V I=1mA
INT_009 The input/output signal shall comply with the faliog timing diagrams:
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min. 100 min. 100
psec. psec.
+—r—>
A
Sensor signal (out) J
P Sensor frequency .
min. 100 min. 100
HSec. psec.
4 “—rt—>
A
Test signal (in) J
P Test frequency -~
min. 100 min. 100
Hsec. psec.

+“—r— >

A
UTC clock siana f

d .

a part or multiple of on
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1. Introduction

This sub-appendix specifies the procedures to followderto perform the different types of
data download to an External Storage Medium, together tv@hprotocols that must be
implemented to assure the correct data transfer anditheompatibility of the downloaded
data format to allow any controller to inspect these data l@ndable to control their
authenticity and their integrity before analysing them.

1.1 Scope

Data may be downloaded to an ESM:

- from a Vehicle Unit by an Intelligent Dedicated EquipmeBiH) connected to the VU,
- from a tachograph card by an IDE fitted with a card fater device (IFD),

- from a tachograph card via a vehicle unit by an ID&neated to the VU.

To give the possibility to verify the authenticity andeigtity of downloaded data stored on an
ESM, data is downloaded with a signature appended doréance with sub-appendix 11
Common Security Mechanisms. The source equipment (Wdadd) identification and its
security certificates (Contracting Party and equipmerm)atéso downloaded. The verifier of
the data must possess independently a trusted Eurppbha key.

DDP_001 Data downloaded during one download sessist be stored in the ESM within one
file.

1.2 Acronyms and notations
The following acronyms are used in this sub-appendix:

AID  Application Identifier

ATR Answer To Reset

CS  Checksum byte

DF  Dedicated File

DS_ Diagnostic Session

EF  Elementary File

ESM External Storage Medium

FID File Identifier (File ID)

FMT Format Byte (first byte of message header)

ICC Integrated Circuit Card

IDE Intelligent Dedicated Equipment: The equipment used tmperflata downloading to
the ESM (e.g. Personal Computer)

IFD Interface Device

KWP Keyword Protocol 2000

LEN Length Byte (last byte of message header)

PPS Protocol Parameter Selection

PSO Perform Security Operation

SID  Service Identifier

SRC Source byte

TGT Target Byte

TLV Tag Length Value

TREP Transfer Response Parameter

TRTP Transfer Request Parameter

VU  Vehicle Unit
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2. V.U. data downloading

2.1 Download procedure

In order to carry on a VU data download, the operatsstrperform the following operations:
- Insert his tachograph card inside a card slot of the VU(*);

- Connect the IDE to the VU download connector;

- Establish the connection between the IDE and the VU,

- Select on the IDE the data to download and send theseguihe VU;

- Close the download session.

(*) The card inserted will trigger the appropriate asceghts to the downloading function
and to the data.

2.2 Data download protocol

The protocol is structured on a master-slave basis, witfDtReplaying the master role and
the VU playing the slave role.

The message structure, types and flow are princifaed on the Keyword Protocol 2000
(KWP) (ISO 14230-2 Road vehicles — Diagnostic systerdsyword protocol 2000 — Part2 :
Data link layer).

The application layer is principally based on the curreatt do date of ISO 14229-1 (Road
vehicles — Diagnostic systems — Part 1 : Diagnostic sexwegsion 6 of 22 February 2001).

2.2.1 Message structure

DDP_002 All the messages exchanged between the IDEtrend/U are formatted with a
structure consisting of three parts:

- Header composed by a Format byte (FMT), a Target @y&¥), a Source byte (SRC)
and possibly a Length byte (LEN),

- Data field composed by a Service Identifier byte (SID) andariable number of data
bytes, which can include an optional diagnostic sessia (& _) or an optional transfer
parameter byte (TRTP or TREP).

- Checksum composed by a Checksum byte (CS).

Header Data field Checksum
FMT | TGT | SRC | LEN | SID | DATA| ...... | ... | ... CS
4 bytes Max 255 bytes 1 byte

The TGT and SRC byte represent the physical addifetee gecipient and originator of the
message. Values are FO Hex for the IDE and EE Hethé&VU.

The LEN byte is the length of the Data field part.

The Checksum byte is the 8 bit sum series modulo 258llahe bytes of the message
excluding the CS itself.

FMT, SID, DS_, TRTP and TREP bytes are defined laténis document.
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DDP_003 In the case where the data to be carried byn#ssage is longer than the space
available in the data field part, the message is actuallyissetveral sub messages. Each sub
message bears a header, the same SID, TREP ahgta 24b message counter indicating the
sub message number within the total message. Toeeeatdr checking and abort the IDE
acknowledges every sub message. The IDE can adeepub message, ask for it to be re-
transmitted, request the VU to start again or abortréimesmission.

DDP_004 If the last sub message contains exacthb2&s in the data field, a final sub message
with an empty (except SID TREP and sub message cQutdaex field must be appended to
show the end of the message.

Example:

Header | SID | TREP | Message CS |
4 Bytes | Longer than 255 Bytes

Will be transmitted as:

Header | SID [ TREP [00 [ 01 | Sub message 1 CS|
4 Bytes | 255 Bytes

Header [ SID [ TREP |00 [ 02 | Sub message 2 CS|
4 Bytes | 255 Bytes

Header | SID [ TREP |xx |[yy | Sub message n CS|

4 Bytes | Less than 255 Bytes
or as:

Header | SID [ TREP [00 [ 01 | Sub message 1 CS|

4 Bytes | 255 Bytes

Header | SID [ TREP |00 [ 02 | Sub message 2 CS |
4 Bytes | 255 Bytes

Header | SID | TREP |[xx [yy | Sub message n CS |
4 Bytes | 255 Bytes

Header | SID [ TREP | xx [yy+1|CS|
4 Bytes| 4 bytes
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2.2.2 Message types

The communication protocol for data download between\Mttd and the IDE requires the
exchange of 8 different message types.

The following table summarises these messages

Message Structure Max 4 Bytes Max 255 Bytes 1 Byte
Header Data CheckSunj
IDE -> <- VU|FMT[TGT[ SRC[LEN[SID %?ﬁf DATA CcS
Start Communication Request 81| EE| FO 81 EO
Positive Response Start Communicaidd | FO| EE| 03] C ‘EA’ ‘8F’ 9B
Start Diagnostic Session Request 80 | EE| FO| 02| 10 81 F1
Positive Response Start Diagnogf@ | FO| EE| 02] 50 81 31

Link Control Service
Verify Baud Rate (stage 1)

9 600 Bd 80 | EE| FO 01,01,01 EC
19 200 Bd 80 | EE| FO 01,01,02 ED
38 400 Bd 80 | EE| FO 01,01,03 EE
57 600 Bd 80 | EE| FO 01,01,04 EF

115 200 Bd 80 | EE| FO 01,01,05 FO
Positive Response Verify Baud Rpf@ | FO| EE 01 28
Transition Baud Rate (stage 2) 80 | EE| FO 02,03 ED
Request Upload 80 | EE| FO 00,00,00,0 99
,00,FF,FF,
FF,FF
Positive Response Request Uplp8@l| FO| EE 00,FF D5

Transfer Data Request

Overview 80 | EE| FO| 02
Activities 80 | EE| FO| 06
Events & Faults 80 | EE| FO| 02
Detailed Speed 80 | EE| FO| 02
Technical Data 80 | EE| FO| 02
Card download 80 | EE| FO| 02
Positive Response Transfer Qa8 | FO| EE| Le
Request Transfer Exit 80 | EE| FO| o1
Positive Response Request Transfer|E8dt| FO| EE| 01
Stop Communication Request 80 | EE| FO| 01
Positive Response Stop Communicggi8d | FO| EE| 0}
Acknowledge sub message 80 | EE| FO| Lef

Negative responskes

General reject | 80| FO| EE[ 03] 7fSidReq 10 cs

Service not supported | 80 | FO| EE| 03] 7HSid Req 11 CSs

Sub function not supported | 80 | FO| EE| 03] 7fSidReq 12 CS

Incorrect Message Length | 80 | FO| EE| 03] 7kSidReq 13 CS

Conditions not correct or Request sequencg80 | FO| EE| 03] 7fSidReq 22 cs

error

Request out of range | 80 | FO| EE| 03] 7fSidReq 31 cs

Upload not accepted | 80 | FO| EE| 03 7FSidReq 50 cs

Response pending | 80 | FO| EE| 03] 7§ Sid Req 78 Cs

Data not available | 80| FO| EE| 03] 7HFSid Req FA CSs
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Notes:

- Sid Req = the Sid of the corresponding request.

- TREP =the TRTP of the corresponding request.

- Dark cells denotes that nothing is transmitted.

- The term upload (as seen from the IDE) is used fonpadibility with 1SO 14229. It
means the same as download (as seen from the VU).

- Potential 2-byte sub message counters are not shathis itable.

2.2.2.1  Start Communication Request (SID 81)

DDP_005 This message is issued by the IDE to estathieskommunication link with the VU.
Initial communications are always performed at 9600 baundil(baud rate is eventually
changed using the appropriate Link control services).

2.2.2.2 Positive Response Start Communication (SIp

DDP_006 This message is issued by the VU to answer mdgitie a start communication
request. It includes the 2 key bytes ‘EA’ ‘8iRdicating that the unit supports protocol with
header including target source and length information.

2.2.2.3  Start Diagnostic Session Request (SID 10)

DDP_007 The Start Diagnostic Session request messaggiesliby the IDE in order to request
a new diagnostic session with the VU. The sub functidiatdiesession' (81 Hex) indicates a
standard diagnostic session is to be opened.

2224 Positive Response Start Diagnostic (SID 50)

DDP_008 The Positive Response Start Diagnostic messagenis by the VU to answer
positively to Diagnostic Session Request.

2.2.2.5 Link Control Service (SID 87)

DDP_052 The Link Control Service is used by the IDEnitate a change in baud rate. This
takes place in two steps. In step one the IDE propt¢sebaud rate change, indicating the
new rate. On receipt of a positive message from the ¥UDE sends out confirmation of the
baud rate change to the VU (step two). The IDE themgém to the new baud rate. After
receipt of the confirmation the VU changes to the new bated

2.2.2.6 Link Control Positive Response (SID C7

DDP_053 The Link Control Positive response is issuethbyWU to answer positively to Link
Control Service request (step one). Note that no resspis given to the confirmation request
(step two).

2.2.2.7 Request Upload (SID 35)

DDP_009 The Request Upload message is issued byDiEetd specify to the VU that a
download operation is requested. To meet the requirenaéri8014229 data is included
covering address, the size and format details for therdgteested. As these are not known to
the IDE prior to a download, the memory address is &€, tformat is unencrypted and
uncompressed and the memory size is set to the maximu
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2.2.2.8 Positive Response Request Upload (SID 75)

DDP_010 The Positive Response Request Upload messagatiby the VU to indicate to the
IDE that the VU is ready to download data. To meet tiggirements of ISO 14229 data is
included in this positive response message, indicating ¢olfft that further Positive
Response Transfer Data messages will include 00FFytes tmaximum.

2.2.2.9 Transfer Data Request (SID 36)

DDP_011 The Transfer Data Request is sent by the IBgdoify to the VU the type of data
that are to be downloaded. A one byte Transfer RedRasimeter (TRTP) indicates the type
of transfer.

There are six types of data transfer:

- Overview (TRTP 01),

- Activities of a specified date (TRTP 02),
- Events and faults (TRTP 03),

- Detailed speed (TRTP 04),

- Technical data (TRTP 05),

- Card download (TRTP 06).

DDP_054 It is mandatory for the IDE to request the deendata transfer (TRTP 01) during a
download session as this only will ensure that the VU @atds are recorded within the
downloaded file (and allow for verification of digital sagare).

In the second case (TRTP 02) the Transfer Data Requessage includes the indication of
the calendar dayf{(meReal format) to be downloaded.

2.2.2.10 Positive Response Transfer Data (SID 76)

DDP_012 The Positive Response Transfer Data is setiteby/U in response to the Transfer
Data Request. The message contains the requestedaitiit a Transfer Response Parameter
(TREP) corresponding to the TRTP of the request.

DDPO055 In the first case (TREP 01), the VU will send dheliping the IDE operator to choose
the data he wants to download further. The informatariained within this message is:
- Security certificates,
- Vehicle identification,
- VU current date and time,
- Min and Max downloadable date (VU data),
- Indication of cards presence in the VU,
- Previous download to a company,
- Company locks,
- Previous controls.

2.2.2.11 Request Transfer Exit (SID 37)

DDP_013 The Request Transfer Exit message is sent biDtheo inform the VU that the
download session is terminated.

2.2.2.12 Positive Response Request Transfer BRIt{5

DDP_014 The Positive Response Request Transfer Exisapesis sent by the VU to
acknowledge the Request Transfer Exit.
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2.2.2.13 Stop Communication Request (SID 82)

DDP_015

The Stop Communication Request message is seiltebDE to disconnect the

communication link with the VU.

2.2.2.14 Positive Response Stop CommunicationC2ID

DDP_016

The Positive Response Stop Communication messagsent by the VU to

acknowledge the Stop Communication Request.

2.2.2.15 Acknowledge Sub Message (SID 83)

DDP_017

The Acknowledge Sub Message is sent by théd@Bnfirm receipt of each part of a

message that is being transmitted as several sub mes$hgedata field contains the SID
received from the VU and a 2-byte code as follows:

MsgC +1 Acknowledges correct receipt of sub messageber MsgC.
Request from the IDE to the VU to send next sub ngessa

MsgC indicates a problem with the receipt of sub messagbenuMsgC.
Request from the IDE to the VU to send the sub messgae.

FFFF requests termination of the message.
This can be used by the IDE to end the transmissiored?thmessage for any reason.

The last sub message of a message (LEN byte < 255)magknowledged using any of
these codes or not acknowledged.

The VU responses that will consist of several sub messages

Positive Response Transfer Data (SID 76)

2.2.2.16 Negative Response (SID 7F)

DDP_018

The Negative Response message is sent by tha kdponse to the above request

messages when the VU cannot satisfy the request. dthdidlds of the message contains the
SID of the response (7F), the SID of the request, awdde specifying the reason of the
negative response. The following codes are available:

10 general reject
The action cannot be performed for a reason not edvieelow.

11 service not supported
The SID of the request is not understood.

12 sub function not supported
The DS_ or TRTP of the request is not understood, evethre no further sub messages
to be transmitted.

13 incorrect message length
The length of the received message is wrong.

22 conditions not correct or request sequence error
The required service is not active or the sequencequiest messages is not correct.

31 Request out of range
The request parameter record (data field) is not valid.

50 upload not accepted
The request cannot be performed (VU in a non ap@tgpmode of operation or internal
fault of the VU).
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78 response pending

The action requested cannot be completed in time and thés \idt ready to accept

another request.
FA data not available

The data object of a data transfer request are nolablaiin the VU (e.g. no card is

inserted, ...).

2.2.3 Message flow

A typical message flow during a normal data downloadgxtare is the following:

IDE VU
Start Communication Request| =
& Positive Response
Start Diagnostic Service Request =
& Positive Response
Request Upload =
& Positive Response
Transfer Data Request Overview =
o Positive Response
Transfer Data Request #2 =
N Positive Response #1
Acknowledge Sub Message #1| =
N Positive Response #2
Acknowledge Sub Message #2| =
N Positive Response #m
Acknowledge Sub Message #m =
¢ | Positive Response (Data Field<255 Byt
Acknowledge Sub Message =
(optional)
Transfer Data Request #n =
& Positive Response
Request Transfer Exit =
& Positive Response
Stop Communication Request| =
& Positive Response

224 Timing

DDP_019

relevant:

During normal operation the timing parametemvshin the following figure are
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IDE Request /

IDE Request VU Response IDE Acknowledge #1 VU Response #2
P4 P2 Pl P3 P2
Figure 1
Message flow, timing
Where:
P1 = Inter byte time for VU response.

P2 = Time between end of IDE request and staviltbfesponse, or between end of IDE
acknowledge and start of next VU response.

P3 = Time between end of VU response and starewfIDE request, or between end of
VU response and start of IDE acknowledge, or betves®l of IDE request and start
of new IDE request if VU fails to respond.

P4 = Inter byte time for IDE request.

P5 = Extended value of P3 for card downloading.

The allowed values for the timing parameters arewsld in the following table (KWP
extended timing parameters set, used in case ofsigdly addressing for faster
communication).

Timing Lower limit Upper limit
Parameter Value (ms) value (ms)
P1 0 20
P2 20 1000 (*)
P3 10 5000
P4 5 20
P5 10 20 minutes

(*) if the VU responds with a Negative Responsetaming a code meaning “request
correctly received, response pending”, this vatuextended to the same upper limit value of
P3.

2.25 Error handling

If an error occurs during the message exchange,méssage flow scheme is modified
depending on which equipment has detected the amdron the message generating the
error.

In figure 2 and figure 3 the error handling proaedufor the VU and the IDE are respectively
shown.

2.25.1  Start Communication phase

DDP_020 If the IDE detects an error during the tSEBmmmunication phase, either by timing or
by the bit stream, then it will wait for a perio8rin before issuing again the request.
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DDP_021 If the VU detects an error in the sequetmming from the IDE, it shall send no
response and wait for another Start CommunicatiequBst message within a period P3 max.

2.2.5.2  Communication phase
Two different error handling areas can be defined:

1. The VU detects an IDE transmission error.

DDP_022 For every received message the VU shadctiéitning errors, byte format errors (e.g.
start and stop bit violations) and frame errorsofvgy number of bytes received, wrong
checksum byte).

DDP_023 If the VU detects one of the above errthran it sends no response and ignores the
message received.

DDP_024 The VU may detect other errors in the fdrarecontent of the received message (e.qg.
message not supported) even if the message satisBdength and checksum requirements;
in such a case, the VU shall respond to the IDE wiNegative Response message specifying
the nature of the error.
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Figure 2
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2. The IDE detects a VU transmission error.

DDP_025 For every received message the IDE shtdttéming errors, byte format errors (e.qg.
start and stop bit violations) and frame errorsofvg number of bytes received, wrong
checksum byte).

DDP_026 The IDE shall detect sequence errorsjrecgrrect sub message counter increments in
successive received messages.

DDP_027 If the IDE detects an error or there wasesponse from the VU within a P2max
period, the request message will be sent agaia faaximum of three transmissions in total.
For the purposes of this error detection a sub agesacknowledge will be considered as a
request to the VU.

DDP_028 The IDE shall wait at least for a period®8min before beginning each transmission;
the wait period shall be measured from the lastutated occurrence of a stop bit after the
error was detected.

Build request
Send request

) 4
Resnonse received 2 Extend P2max and P3max
p ! Yes to PSmax
No No No
P2max expired ?

Yes T Yes

) 4 No
<Yes@
No
Yes
No
No
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IDE error handling
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2.2.6 Response Message content

This paragraph specifies the content of the datildiof the various positive response
messages.

Data elements are defined in sub-appendix 1 dateodary.

2.2.6.1 Positive Response Transfer Data Overview

DDP_029 The data field of the “Positive Responsansfer Data Overview” message shall
provide the following data in the following ordender the SID 76 Hex, the TREP 01 Hex
and appropriate sub message splitting and counting:

Data element Length Comment
(Bytes)
MemberStateCertificate 194 VU Security certificates
\VUCertificate 194
\ehicleldentificationNumber 17 Vehicle identificati
\VehicleRegistrationldentification
vehicleRegistrationNation 1
vehicleRegistrationNumber 14
CurrentDateTime 4 VU current date and time
VuDownloadablePeriod Downloadable period
minDownloadableTime 4
maxDownloadableTime 4
CardSlotsStatus 1 Type of cards inserted in the VU
VuDownloadActivityData Previous VU download
downloadingTime 4
fullCardNumber 18
companyOrWorkshopName 36
VVuCompanyLocksData All company locks stored. If the
noOfLocks 1 section is empty, only noOfLocks
(98) =0 is sent.
> lockinTime 4
8 ¢ E|lockOutTime 4
5258
S £ 8 g|companyName 36
8 — @ |companyAddress 36
companyCardNumber 18
\VuControlActivityData All control records stored in the
noOfControls 1 VU. If the section is empty, only
(31) noOfControls = 0 is sent.
controlType 1
S 2 T|controlTime 4
S E 2 g |controlCardNumber 18
O < X |downloadPeriodBeginTime 4
downloadPeriodEndTime 4
Signature 128 RSA signature of all data (except
certificates) starting from
VehicleldentificationNumber
down to last byte of last
VuControlActivityRecord.
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2.2.6.2 Positive Response Transfer Data Activities

DDP_030

The data field of the “Positive Responsan3fer Data Activities” message shall

provide the following data in the following ordender the SID 76 Hex, the TREP 02 Hex
and appropriate sub message splitting and counting:

Data element

TimeReal
OdometerValueMidnight

Vu

CardIWData
noOfVuCardIWRecords

cardHolderName
holderSurname
holderFirstNames
fullCardNumber
cardExpiryDate
cardinsertionTime
vehicleOdometerValueAtinsertion
cardSlotNumber
cardWithdrawalTime
vehicleOdometerValueAtWithdrawal
previousVehiclelnfo
vehicleRegistrationldentification
vehicleRegistrationNation
vehicleRegistrationNumber
cardWithdrawalTime
manuallnputFlag

VuCardIWRecor:

Vu

ActivityDailyData
noOfActivityChanges

ActivityChangelnfo

Vu

PlaceDailyWorkPeriodData
noOfPlaceRecords

fullCardNumber

placeRecord
entryTime
entryTypeDailyWorkPeriod
dailyWorkPeriodCountry
dailyWorkPeriodRegion
vehicleOdometerValue

VuPlaceDall
WorkPeriod
Recorc

Length
(Bytes)

Comment

4

Date of day downloaded

3

Odometer at end of
downloaded day

(129)

(28)

ool—‘lél—‘-b

Cards insertion withdrawal
cycles data.

— If this section contains no
available data, only
noOfVuCardIWRecords = 0
is sent.

- When a VuCardIWRecord
lies across 00:00 (card
insertion on previous day) Q
across 24:00 (card
withdrawal the following
day) it shall appear in full
within the two days
involved.

Slots status at 00:00 and
activity changes recorded for
the day downloaded.

Places related data recorded
the day downloaded. If the
section is empty, only

noOfPlaceRecords = 0 is sent.

=

or
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VVuSpecificConditionData Specific conditions data
noOfSpecificConditionRecords 2 | recorded for the day
(5) | downloaded. If the section is
SpecificConditionRecord empty, only
entryTime 4 | noOfSpecificConditionRecords
specificConditionType 1 | =0is sent
Signature 128 | RSA signature of all data
starting from TimeReal down
to last byte of last specific
condition record.

2.2.6.3 Positive Response Transfer Data Eventd-anidts

DDP_031 The data field of the “Positive Responsangfer Data Events and Faults” message
shall provide the following data in the followingder under the SID 76 Hex, the TREP 03
Hex and appropriate sub message splitting and cwunt

Data element Length Comment
(Bytes)
\VVuFaultData All faults stored or on-going in
noOfVuFaults 1 the VU.
. (82) If the section is empty, only
faultType 1 noOfVuFaults = 0 is sent.
S|faultRecordPurpose 1
$|faultBeginTime 4
& (faultEndTime 4
3 |cardNumberDriverSlotBegin 18
L |cardNumberCodriverSlotBegin 18
= |cardNumberDriverSlotEnd 18
cardNumberCodriverSlotEnd 18
VuEventData All events (except over
noOfVuEvents 1 speeding) stored or on-going in
.. (83) | the VU.
eventType 1 If the section is empty, only
o eventRecordPurpose 1 noOfVuEvents = 0 is sent.
SleventBeginTime 4
& leventEndTime 4
% cardNumberDriverSlotBegin 18
11 |cardNumberCodriverSlotBegin 18
3 cardNumberDriverSlotEnd 18
cardNumberCodriverSlotEnd 18
similarEventsNumber 1
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firstOve

VVuOverSpeedingControlData
lastOverspeedControlTime

rspeedSince

numberOfOverspeedSince

VVuOverSpeedingEventData
noOfVuOverSpeedingEvents

VuOverSpeeding
EventRecord

eventType
eventRecordPurpose
eventBeginTime
eventEndTime
maxSpeedValue
averageSpeedValue
CardNumberDriverSlotBegin
similarEventsNumber

VuTimeAdjustmentData
noOfVuTimeAdjRecords

VuTime
Adjustment
Recor

oldTimeValue
newTimeValue
workshopName
workshopAddress
workshopCardNumber

Signature

A~

(31)

H
rEPRrRPRAEDRR

(98)

36
36
18

128

Data related to last over
speeding control (default value
if no data).

All over speeding events store
in the VU. If the section is
empty, only
noOfVuOverSpeedingEvents 3
0 is sent.

All time adjustment events
stored in the VU (outside the
frame of a full calibration).

If the section is empty, only
noOfVuTimeAdjRecords = 0 is
sent.

RSA signature of all data
starting from noOfVuFaults
down to last byte of last time
adjustment record
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2.2.6.4 Positive Response Transfer Data Detaileze8p

DDP_032 The data field of the “Positive Responsen$fer Data Detailed Speed” message shall
provide the following data in the following ordender the SID 76 Hex, the TREP 04 Hex

and appropriate sub message splitting and cougterin

Data element

VuDetailedSpeedData
noOfSpeedBlocks

VuDeatailed |:
SpeedBloc

speedBlockBeginDate
speedsPerSecond

Signature

Length
(Bytes)

2

4
60

128

Comment

All detailed speed stored in the
VU (one speed block per
minute during which the vehiclg
has been moving)
60 speed values per minute (one
per second).

D

RSA signature of all data
starting from noOfSpeedBlocks$
down to last byte of last speed
block.
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2.2.6.5 Positive Response Transfer Data Techniedé D

DDP_033 The data field of the “Positive Responsen$fer Data Technical Data” message shall
provide the following data in the following ordender the SID 76 Hex, the TREP 05 Hex
and appropriate sub message splitting and counting:

Data element Length Comment
(Bytes)
Vuldentification
vuManufacturerName 36
vuManufacturerAddress 36
vuPartNumber 16
vuSerialNumber 8
vuSoftwareldentification
vuSoftwareVersion 4
vuSoftinstallationDate 4
vuManufacturingDate 4
vuApprovalNumber 8
SensorPaired
sensorSerialNumber 8
sensorApprovalNumber 8
sensorPairingDateFirst 4
VuCalibrationData All calibration records stored in
noOfVuCalibrationRecords 1 | the VU.
. (167)
calibrationPurpose 1
workshopName 36
workshopAddress 36
workshopCardNumber 18
workshopCardExpiryDate 4
_ |vehicleldentificationNumber 17
S vehicleRegistrationldentification
&| vehicleRegistrationNation 1
S| vehicleRegistrationNumber 14
"E wVehicleCharacteristicConstant 2
2|kConstantOfRecordingEquipment 2
§|ITyreCircumference 2
3 tyreSize 15
authorisedSpeed 1
oldOdometerValue 3
newOdometerValue 3
oldTimeValue 4
newTimeValue 4
nextCalibrationDate 4
Signature 128 RSA signature of all data
starting from
vuManufacturerName down to
last byte of last
VuCalibrationRecord.
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2.3  ESM File storage

DDP_034 When a download session has included a &bl tdansfer, the IDE shall store within
one physical file all data received from the VU idgrthe download session within Positive
Response Transfer Data messages. Data stored egcludssage headers, sub-message
counters, empty sub-messages and checksums hudénitle SID and TREP (of the first sub-
message only if several sub-messages).

3. Tachograph cards downloading protocol

3.1 Scope

This paragraph describes the direct card data d@awlinig of a tachograph card to an IDE.
The IDE is not part of the secure environment; éfee no authentication between the card
and the IDE is performed.

3.2  Definitions

Download session Each time a download of the ICC data is perforniéw session covers
the complete procedure from the reset of the ICCahyIFD until the
deactivation of the ICC (withdraw of the card okneeset).

Signed Data File A file from the ICC. The file is transferred toet IFD in plain text. On
the ICC the file is hashed and signed and the sigeas transferred to the
IFD.

3.4  Card Downloading
DDP_035 The download of a tachograph card incltidesollowing steps:

- Download the common information of the card in Bfes ICC and IC. This information
is optional and is not secured with a digital signa.

- Download the EFs Card_Certificate and CA_Certificathis information is not secured
with a digital signature.
It is mandatory to download these files for eactvidload session.

- Download the other application data EFs (within A@graph DF) except EF
Card_Download. This information is secured withgitel signature.
- It is mandatory to download at least the EFs Agpian_Identification and ID for each
download session.
- When downloading a driver card it is also mandatorgownload the following EFs:
- Events_Data,
- Faults_Data,
- Driver_Activity Data,
- Vehicles_Used,
- Places,
- Control_Activity Data,
- Specific_Conditions.

- When downloading a driver card, update the LastDawhload date in EF
Card_Download,

- When downloading a workshop card, reset the caidwaounter in EF Card_Download.
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3.3.1 Initialisation sequence
DDP_036 The IDE shall initiate the sequence agfait

Card Direction IDE / IFD Meaning / Remarks
“ Hardware reset

ATR =
It is optional to use PPS to switch to a higherdrate as long as the ICC supports it.

3.3.2 Sequencefor un-signed data files
DDP_037 The sequence to download the EFs ICC, #&d Certificate and CA_Certificate is as

follows:
Card Direction IDE / IFD Meaning / Remarks
\E Select File Select by File identifiers
OK =
& Read Binary | If the file contains more data thanktger
size of the reader or the card the command has
to be repeated until the complete file is read
File Data = Store data to |according to 3.4, (3.4 Data storage format)
OK ESM

Note: Before selecting the Card_Certificate EF, Thehograph Application must be selected
(selection by AID).

3.3.3 Sequencefor Signed data files
DDP_038 The following sequence shall be used fohes the following files that has to be
downloaded with their signature:



ECE/TRANS/SC.1/2006/2/Add.1

page 199
Card Dir IDE / IFD Meaning / Remarks
@ Select File
OK =
& Perform Hash of| Calculates the hash value over [the
File data content of the selected file
using the prescribed hash
algorithm in accordance with sub-
appendix 11. This command is ot
an ISO-Command.
Calculate Hash of File
and store Hash value
temporarily
OK =
= Read Binary If the file contains more data tham
the buffer of the reader or the card
can hold, the command has to be
repeated until the complete file is
read.
File Data = Store received |according to 3.4 (3.4 Data storage
OK data to ESM |format)
& PSO: Compute
Digital Signature
Perform Security
Operation ,Compute
Digital Signature” using
the temporarily stored
Hash value
Signature = | Append data to theaccording to3.4 Data storage
OK previous stored | formatf)
data on the ESM

3.34 Sequencefor resetting the calibration counter.

DDP_039 The sequence to reset the NoOfCalibratione®ownload counter in the EF
Card_Download in a workshop card is the following:

Card Dir IDE / IFD Meaning / Remarks
< Select File EF Card_Download Select by File
identifiers
OK =
N Update Binary
NoOfCalibrationsSinceDownlogd
='00 00’
resets card download
number
OK =
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3.4  Data storage format

3.4.1 Introduction

DDP_040 The downloaded data has to be stored angamthe following conditions:

- The data shall be stored transparent. This meatghé order of the bytes as well as the
order of the bits inside the byte that are trameféfrom the card has to be preserved
during storage.

- All files of the card downloaded within a downloaéssion are stored in one file on the
ESM.

3.4.2 Fileformat
DDP_041 The file format is a concatenation of saNV&LV objects.
DDP_042 The tag for an EF shall be the FID plusaiygendix ,,00“.
DDP_043 The tag of an EF’s signature shall be tBedf the file plus the appendix ,01".

DDP_044 The length is a two byte value. The valagnds the number of bytes in the value
field. The value ,FF FF“ in the length field is eged for future use.

DDP_045 When a file is not downloaded nothing eslab the file shall be stored (no tag and no
zero length).

DDP_046 A signature shall be stored as the next dhjéct directly after the TLV object that
contains the data of the file.

Definition Meaning Length
FID (2 Bytes) || ,00" Tag for EF (FID) 3 Bytes
FID (2 Bytes) || ,01* Tag for Signature of EF(FIDB Bytes
XX XX Length of Value field 2 Bytes

Example of data in a download file on an ESM:

Tag Length Value
00 02 00 0011 Data of EF ICC
C10000 00 C2 Data of EF Card_Certificate
05 05 00 0A 2E Data of EF Vehicles_Used
050501 00 80 Signature of EF Vehicles_Used
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4. Downloading a tachograph card via a vehicle unit

DDP_047 The VU must allow for downloading the conmt®f a driver card inserted to a
connected IDE.

DDP_048 The IDE shall send a “Transfer Data ReqGasti Download” message to the VU to
initiate this mode (see 2.2.2.9).

DDP_049 The VU shall then download the whole cébel by file, in accordance with the card
downloading protocol defined in paragraph 0, amdvéod all data received from the card to
the IDE within the appropriate TLV file format (se€®4.2) and encapsulated within a
“Positive Response Transfer Data” message.

DDP_050 The IDE shall retrieve card data from tResitive Response Transfer Data” message
(striping all headers, SIDs, TREPs, sub messagatem) and checksums) and store them
within one physical file as described in paragragh

DDP_051 The VU shall then, as applicable, update tontrol_Activity Data or the
Card_Download file of the driver card.
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1. Introduction

This sub-appendix describes how data is exchang®edelen a vehicle unit and a tester via the
K-line which forms part of the calibration intertaaescribed in sub-appendix 6. It also
describes control of the input / output signal kamethe calibration connector.

Establishing K-line communications is describe&eaction 4 “Communication Services”.

This sub-appendix uses the idea of diagnostic Isessto determine the scope of K-line
control under different conditions. The defaultsses is the “StandardDiagnosticSession”
where all data can be read from a vehicle uninioutiata can be written to a vehicle unit.

Selection of the diagnostic session is describegkiction 5 “Management Services”

CPR_001 The “ECUProgrammingSession” allows datayento the vehicle unit. In the case of
entry of calibration data (requirements 097 and)08& vehicle unit must, in addition be in
the CALIBRATION mode of operation.

Data transfer via K-line is described in SectiofDé&ta Transmission Services”. Formats of
data transferred are detailed in Section 8 “dataRiscformats”

CPR_002 The “ECUAdjustmentSession” allows the $@rof the 1/O mode of the calibration
I/0 signal line via the K-line interface. Contrdi thie calibration I/O signal line is described
in section 7 “Control of Test Pulses — Input/Out@aintrol functional unit”.

CPR_003 Throughout this document the address de#ier is referred to as 'tt". Although there
may be preferred addresses for testers, the VU s#sgdond correctly to any tester address.
The physical address of the VU is OXEE.

2. Terms, Definitions and References

The protocols, messages and error codes are palhychmsed on the current draft to date of
ISO 14229-1 (Road vehicles — Diagnostic systemart P: Diagnostic services, version 6 of
22 February 2001).

Byte encoding and hexadecimal values are usedhéosdrvice identifiers, the service requests
and responses, and the standard parameters.

The term ‘tester’ refers to the equipment usedntereprogramming/calibration data into the
VU.

The terms ‘client’ and ‘server’ refer to the testad the VU respectively.
The term ECU means "Electronic Control Unit" anfére to the VU.
References :

ISO 14230-2 Road Vehicles -Diagnostic Systems ey Protocol 2000- Part 2 : Data
Link Layer. First edition: 1999. Vehicles — DiagtiosSystems.

3. Overview of services

3.1 Services available

The following table provides an overview of thevsegs that will be available in the control
device and are defined in this document.
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CPR_004 The table indicates the services thatwaitalle in an enabled diagnostic session.

- The1* column lists the services that are available.

- The 2" column includes the section number in this sub-appendiere of service is
further defined.

- The3™ column assigns the assigns the service identifier vaflrequest messages.

- The4™ column specifies the services of th8tandardDiagnosticSession" (SD)which
must be implemented in each VU.

- The 5" column specifies the services of tHECUAdjustmentSession" (ECUAS)
which must be implemented to allow control of tH@® ksignal line in the front panel
calibration connector of the VU.

- The 6" column specifies the services of thECUProgrammingSession” (ECUPS)
which must be implemented to allow for programmafigparameters in the VU.

Table 1
Service ldentifier value summary table

Diagnostic Sessions
Diagnostic Service Name | Paragraphs Sid SD | ECUAS | ECUPS
No. Req.Value

StartCommunication _ 41 81 | [ ] [ ]
StopCommunication 4.2 82 ]

TesterPresent _ 43 3E | [ ] [ ]
StartDiagnosticSession _ 51 10 ] [ ] [ |
SecurityAccess _5.2 27 [ | [ ] [ |
ReadDataByldentifier _6.1 22 [ | [ ] [ |
WriteDataByldentifier 6.2 2E ]
InputOutputControlByldentifier 7.1 2F [ ]

B This symbol indicates that the service is mangatothis diagnostic session.
No symbol indicates that this service is not altdvin this diagnostic session.

3.2  Response codes
Response codes are defined for each service.

4. Communication Services

Some services are necessary to establish and madet@munication. They do not appear on
the application layer. The services available &taited in the following table:
Table 2

Communication Services

Service name Description
StartCommunication | The client requests to stadramunication session with a server(

StopCommunication | The client requests to stop thieeat communication session.
TesterPresent The client indicates to the senatiritlis still present.

)
~—
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CPR_005 The StartCommunication Service is usedstanrting a communication. In order to
perform any service, communication must be ingedi and the communication parameters
need to be appropriate for the desired mode.

4.1 StartCommunication Service

CPR_006 Upon receiving a StartCommunication inebcaprimitive, the VU shall check if the
requested communication link can be initialised emdhe present conditions. Valid
conditions for the initialisation of a communicatidink are described in document ISO
14230-2.

CPR_007 Then the VU shall perform all actions nsagsto initialise the communication link
and send a StartCommunication response primitiie thie Positive Response parameters
selected.

CPR_008 If a VU that is already initialised (ands fentered any diagnostic session) receives a
new StartCommunication Request (e.g. due to ee@very in the tester) the request shall be
accepted and the VU shall be reinitialised.

CPR_009 If the communication link cannot be inisatl for any reason, the VU shall continue
operating as it was immediately prior to the attetopnitialise the communication link..

CPR_010 The StartCommunication Request messagebmpstysically addressed.

CPR_011 Initialising the VU for services is perf@aunthrough a ‘fast initialisation" method,
- There is a bus-idle time prior to any activity.
- The tester then sends an initialisation pattern.
- All information which is necessary to establish cowumication is contained in the
response of the VU.

CPR_012 After completion of the initialisation,

All communication parameters are set to valuesnéefin

according to the key bytes.

The VU is waiting for the first request of the st

The VU is in the default diagnostic mode, i.e. 8tDiagnosticSession.
The calibration I/O signal line is in the defautite, i.e. disabled state.

CPR_014 The data rate on the K-line shall be 10BH.

CPR_016 The fast initialisation is started by th&tér transmitting a Wake up pattern (Wup) on
the K-line. The pattern begins after the idle tiomeK-line with a low time of Tinil. The tester
transmits the first bit of the StartCommunicaticenfice after a time of Twup following the
first falling edge.

WakeUpPattern
Twup. P2 P3

K-Line

VU VU

Idle Time Tinil Start /Service \
Tidle Communication Communication ) ,_/ Response
PositiveResponse Voo

/

P4 P1
Inter-byte time Inter-byte time
Tester VU
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CPR_017 The timing values for the fast initialisatand communications in general are detailed
in the tables below. There are different possibsifor the idle time :
- First transmission after power on, Tidle = 300ms.
- After completion of a StopCommunication Servicg,e E P3 min.
- After stopping communication by time-out P3 may,F O.

Table 3
Timing values for fast initialisation
Parameter min value max value
Tinil 25+1ms 24 ms 26 ms
Twup 501 ms 49 ms 51 ms
Table 4
Communication timing values
- lower limit  |upper limit values
Timing Parameter Description values [ms] [ms]
Parameter
min. max.
P1 Inter byte time for VU response 0 20
P2 Time between tester requestandVU 25 250
response or two VU responses
P3 Time between end of VU responses 55 5000
and start of new tester request
P4 Inter byte time for tester request 5 20

CPR_018 The message format for fast initialisaisotetailed in the following tables.
Table 5
StartCommunication Request Message

Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte - physical addressing 81 FMT
#2 Target address byte EE TGT
#3 Source address bhyte tt SRC
#4 StartCommunication Request Service Id 81 SCR
#5 Checksum 00-FF CS
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Table 6
StartCommunication Positive Response Message

Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte - physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 03 LEN
#5 StartCommunication Positive Response Service Id C1 SCRPR
#6 Key byte 1 EA KB1
#7 Key byte 2 8F KB2
#8 Checksum 00-FF CS

CPR_019 There is no negative response to the Startinication Request message, if there is
no positive response message to be transmitted ttieervU is not initialised, nothing is
transmitted and it remains in its normal operation.

4.2  StopCommunication Service

4.2.1 Message description
The purpose of this communication layer servide i®rminate a communication session.

CPR_020 Upon receiving a StopCommunication indicaprimitive, the VU shall check if the
current conditions allow to terminate this commatiign. In this case the VU shall perform
all actions necessary to terminate this commurdnati

CPR_021 If it is possible to terminate the commatioan, the VU shall issue a
StopCommunication response primitive with the RwesitResponse parameters selected,
before the communication is terminated.

CPR_022 If the communication cannot be terminatgdaby reason, the VU shall issue a
StopCommunication response primitive with the NegalResponse parameter selected.

CPR_023 If time-out of P3max is detected by the Y& communication shall be terminated
without any response primitive being issued.
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4.2.2 Message format

CPR_024 The message formats for the StopCommumicgirimitives are detailed in the
following tables.
Table 7
StopCommunication Request Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte 01 LEN
#5 StopCommunication Request Service Id 82 SPR
#6 Checksum 00-FF CS
Table 8
StopCommunication Positive Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 01 LEN
#5 StopCommunication Positive Response Service ld C2 SPRPR
#6 Checksum 00-FF CS
Table 9
StopCommunication Negative Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte - physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 03 LEN
#5 negative Response Service Id 7F NR
#6 StopCommunication Request Service Identification 82 SPR
#7 responseCode = generalReject 10 RC_G
#8 Checksum 00-FF CS
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4.2.3 Parameter Definition
This service does not require any parameter difinit

4.3 TesterPresent Service

4.3.1 Message description

The TesterPresent service is used by the tesieditate to the server that it is still present, in
order to prevent the server from automatically mahg to normal operation and possibly
stopping the communication. This service, sentquiéeally, keeps the diagnostic session /
communication active by resetting the P3 timer etiote a request for this service is
received.

4.3.2 Message format
CPR_079 The message formats for the TesterPresemtiyes are detailed in the following

tables.
Table 10
TesterPresent Request Message

Byte # | Parameter Name Hex Value Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address bhyte tt SRC
#4 Additional length byte 02 LEN
#5 TesterPresent Request Service Id 3E TP
#6 Sub Function = responseRequired = [ yes 01 RESPREQ_Y

no | 02 RESPREQ_NO

#7 Checksum 00-FF CS

CPR_080 If the responseRequired parameter is sgtdh then the server shall respond with the
following positive response message. If set tq then no response is sent by the server.

Table 11
TesterPresent Positive Response Message

Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 01 LEN
#5 TesterPresent Positive Response Service Id 7E AR
#6 Checksum 00-FF CS
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CPR_081 The service shall support the followingatieg responses codes:
Table 12
TesterPresent Negative Response Message

Byte # Parameter Name Hex Mnemonic
Value
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 03 LEN
#5 negative Response Service Id 7F NR
#6 TesterPresent Request Service Identification 3 TP
#7 ResponseCode =
[ SubFunctionNotSupported- InvalidFormat 12 |RC_SFNS_IF
incorrectMessageLength ] 13 RC_IML
#8 Checksum 00-FF CS

S. Management Services

The services available are detailed in the follgntable:
Table 13

Management Services

Service name Description
StartDiagnosticSession The client requests to atdragnostic session with a VU.
SecurityAccess The client requests access to fumgtiestricted to

authorised users.

5.1  StartDiagnosticSession service

5.1.1 Message description

CPR_025 The service StartDiagnosticSession is tesemable different diagnostic sessions in
the server. A diagnostic session enables a spesificof services according to Table 17.
A session can enable vehicle manufacturer spestiwices which are not part of this
document. Implementation rules shall conform tofthewing requirements:

- There shall be always exactly one diagnostic sessitive in the VU,

- The VU shall always start the StandardDiagnostisidaswhen powered up. If no other
diagnostic session is started, then the StandagabsicSession shall be running as long
as the VU is powered,

- If a diagnostic session which is already running been requested by the tester, then the
VU shall send a positive response message,
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- Whenever the tester requests a new diagnosticosestie VU shall first send a
StartDiagnosticSession positive response messdgeelibe new session becomes active
in the VU. If the VU is not able to start the reqtezl new diagnostic session, then it shall
respond with a StartDiagnosticSession negative oresp message, and the current
session shall continue.

CPR_026 A diagnostic session shall only be staitesbmmunication has been established
between the client and the VU.
CPR_027

shall be active after a successful StartDiagn8sssion with the diagnosticSession parameter set to
“StandardDiagnosticSession” in the request messhgmother diagnostic session was
previously active.

The timing parameters defined in

5.1.2 Message format

CPR_028 The message formats for the StartDiagi@es&on primitives are detailed in the
following tables.
Table 14
Management Services

Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte 02 LEN
#5 StartDiagnosticSession Request Service Id 10 STDS
#6 DiagnosticSession = [one value from Table 17] xx DS ...
#7 Checksum 00-FF CS

Table 15
StartDiagnosticSession Positive Response Message

Byte # Parameter Name Hex Valudg Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 02 LEN
#5 StartDiagnosticSession Positive Response Servidgg 50 STDSPR
#6 DiagnosticSession = [ same value as in byte #6eTabl XX DS_...

14]

#7 Checksum 00-FF CS
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Table 16
StartDiagnosticSession Negative Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 03 LEN
#5 Negative Response Service Id 7F NR
#6 StartDiagnosticSession Request Service Id 1p SSTO
#7 ResponseCode =  [subFunctionNotSuppdtted 12 RC_SFNS
incorrectMessageLeng'Ph 13 RC_IML
conditionsNotCorrect 22 RC _CNC
#8 Checksum 00-FF CS

& —the value inserted in byte #6 of the request mesisagot supported, i.e. not in Table 17.
P _ the length of the message is wrong,
¢ — the criteria for the request StartDiagnosticlBesare not met.

5.1.3 Parameter definition

CPR_029

specified in this document:

Table 17
Definition of diagnosticSession Value

S

The parametdiagnosticSession (DS ) is used by the StartDiagnosticSession service
to select the specific behaviour of the server{d)e following diagnostic sessions are

Hex

Description

Mnemonic

81

StandardDiagnosticSession

This diagnostic session enables all services dpdciin Table 1,
column 4 "SD". These services allow reading of data from a serve
(VU). This diagnostic Session is active after thitidlisation has been
successfully completed between client (tester) sexver (VU). Thig
diagnostic session may be overwritten by other ribatic session
specified in this section.

SD

"

85

ECUProgrammingSession

This diagnostic session enables all services dgpdciin Table 1,
column 6"ECUPS". These services support the memory programining
of a server (VU) This diagnostic session may benagrigen by othe
diagnostic sessions specified in this section..

ECUPS

87

ECUAdjustmentSession

This diagnostic session enables all services dgpdciin Table 1,
column 5 "ECUAS". These services support the input/output cor
of a server (VU). This diagnostic session may benavitten by other

trol

diagnostic sessions specified in this section.

ECUAS
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5.2  SecurityAccess service

Writing of calibration data or access to the calilan input/output line is not possible unless
the VU is in CALIBRATION mode. In addition to indean of a valid workshop card into the

VU, it is necessary to enter the appropriate PINb ithe VU before access to the
CALIBRATION mode is granted.

The SecurityAccess service provides a means ta édmePIN and to indicate to the tester
whether or not the VU is in CALIBRATION mode.

It is acceptable that the PIN may be entered thr@lgrnative methods.

5.2.1 Message Description

The SecurityAccess service consists of a Securitgss "requestSeed" message, eventually
followed by a SecurityAccess "sendKey" message. $eeurityAccess service must be
carried out after the StartDiagnosticSession servic

CPR_033 The tester shall use the SecurityAccesgmiéstSeed" message to check if the vehicle

unit is ready to accept a PIN.

CPR_034 If the vehicle unit is already in CALIBRAJN mode, it shall answer the request by

sending a “seed” of 0x0000 using the service Sgartess Positive Response.

CPR_035 If the vehicle unit is ready to accept/d for verification by a workshop card, it shall

answer the request by sending a “seed” greaterGk@000 using the service SecurityAccess
Positive Response.

CPR_036 If the vehicle unit is not ready to acce@IN from the tester, either because the

workshop card inserted is not valid, or becausemookshop card has been inserted, or
because the vehicle unit expects the PIN from amatiethod, it shall answer the request with
a Negative Response with a response code set to
conditionsNotCorrectOrRequestSequenceError.

CPR_037 The tester shall then, eventually, use SbkeurityAccess "sendKey" message to

forward a PIN to the Vehicle Unit. To allow timerfthe card authentication process to take
place, the VU shall use the negative response coelguestCorrectlyReceived-
ResponsePending to extend the time to respond. HWowéhe maximum time to respond
shall not exceed 5 minutes. As soon as the reqlisst@ice has been completed, the VU shall
send a positive response message or negative seEspwssage with a response code different
from this one. The negative response code requasi@lyReceived-ResponsePending may
be repeated by the VU until the requested sergio®mpleted and the final response message
is sent.

CPR_038 The vehicle unit shall answer to this regusing the service SecurityAccess Positive

Response only when in CALIBRATION mode.
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CPR_039

Response with a response code set to:
- subFunctionNot supported: Invalid format for tdfinction parameter (accessType),

In the following cases, the vehicle unidlisanswer to this request with a Negative

- conditionsNotCorrectOrRequestSequenceError: Vehiciit not ready to accept a PIN

entry,

- invalidKey: PIN not valid and number of PIN che@kttempts not exceeded,

- exceededNumberOfAttempts:PIN not valid and numbér PN checks attempts
exceeded,

- generalReject: Correct PIN but mutual authenticatvith workshop card failed.

5.2.2 Message format - SecurityAccess - requestSeed

CPR_040

the following tables.

The message formats for the SecurityActegsiestSeed" primitives are detailed in

Table 18
SecurityAccess Request- requestSeed Message

Byte # Parameter Name Hex Value | Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte 02 LEN
#5 SecurityAccess Request Service Id 27 SA
#6 accessType — requestSeed 7D AT_RSD
#7 Checksum 00-FF Cs

Table 19
SecurityAccess - requestSeed Positive Response Mggs

Byte # Parameter Name Hex Value | Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 04 LEN
#5 SecurityAccess Positive Response Service 67 APR
#6 accessType — requestSeed 7D AT_RBD
#7 Seed High 00-FF SEEDH
#8 Seed Low 00-FF SEEDL
#9 Checksum 00-FF CS
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Table 20
SecurityAccess Negative Response Message
Byte # Parameter Name Hex Value | Mnemonic

#1 Format byte — physical addressing 80 FMT|
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 03 LEN
#5 negativeResponse Service Id 7F NR
#6 SecurityAccess Request Service Id 27 SA
#7 responseCode =

[conditionsNotCorrectOrRequestSequenceEfror 22 RC_CNC

incorrectMessagelength] 13 RC_IML
#8 Checksum 00-FF CS

5.2.3 Message format - SecurityAccess - sendKey

/N

The message formats for the SecurityAcsesglKey" primitives are detailed in the
following tables.
Table 21
SecurityAccess Request - sendKey Message
Byte # Parameter Name Hex Value | Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte m+2 LEN
#5 SecurityAccess Request Service Id 27 SA
#6 accessType — sendKey 7E AT _Sk
#7 to #m+| Key #1 (High) XX KEY
Key #m (low, m must be a minimum of 4, and a XX
maximum of 8)
#m+7 | Checksum 00-FF CS
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Table 22
SecurityAccess - sendKey Positive Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 02 LEN
#5 SecurityAccess Positive Response Service Id 67 APR
#6 accessType — sendKey 7E AT_SK
#7 Checksum 00-FF CS
Table 23
SecurityAccess Negative Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte — physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 03 LEN
#5 NegativeResponse Service Id 7F NR
#6 SecurityAccess Request Service Id 271 SA
#7 ResponseCode = [generalReject 10 RC_GR
subFunctionNotSupported 12 RC_SFNS
incorrectMessagelength 13 RC_IML
conditionsNotCorrectOrRequestSequencekrro 22 RC_CNC
invalidkey 35 RC_IK
exceededNumberOfAttempts 36 RC_ENA
requestCorrectlyReceived-ResponsePendipng] 78 RC_RCR_RH
#8 Checksum 00-FF CS
6. Data Transmission Services
The services available are detailed in the foll@ntzble:
Table 24
Data Transmission Services
Service name Description
ReadDataByldentifier The client requests the traasion of the current value of
record with access by recordDataldentifier.
WriteDataByldentifier The client requests to widteecord accessed by

recordDataldentifier.
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6.1 ReadDataByldentifier service

6.1.1 Message description

CPR_050 The ReadDataByldentifier service is usedhbyclient to request data record values
from a server. The data are identified by a recatdRientifier. It is the VU manufacturer's
responsibility that the server conditions are mie¢wperforming this service.

6.1.2 Message format

CPR_051 The message formats for the ReadDataByfidenprimitives are detailed in the
following tables.

Table 25
ReadDataByldentifier Request Message
Byte # Parameter Name Hex Mnemonic
Value
#1 Format byte - physical addressing 8p FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte 03 LEN
#5 ReadDataByldentifier Request Service Id 22 RDBI
#6 to #7) recordDataldentifier = [a valdeom Table 28] XXXX RDI_...
#8 Checksum 00-FF CsS
Table 26
ReadDataByldentifier Positive Response Message
Byte # Parameter Name Hex Mnemonic
Value
#1 Format byte - physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address byte ER SRC
#4 Additional length byte m+3 LEN
#5 ReadDataByldentifier Positive Response Service| 62 RDBIPR
#6 and # recordDataldentifier = [the same valag bytes #6 | Xxxxx RDI_...
and #7 Table 25]
#8 to | dataRecord[] = [data#1 xx |DREC_DATA1
#m+7 : ; ;
data#m] xx |DREC_DATAmM
#m+8 | Checksum 00-FF CS
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Table 27
ReadDataByldentifier Negative Response Message
Byte # Parameter Name Hex Valug Mnemonic

#1 Format byte - physical addressing 80 FMT
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 03 LEN
#5 NegativeResponse Service Id 7F NR
#6 ReadDataByldentifier Request Service Id 22 RDB
#7 ResponseCode= [requestOutOfRange 31 RC_ROOR

incorrectMessagelLength 13 RC_IML

conditionsNotCorrect] 22 RC_CNC
#8 Checksum 00-FF CS

6.1.3 Parameter Definition

CPR_052

message identifies a data record.

CPR_053

The recordDataldentifier table consists of fouomhs and multiple lines.

- The T column

specified in the 8 column.

- The 29column (Data element) specifies the data elemesul>-appendix 1 on which the

recordDataldentifier is based (transcoding is somet necessary).
- The 3% column (Description) specifies the correspondiecprdDataldentifier name.
- The 4"column (Mnemonic) specifies the mnemonic of thisoreDataldentifier.

The parameteecordDataldentifier (RDI_)in the ReadDataByldentifier request

recordDataldentifier values defined by doisument are shown in the table below.

Hex) includes the “Hex Value” assignedthe recordDataldentifier
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Table 28
Definition of recordDataldentifier values
recordDataldentifier Name :
Hex Data element (see format in Section 8.2) Mnemonic
F90B | CurrentDateTime TimeDate RDI_TD
F912 | HighResOdometer HighResolutionTotalVehiclgl®DI_HRTVD
stance
F918 | K-ConstantOfRecordingEquipment Kfactor RDI_KF
F91C|L-TyreCircumference LfactorTyreCircumferencs RDI_LH
F91D | W-VehicleCharacteristicConstant WvehicleCharactieffsctor | RDI_WVCF
F921 | TyreSize TyreSize RDI_TS
F922 | nextCalibrationDate NextCalibrationDate RDI_NCD
F92C| SpeedAuthorised SpeedAuthorised RDI_SA
F97D | vehicleRegistrationNation RegisteringMemberState DI RMS
F97E | VehicleRegistrationNumber VehicleRegistrationNumber RDI_VRN
F190 | VehicleldentificationNumber VIN RDI_VIN

CPR_054 The parametelataRecord (DREC ) is used by the ReadDataByldentifier positive
response message to provide the data record \adduéfied by the recordDataldentifier to the
client (tester). Data formats are specified inisec8. Additional user optional dataRecords
including VU specific input, internal and outputtaanay be implemented, but are not defined
in this document.

6.2  WriteDataByldentifier service

6.2.1 Message description

CPR_056 The WriteDataByldentifier service is usgdhe client to write data record values to a
server. The data are identified by a recordDatslfier. It is the VU manufacturer's
responsibility that the server conditions are meémwperforming this service. To update the
parameters listed in Table 28, the VU must be il BRATION mode.

6.2.2 Message format

CPR_057 The message formats for the WriteDataByifim primitives are detailed in the
following tables.
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Table 29
WriteDataByldentifier Request Message
Byte # Parameter Name Hex Value Mnemonic
#1 Format byte - physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte m+3 LEN
#5 WriteDataByldentifier Request Service Id 2E WDBI
#6 to #7| recordDataldentifier = [a value from Tab8 XXXX RDI_...
#8 to m+71 dataRecord[] = [data#1 XX DREC_DATA1l
data#m] XX DREC_DATAmM
#m+8 | Checksum 00-FF CS
Table 30
WriteDataByldentifier Positive Response Message
Byte # Parameter Name Hex Valug Mnemonic
#1 | Format byte - physical addressing 80 FMT
#2 | Target address byte tt TGT
#3 | Source address byte EE SRC
#4 | Additional length byte 03 LEN
#5 | WriteDataByldentifier Positive Response Servicéd 6E WDBIPR
#6 to #| recordDataldentifier = [the same value as bytea#b | Xxxxx RDI_...
#7 Table 29]
#8 | Checksum 00-FF CS
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Table 31
WriteDataByldentifier Negative Response Message
Byte # Parameter Name Hex Valug Mnemonic

#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte 03 LEN
#5 NegativeResponse Service Id 7F NR
#6 WriteDataByldentifier Request Service Id 2E WDBI
#7 ResponseCode=[requestOutOfRange 31 RC_ROOR

incorrectMessageLength 13 RC_IML

conditionsNotCorrect] 22 RC_CNC
#8 Checksum 00-FF CS

6.2.3 Parameter definition
The parameterecordDataldentifier (RDI_)s defined in Table 28.

The parametedataRecord (DREC iy used by the WriteDataByldentifier request mgeda
provide the data record values identified by treoréDataldentifier to the server (VU). Data
formats are specified in section 8.

7. Control of Test Pulses — Input/Output Control functional unit

The services available are detailed in the foll@ntzble:

Table 32
InputOutputControlByldentifier service

Service name Description

InputOutputControlByldentifier | The client requesiie control of an input/output specifi
to the server.

c

7.1 InputOutputControlByldentifier service

7.1.1 Message description

There is a connection via the front connector whatlbws test pulses to be controlled or
monitored using a suitable tester.



ECE/TRANS/SC.1/2006/2/Add.1
page 224

CPR_058 This calibration 1/0 signal line can be fmmed by K-line command using the
InputOutputControlByldentifier service to selecetfequired input or output function for the
line. The available states of the line are:

- disabled,

- speedSignallnput, where the calibration I/O sidim&l is used to input a speed signal (test
signal) replacing the motion sensor speed signal,

- realTimeSpeedSignalOutputSensor, where the cabioréfO signal line is used to output
the speed signal of the motion sensor,

- RTCOutput, where the calibration 1/0O signal linaiged to output the UTC clock signal.

CPR_059 The vehicle unit must have entered an g session and must be in
CALIBRATION mode to configure the state of the lin®n exit of the adjustment session or
of the CALIBRATION mode the vehicle unit must ensuhe calibration I/O signal line is
returned to the ‘disabled’ (default) state.

CPR_060 If speed pulses are received at the realgpeed signal input line of the VU while the
calibration 1/0O signal line is set to input there tbalibration 1/0 signal line shall be set to
output or returned to the disabled state.

CPR_061 The sequence shall be:
- Establish communications by StartCommunication igerv
- Enter an adjustment session by StartDiagnostic@essbervice and be
CALIBRATION mode of operation (the order of thesetoperation is not important).
- Change the state of the output by InputOutputCéByiddentifier Service.

in

7.1.2 Message format
CPR_062 The message formats for the InputOutputGi@ytidentifier primitives are detailed in
the following tables.

Table 33
InputOutputControlByldentifier Request Message
Byte # Parameter Name Hex Valug Mnemonic
#1 Format byte - physical addressing 80 FMT
#2 Target address byte EE TGT
#3 Source address byte tt SRC
#4 Additional length byte XX LEN
#5 InputOutputControlByldentifier Request Sid 2F IOCBI
#6 and #7| InputOutputldentifier = [CalibrationIin@uitput] F960 I01_CIO
#8 or ControlOptionRecord = | COR_...
#8 to #9 inputOutputControlParameter -  xx IOCP_...
one value from Table 36
controlState — one value from XX CS ...
Table 37 (see note below)]
#9 or #10| Checksum 00-FF CS

Note: The controlState parameter is present only inesoases (see 7.1.3).
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Table 34
InputOutputControlByldentifier Positive Response Message
Byte # Parameter Name Hex | Mnemonic
Value
#1 Format byte — physical addressing 80 FMT:
#2 Target address byte tt TGT
#3 Source address byte EE SRC
#4 Additional length byte XX LEN
#5 inputOutputControlByldentifier Positive ResponseSid 6F IOCBIPR
#6 and # inputOutputldentifier = [CalibrationinputOutput] 60| 10l _CIO
#8 or | controlStatusRecord = | CSR_
#8 to #9 inputOutputControlParameter (same xx IOCP_...
value as byte #8 Table 33)
controlState (same value as byte #9 xx CS ...
Table 33)] (if applicable)
#9 or #1( Checksum 00-FF CS
Table 35
InputOutputControlByldentifier Negative Response Message
Byte # Parameter Name Hex | Mnemonic
Value
#1 Format byte — physical addressing g0 FMT
#2 Target address byte tt TGT
#3 Source address bhyte EE SRC
#4 Additional length byte 03 LEN
#5 negativeResponse Service Id 7H NR
#6 inputOutputControlByldentifier Request Sid 2F aB
#7 responseCode=|
incorrectMessageLength 13 RC_IML
conditionsNotCorrect 22 RC_CNC
requestOutOfRange 31 | RC_ROOR
deviceControlLimitsExceeded] 7A RC _DCLE
#8 Checksum 00-FF CS
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7.1.3 Parameter definition

CPR_064 The parameteémputOutputControlParameter (IOCP_) is defined in the following

table.

Table 36

Definition of inputOutputControlParameter values

Hex

Description

Mnemonic

00

ReturnControlTOECU

This value shall indicate to the server (VU) tha t
tester does no longer have control about the
calibration I/O signal line.

RCTECU

01

ResetToDefault
This value shall indicate to the server (VU) thasi
requested to reset the calibration 1/O signal ine
its default state.

RTD

03

ShortTermAdjustment

This value shall indicate to the server (VU) thasi
requested to adjust the calibration I/O signal tme

the value included in the controlState parameter|

STA

CPR_065 The parameteontrol State is present only when the inputOutputControlParamist

set to ShortTermAdjustment and is defined in thie¥ang table:

Table 37
Definition of controlState values

Mode Hex Value Description

Disable 00 I/O line is disabled (default state)

Enable 01 Enable calibration 1/O line as speed3Jiigpat

Enable 02 Enable calibration 1/O line as
realTimeSpeedSignalOutputSensor

Enable 03 Enable calibration 1/O line as RTCOutput
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8. dataRecords formats

This section details:

- general rules that shall be applied to ranges afrpaters transmitted by the vehicle unit
to the tester,

- formats that shall be used for data transferred thim Data Transmission Services
described in section 6.

CPR_067 All parameters identified shall be supmbhtethe VU.

CPR_068 Data transmitted by the VU to the testeesponse to a request message shall be of
the measured type (i.e. current value of the rdgdgsarameter as measured or observed by
the VU).

8.1  Transmitted parameter ranges
CPR_069 Table 38 defines the ranges used to deterime validity of a transmitted parameter.

CPR_070 The values in the range «error indicatoovige a means for the vehicle unit to
immediately indicate that valid parametric dataas$ currently available due to some type of
error in the control device.

CPR_071 The values in the range «not availablewiggoa means for the vehicle unit to
transmit a message which contains a parameteisthmtt available or not supported in that
module. The values in the range «not requestedwigea means for a device to transmit a
command message and identify those parameters witeresponse is expected from the
receiving device.

CPR_072 If a component failure prevents the trassiom of valid data for a parameter, the
error indicator as described in Table 38 shouldubed in place of that parameter’s data.
However, if the measured or calculated data hddadea value that is valid yet exceeds the
defined parameter range, the error indicator showt be used. The data should be
transmitted using the appropriate minimum or maximparameter value.

Table 38
dataRecords ranges
1 byte 2 bytes 4 bytes
R N ASCII
ange Name (Hex value) | (Hex value) (Hex Value) SC
Valid signal 00 to FA | 0000 to FAFF 00000000 to] 1to 254
FAFFFFFF
Parameter specific indicator FB FBOO to FBFF FBO0000O0O to none
FBFFFFFF
Reserved range for future| FCto FD | FCO0O0 to FDFF FC000000 to none
indicator bits FDFFFFFF
Error indicator FE FEOO to FEFF FEO00000 to 0
FEFFFFFF
Not available or not FF FFOO to FFFR FFO00000 to FF

requested FFFFFFFF
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CPR_073

8.2 dataRecords formats

Tables 39 to 42 below detail the formats that shalused via the ReadDataByldentifier and

WriteDataByldentifier Services.
CPR_074

Table 39
Format of dataRecords

For parameters coded in ASCII, the ASCiratter “*” is reserved as a delimiter.

Table 39 provides the length, resolutiod aperating range for each parameter
identified by its recordDataldentifier:

Data
Parameter Name length Resolution Operating range
(bytes)
TimeDate 8 See details in Table 40
HighResolutionTotalVehicleDistange 4 5 m/bit gain, 0 to +21 055 406 km
0 m offset

0.001 pulse/m/bit gain

Kfactor 2 0 offset 0 to 64.255 pulse/np
LfactorTyreCircumference 2 0.125 16" m /bit gain, 0t08,031 m
0 offset
WvehicleCharacteristicFactor 2 0.001 pulse/m/bit 981Ny 0 64.255 pulse/m
0 offset
TyreSize 15 ASCII ASCII
NextCalibrationDate 3 See details in Table 41
SpeedAuthorised p | 1/256 kmihibitgain,| -\ 550 996 kmih
0 offset
RegisteringMemberState 3 ASCII ASCII
VehicleRegistrationNumber 14 See details in Table 42
VIN 17 ASCII ASCII
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CPR_075 Table 40 details the formats of the difielsites of the TimeDate parameter

Table 40
Detailed format of TimeDate (recordDataldentifier value # FO0B)
Byte Parameter definition Resolution Operating range
1 Seconds 0.25 s/bit gain, 0 to 59.75s
0 s offset

2 Minutes 1 min/bit gain, 0 to 59 min

0 min offset
3 Hours 1 h/bit gain, 0to23h

0 h offset
4 Month 1 month/bit gain, 1 to 12 month
0 month offset

5 Day 0.25 day/bit gain, 0.25to 31.75 day

0 day offset

(see NOTE below Table 41
6 Year 1 year/bit gain, 1985 to 2235 year
+1985 year offset
(see NOTE below Table 41
7 Local Minute Offset 1 min/bit gain, -59 to +59 min
-125 min offset

8 Local Hour Offset 1 h/bit gain, -23to+23h

-125 h offset

CPR_076 Table 41 details the formats of the differbytes of the NextCalibrationDate

parameter.
Table 41
Detailed format of NextCalibrationDate (recordDataldentifier value #F922)
Byte Parameter definition Resolution Operating range
1 Month 1 month/bit gain, 1 to 12 month
0 month offset
2 Day 0.25 day/bit gain, 0.25to 31.75 day
0 day offset (see NOTE

below)
3 Year 1 year/bit gain, +1985 year 1985 to 2235 year

offset

(see NOTE below)




ECE/TRANS/SC.1/2006/2/Add.1
page 230

NOTE concerning the use of the “Day” parameter:

A value of 0 for the date is null. The values 132and 4 are used to identify the first day of
the month; 5, 6, 7, and 8 identify the second daih® month; etc.

This parameter does not influence or change thestmarameter above.

NOTE concerning the use of byte “Year” parameter:
A value of 0 for the year identifies the year 198%alue of 1 identifies 1986; etc.

CPR_078 Table 42 details the formats of the diffetg/tes of the VehicleRegistrationNumber
parameter:

Table 42
Detailed format of VehicleRegistrationNumber (recodDataldentifier value # FO7E)

Byte Parameter definition Resolution Operating range
1 Code Page (as defined in ASCII 01 to OA
sub-appendix 1)
2 — 14| Vehicle Registration Number ASCII ASCII
(as defined in sub-appendix 1
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1. Introduction

1.1  Type approval

The type approval procedure for the recording egeipt (or component) or tachograph card
is based on:

- a security certification, performed by an ITSEE@hrity, against a security target fully
compliant with sub-appendix 10 to this appendix,

- a functional certification performed by a ContragtiParty authority certifying that the
item tested fulfils the requirements of this append terms of functions performed,
measurement accuracy and environmental charaatsyist

- an interoperability certification performed by tkempetent body certifying that the
control device(or tachograph card) is fully intezogtble with the necessary tachograph
card (or control device) models (see Chapter Vithes appendix).

This sub-appendix specifies which tests, as a mimimmust be performed by a Contracting
Party authority during the functional tests, andahttests, as a minimum, must be performed
by the competent body during the interoperabilésts. Procedures to follow to carry out the
tests or the type of tests are not specified furthe

The security certification aspects are not covebgdthis sub-appendix. If some tests
requested for type approval are performed durdmgdecurity evaluation and certification
process, then these tests do not need to be pedoagain. In this case, only the results of
these security tests may be inspected. For infoomathe requirements expected to be tested
(or closely related to tests expected to be peddinduring the security certification, are
marked with a “*” in this sub-appendix.

This sub-appendix considers separately the typeosppof the motion sensor and of the
vehicle unit, as components of the control deviogeroperability between every model of
motion sensor and every model of vehicle unitasrequired, therefore the type approval for
a motion sensor can be granted only in combinatith the type approval of a vehicle unit
and vice versa.

1.2 References
The following references are used in this sub-agpen

IEC 68-2-1 Environmental testing - Part 2: Testests A: Cold. 1990 + Amendment 2:
1994.

IEC 68-2-2 Environmental testing - Part 2: TestsTests B: Dry heat. 1974 +
Amendment 2: 1994.

IEC 68-2-6 Basic environmental testing procedure¥est methods - Test Fc and
guidance: Vibration (sinusoidal)"@&dition: 1985.

IEC 68-2-14 Basic environmental testing procedur&est methods - Test N: Change of
temperature.
Modification 1: 1986.

IEC 68-2-27 Basic environmental testing procedure$est methods - Test Ea and
guidance:Shock. Edition 3: 1987.
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IEC 68-2-30 Basic environmental testing procedureSest methods - Test Db and
guidance: Damp heat, cyclic (12 + 12 - hour cydi&dification 1: 1985.

IEC 68-2-35 Basic environmental testing procedufi@st methods - Test Fda: Random
vibration wide band - Reproductibility High. Modifition 1: 1983.

IEC 529 Degrees of protection provided by enclos(ie code). Edition 2: 1989.

IEC 61000-4-2 Electromagnetic Compatibility (EMC) Testing and measurement
techniques - Electrostatic discharge immunity t&995 / Amendment 1:
1998

ISO 7637-1 Road vehicles - Electrical disturbangeénduction and coupling - Part 1:
Passenger cars and light commercial vehicles watminal 12 V supply
voltage - Electrical transient conduction along@ypines only. Edition 2:
1990.

ISO 7637-2 Road vehicles - Electrical disturbangednduction and coupling - Part 2:
Commercial vehicles with nominal 24 V supply vokag Electrical
transient conduction along supply lines only. Fadition: 1990.

ISO 7637-3 Road vehicles - Electrical disturbangeénduction and coupling - Part 3:
Vehicles with 12 V or 24 V supply voltage - Elecai transient
transmission by capacitive and inductive coupling lines other than
supply lines. First Edition: 1995 + Cor 1: 1995.

ISO/IEC 7816-1 Identification cards - Integratedcuit(s) cards with contacts - Part 1:
Physical characteristics. First edition: 1998.

ISO/IEC 7816-2 Information technology - Identificat cards - Integrated circuit(s) cards
with contacts - Part 2: Dimensions and locatiothefcontacts. First edition:
1999.

ISO/IEC 7816-3 Information technology - Identifizat cards - Integrated circuit(s) cards
with contacts - Part 3: Electronic signals and gmaission protocol.
Edition 2: 1997.

ISO/IEC 10373 Identification cards - Test methdeisst edition: 1993.

2. Vehicle unit functional tests

No Test Description Related
requirements

1 Administrative examination

1.1 Documentation| Correctness of documentation

1.2 Manufacturer |Results of manufacturer test performed |070, 071, 073

test results during integration. Paper demonstrations.
2 Visual inspection
2.1 | Compliance with documentation
2.2 Identification / markings 168, 169
2.3 Materials 163 to 167

2.4 | Sealing 251
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No Test Description Related
requirements
2.5 | External interfaces
3 Functional tests
3.1 Functions provided 002, 004, 244
3.2 | Modes of operation 006*, 007*, 008*,
009*, 106, 107
3.3 Functions and data access rights 010%, 0110, 24
246, 247
3.4 Monitoring cards insertion and withdrawal 0M34, 015%,
016*, 106
3.5 | Speed and distance measurement 017 to 026
3.6 | Time measurement (test performed at 20°C) 0282
3.7 Monitoring driver activities 033 to 043, 106
3.8 Monitoring driving status 044, 045, 106
3.9 Manual entries 046 to 050b
3.10 | Company locks management 051 to 055
3.11 | Monitoring control activities 056, 057
3.12 | Detection of events and/or faults 059 to Q6%
3.13 | Equipment identification data 075*, 076*, 079
3.14 | Driver card insertion and withdrawal data 081083*
3.15 | Driver activity data 084* to 086*
3.16 | Places data 087* to 089*
3.17 | Odometer data 090* to 092*
3.18 | Detailed speed data 093*
3.19 | Events data 094*, 095
3.20 | Faults data 096*
3.21 | Calibration data 097*, 098*
3.22 | Time adjustment data 100*, 101*
3.23 | Control activity data 102*, 103*
3.24 | Company locks data 104*
3.25 | Download activity data 105*
3.26 | Specific conditions data 105a*, 105b*
3.27 | Recording and storing on tachographs cards , 1038, 109a*,
110* 111, 112
3.28 | Displaying 072, 106,
113to0 128,
PIC_001, DIS_001
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No

Test

Description

Related
requirements

3.29

Printing

072, 106,
129 to 138, PIC_001
PRT_001 to
PRT_012

3.30

Warning

106, 139 to 148,
PIC_001

3.31

Data downloading to external media

072, 1@8,tb 151

3.32

Output data to additional external devices

, 153

3.33

Calibration

154*, 155*, 156%,
245

3.34

Time adjustment

157*, 158*

3.35

Non-interference of additional functions

0P89

Environmental tests

4.1

Temperature

Verify functionality through:

- IEC 68-2-1, test Ad, with a test
duration of 72 hours at the lower
temperature (-20°C), 1 hour operating,

1 hour non operating,
- |IEC 68-2-2, test Bd, with a test durati

of 72 hours at the higher temperature
(+70°C), 1 hour operating, 1 hour non

operating

Temperature cycles: verify

in the environment temperature throu

IEC 68-2-14 test Na, 20 cycles, each with
lower

the
the

temperature varying from

temperature (-20°C) to high

temperature (+70°C) and a 2 hours stay at

both the lower and the higher temperatu

A reduced set of tests (among thagse

defined in section 3 of this table) can

carried out at the lower temperature, the

higher temperature and during t
temperature cycles

that the
vehicle unit can withstand rapid changes

159

DN

gh

or
re
be

ne

4.2

Humidity

Verify that the vehicle unit can witaad

a cyclic damp (heat test) through IEC 68-

2-30, test Db, six 24 hours cycles, ea
temperature varying from +26 to +
55°C and a relative humidity of 97% at
25°C and equal to 93% at +%5

160

ch
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No

Test

Description

Related

requirements

4.3

Vibration

1. Sinusoidal vibrations.

verify that the vehicle unit ca
withstand sinusoidal vibrations wit
the following characteristics:
constant displacement between 5 a
11 Hz: 10mm peak
constant acceleration between 11 g
300 Hz: 5¢g
This requirement is verified throug
IEC 68-2-6, test Fc, with a minimur
test duration of 3x12 hours (12 hou
per axis)

Random vibrations:

verify that the vehicle unit ca
withstand random vibrations with th
following characteristics:

frequency 5-150 Hz, level 0.02g%/Hz

This requirement is verified throug
IEC 68-2-35, test Ffda, with

minimum test duration of 3x12 hou
(12 hours per axis), 1hour operatin
1 hour non operating

- =

and

==

The two tests described above are

performed on two different samples

of the equipment type being tested.

163

4.4

Protection
against water
and foreign
bodies

Verify that the vehicle unit protectio
index according to IEC 529 is at least

IP

40, when mounted in operating conditions

in a vehicle

n64, 165

4.5

Over-voltage
protection

Verify that the vehicle unit can withstar
a power supply of:
24 V versions: 34V at +40°C 1 hour

12 V versions: 17V at +40°C
hour

d61

4.6

Reverse polarity
protection

Verify that the vehicle unit can withstarn
an inversion of its power supply

de1

4.7

Short-circuit
protection

Verify that
protected against short circuits to pow
supply and ground

er

input output signals arel6l

EMC tests

Radiated
emissions and
susceptibility

Compliance with ECE Regulation N°10.

162
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No Test Description Related
requirements
5.2 Electrostatic Compliance with IEC 61000-4-2, 162
discharge +2kV (level 1)
5.3 | Conducted For 24V versions: compliance with ISO | 162
transient 7637-2:

susceptibility on
power supply

pulse la: Vs=-100V, Ri=10 ohms
pulse 2: Vs=+100V, Ri=10 ohms
pulse 3a: Vs=-100V, Ri=50 ohms
pulse 3b: Vs=+100V, Ri=50 ohms
pulse 4: Vs=- 16V Va=-12V, t6=100mn

pulse 5: Vs=+120V, Ri=2,2 ohms,
td=250ms

For 12V versions: compliance with ISO
7637-1:

pulse 1. Vs=-100V, Ri=10 ohms

pulse 2: Vs=+100V, Ri=10 ohms

pulse 3a: Vs=-100V, Ri=50 ohms

pulse 3b: Vs=+100V, Ri=50 ohms

pulse 4. Vs=-6V Va=-5V, t6=15ms

pulse 5: Vs=+65V, Ri=3 ohms,
td=100ms

Pulse 5 shall be tested only for vehicle
units designed to be installed in vehicles
for which no external common protectiof
against load dump is implemented

S
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3 Motion sensor functional tests
No Test Description R_elated
requirements
1. [ Administrative examination
1.1 | Documentation | Correctness of documentation
2. | Visual inspection
2.1. | Compliance with documentation
2.2. | Identification / markings 169, 170
2.3 | Materials 163 to 167
2.4. | Sealing 251
3. | Functional tests
3.1 | Sensor identification data 077*
3.2 | Motion sensor — vehicle unit pairing 099*, 155
3.3 | Motion detection
Motion measurement accuracy 022 to 026
4. | Environmental tests
4.1 | Operating Verify functionality (as defined in test No 3.3) |1159
temperature temperature range [-40°C; +135°C] through:
- |IEC 68-2-1 test Ad, with a test duration of 96
hours at the lowest temperaturemrp
- |IEC 68-2-2 test Bd, with a test duration of P6
hours at the highest temperature,f,0
4.2 | Temperature | Verify functionality (as defined in test No 3.8159
cycles through IEC 68-2-14 test Na, 20 cycles, each
with temperature varying from the lower
temperature (-40°C) to the higher temperature
(+135°C) and a 2 hours stay at both the loywer
and the higher temperature.
A reduced set of tests (among those defined in
test 3.3) can be carried out at the lower
temperature, the higher temperature and dufing
the temperature cycles
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4.3 | Humidity cycles| Verify functionality (as defiden test No. 3.3) 160
through IEC 68-2-30, test Db, six 24 hoyrs
cycles, each temperature varying from %250
+ 55°C and a relative humidity of 97% at +°25
and equal to 93% at +%5
4.4 | Vibration Verify functionality (as defined in test No. 3.8)163
through IEC 68-2-6, test Fc, with a test durat{on
of 100 frequency cycles:
constant displacement between 10 and 57 |Hz:
1,5 mm peak
constant accelaration between 57 and 500 |Hz:
20g
4.5 | Mechanical Verify functionality (as defined in test No. 3.8)163
shock through IEC 68-2-27, test Ea, 3 shocks in bpth
directions of the 3 perpendicular axes
4.6 | Protection Verify that the motion sensor protection indek65
against water andaccording to IEC 529 is at least IP 64, when
foreign bodies | mounted in operating conditions in a vehicle
4.7 | Reverse polarity| Verify that the motion sensor can withstand |di61
protection inversion of its power supply
4.8 | Short circuit Verify that input output signals are protectetbl
protection against short circuits to power supply and ground
5. |EMC
5.1 | radiated Verify compliance with ECE Regulation N°10. 162
emissions and
susceptibility
5.2 | Electrostatic Compliance with IEC 61000-4-22kV (level 1) |162
discharge
5.3 | Conducted Compliance with ISO7637-3 (level 111) 162
transient

susceptibility on
data lines)
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4, Tachograph cards functional tests
No Test Description Related
requirements
1. | Administrative examination
1.1 | Documentatior] Correctness of documentation
2 Visual inspection
2.1 Make sure that all features for protection and | 171 to 181
visible data are correctly printed on the card and
compliant
Physical tests
3.1 Check dimension of the card and location ef th184
contacts ISO/IEC 7816-1
ISO/IEC 7816-2
4 Protocol tests
4.1 | ATR Check that the ATR is compliant ISO/IEC 88
TCS 304, 307,
308
42 | T=0 Check that T=0 protocol is compliant ISAZIE816-3
TCS 302, 303,
305
4.3 | PTS Check that the PTS command is compliant bylSO/IEC 7816-3
setting T=1 from T=0. TCS 309 to 311
44 | T=1 Check that T=1 protocol is compliant ISQIE816-3
TCS 303, / 306
Card structure
51 Test that the file structure of the card ispbant| TCS 312
by checking the presence of the mandatory file§cs 400+, 401,
in the card and their access conditions 402, 403*, 404,
405*, 406, 407,
408*, 409, 410%
411, 412, 413%,
414, 415*%, 416,
417, 418*, 419
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Functional tests
6.1 | Normal Test at least once each allowed usage of each TCS 313
processing command to
(ex: test the UPDATE BINARY command with| Tcs 379
CLA ='00", CLA ='0C' and with different P1,P2
and Lc parameters)
Check that the operations have actually been
performed in the card (ex: by reading the file the
command has been performed on)
6.2 | Error messages Test at least once each erssage (as
specified in sub-appendix 2) for each command
Test at least once every generic error (except
‘6400 integrity errors checked during security
certification)
Environmental tests
7.1 Make sure that the cards work within the limit| 185 to 188
conditions defined in accordance with ISO/IEC |50/|EC 7816-1
10373.
5. Interoperability tests
No Test Description
1 Mutual Check thatthe mutual authentication between the veh
authentication unit and the tachograph card runs normally
2 Write/read tests Execute a typical activity scenario on the vehiaigt. The

recordings have been properly made

recordings can be properly read

scenario shall be adapted to the type of card Hestgd an
involve writings in as many EFs as possible indael

Verify through a card downloading that all corresgiog

Verify through a card daily printout that all caponding
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Note concerning this sub-appendix

This sub-appendix specifies the minimum requireateot of motion sensor, vehicle unit and
tachograph card security targets

In order to form the security targets against whichthey may seek security certification,
manufacturers shall refine and complete the documesa as necessary, without amending
nor deleting existing threats, objectives, procedw means and security enforcing
functions specifications.

MOTION SENSOR GENERIC SECURITY TARGET

1. Introduction

This document contains a description of the mosiensor, of the threats it must be able to
counteract and of the security objectives it mudtieve. It specifies the required security
enforcing functions. It states the claimed minimstrength of security mechanisms and the
required level of assurance for the developmentthedvaluation.

Requirements referred to in the document, are tbbskee body of Appendix 1B. For clarity
of reading, duplication sometimes arises betweempeAdix 1B body requirements and
security target requirements. In case of ambigbétween a security target requirement and
the Appendix 1B body requirement referred by thecusity target requirement, the
Appendix 1B body requirement shall prevail.

Appendix 1B body requirements not referred by s@ctargets are not the subject of security
enforcing functions.

Unique labels have been assigned to threats, olgectprocedural means and SEF
specifications for the purpose of traceability @velopment and evaluation documentation.

2. Abbreviations, definitions and references

2.1  Abbreviations

ROM Read Only Memory

SEF Security Enforcing Function
TBD To Be Defined

TOE Target Of Evaluation

VU  Vehicle Unit

2.2 Definitions
Digital Tachograph Control device
Entity A device connected to the motion sensor.

Motion data The data exchanged with the VU, repriedive of speed and
distance travelled.

Physically separated parts.  Physical componentseomotion sensor that are distributed in
the vehicle as opposed to physical components gathieto the
motion sensor casing.
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Security data The specific data needed to suppottrgy enforcing functions (e.g.
crypto keys).

System Equipment, people or organisations, involvedny way with the
control device.

User A human user of the motion sensor (when ned us the expression
“user data”).

User data Any data, other than motion or securititadrecorded or stored by

the motion sensor.
2.3 References

ITSEC ITSEC Information Technology Security EvaloatCriteria 1991.

3. Product rationale

3.1 Motion sensor description and method of use

The motion sensor is intended to be installed mdréransport vehicles. Its purpose is to
provide a VU with secured motion data represergatiy vehicle’s speed and distance
travelled.

The motion sensor is mechanically interfaced to aving part of the vehicle, which
movement can be representative of vehicle’s spe@istance travelled. It may be located in
the vehicle’s gear box or in any other part ofibaicle.

In its operational mode, the motion sensor is cotatkto a VU.

It may also be connected to specific equipment rimanagement purposedBD by
manufacturey

The typical motion sensor is described in the foitg figure:

Figure 1

Typical motion sensor

Motion

) Processing unit

Security components

Connector

Mechanical interface
Motion information
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3.2  Motion sensor life cycle
The typical life cycle of the motion sensor is dédsed in the following figure:

Figure 2
Motion sensor typical life cycle
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3.3  Threats
This paragraph describes the threats the motiososenay face.

3.3.1 Threatsto access control policies
T.Access Users could try to access functions riotvad to them.

3.3.2 Design related threats

T.Faults Faults in hardware, software, communicapimocedures could place
the motion sensor in unforeseen conditions compiomi its
security.

T.Tests The use of non invalidated test modes oexidting back doors
could compromise the motion sensor security.

T.Design Users could try to gain illicit knowledgd design either from
manufacturer's material (through theft, bribery, or)from reverse
engineering.

3.3.3 Operation oriented threats

T.Environment Users could compromise the motion seensecurity through
environmental attacks (thermal, electromagnetidicaly chemical,
mechanical,...).

T.Hardware Users could try to modify motion sensadware.

T.Mechanical_Origin  Users could try to manipulatee tmotion sensor input (e.g.
unscrewing from gearbox, ...).

T.Motion_Data Users could try to modify the vehislenotion data (addition,
modification, deletion, replay of signal).

T.Power_Supply Users could try to defeat the moBensor security objectives by
modifying (cutting, reducing, increasing) its poveeipply.

T.Security_Data Users could try to gain illicit kmedge of security data during
security data generation or transport or storagbdrequipment.

T.Software Users could try to modify motion sensaftware.

T.Stored_Data Users could try to modify stored ds¢gurity or user data).

3.4  Security objectives

The main security objective of the digital tachquraystem is the following:

O.Main The data to be checked by control autharitrust be available and
reflect fully and accurately the activities of caited drivers and
vehicles in terms of driving, work, availability @dmest periods and
in terms of vehicle speed.
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Therefore the security objective of the motion sensontributing to the global security
objective, is:

0O.Sensor_Main The data transmitted by the motiors@emust be available to the
VU so as to allow the VU to determine fully and aeely the
movement of the vehicle in terms of speed and nitstdravelled.

3.5 Information Technology Security Objectives

The specific IT security objectives of the motioensor contributing to its main security
objective, are the following:

O.Access The motion sensor must control connectafities’ access to
functions and data.

O.Audit The motion sensor must audit attempts tdeumine its security and
should trace them to associated entities.

O.Authentication The motion sensor must authergicahnected entities.

O.Processing The motion sensor must ensure thaegsimg of input to derive

motion data is accurate.
O.Reliability The motion sensor must provide aaielié service.
O.Secured_Data_Exchange The motion sensor musesgata exchanges with the VU.

3.6 Physical, personnel or procedural means

This paragraph describes physical, personnel aegharal requirements that contribute to the
security of the motion sensor.

3.6.1 Equipment design

M.Development Motion sensor developers must engbed the assignment of
responsibilities during development is done in anne which
maintains IT security.

M.Manufacturing Motion sensor manufacturers mussuea that the assignment of
responsibilities during manufacturing is done irmanner which
maintains IT security, and that during the manufaot process the
motion sensor is protected from physical attacksiciwvhmight
compromise IT security.

3.6.2 Equipment delivery

M.Delivery Motion sensor manufacturers, vehicle ofagturers and fitters or
workshops must ensure that handling of the motemsar is done in
a manner which maintains IT security.

3.6.3 Security data generation and delivery

M.Sec_Data_Generation Security data generatiorridigts must be accessible to authorised
and trusted persons only.

M.Sec_Data_Transport Security data must be gemkratnsported, and inserted into the
motion sensor, in such a way to preserve its ap@iep
confidentiality and integrity.
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3.6.4 Control deviceinstallation, calibration, and inspection
M.Approved_Workshops Installation, calibration arepair of control device must be
carried by trusted and approved fitters or workshop

M.Mechanical_Interface Means of detecting physiaaipering with the mechanical interface
must be provided (e.g. seals)

M.Regular_Inpections Control device must be pedallly inspected and calibrated.

3.6.5 Law enforcement control

M.Controls Law enforcement controls must be perfedmregularly and
randomly, and must include security audits.

3.6.6 Software upgrades

M.Software_Upgrade  Software revisions must be ghsecurity certification before they
can be implemented in a motion sensor.

4, Security enforcing functions

4.1 Identification and authentication

UIA_101 The motion sensor shall be able to estapfisr every interaction, the identity of any
entity it is connected to.

UIA_102 The identity of a connected entity shalhsist of:
— an entity group:
- VU,
- Management device,
- Other,
- an entity ID (VU only).

UIA_ 103 The entity ID of a connected VU shall cat®f the VU approval number and the VU
serial number.

UIA_ 104 The motion sensor shall be able to autlatgi any VU or management device it is
connected to:
— at entity connection,
— at power supply recovery

UIA_105 The motion sensor shall be able to peraltiicre-authenticate the VU it is connected
to.
UIA_106 The motion sensor shall detect and prewset of authentication data that has been

copied and replayed.

UIA_107 After (TBD by manufacturer and not more than) 2€onsecutive unsuccessful
authentication attempts have been detected, thesB&F
— generate an audit record of the event,
— warn the entity,
— continue to export motion data in a non securedenod
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4.2 Access control

Access controls ensure that information is readhfroreated in, or modified into the TOE
only by those authorised to do so.

4.2.1 Accesscontrol policy
ACC_101 The motion sensor shall control accesdsighfunction and data.

4.2.2 Data accessrights

ACC 102 The motion sensor shall ensure that matemwsor identification data can be written
once only (requirement 078).

ACC 103 The motion sensor shall accept and/or steee data from authenticated entities only.
ACC_104 The motion sensor shall enforce appropresel and write access rights to security
data.

4.2.3 Filestructure and access conditions

ACC_105

Application and data files structure andeas conditions shall be created during the

manufacturing process, and then locked from anyréutnodification or deletion.

4.3

ACT 101

Accountability
The motion sensor shall hold in its memaonption sensor identification data

(requirement 077).

ACT _102 The motion sensor shall store in its mgmastallation data (requirement 099).

ACT_103 The motion sensor shall have a capability dutput accountability data to
authenticated entities at their request.
4.4  Audit

AUD_101 The motion sensor shall, for events impaiiits security, generate audit records of the
events.

AUD 102 The events affecting the security of theiotosensor are the following:

AUD_103

security breach attempts:

— authentication failure,

- stored data integrity error,
— internal data transfer error,
— unauthorised case opening,
- hardware sabotage.
Sensor fault,

Audit records shall include the followingtd:
date and time of the event,
type of event,
connected entity identity.

when required data is not available, an appropdafault indication shall be giveBD by
manufacturey.

AUD 104 The motion sensor shall send the generated records to the VU at the moment of
their generation, and may also store them in it1org.
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AUD_ 105 In the case where the motion sensor stawei records, it shall ensure that 20 audit
records will be maintained independent of auditragie exhaustion, and shall have a
capability to output stored audit records to auticated entities at their request.

4.5 Accuracy

4.5.1 Information flow control policy

ACR_101 The motion sensor shall ensure that matada may only been processed and derived
from sensor mechanical input.

45.2 Internal datatransfers

The requirements of this paragraph apply only € thotion sensor makes use of physically
separated parts.

ACR_102 If data are transferred between physicedlparated parts of the motion sensor, the
data shall be protected from modification.

ACR_103 Upon detection of a data transfer erroinduan internal transfer, transmission shall
be repeated and the SEF shall generate an auditiretthe event.

4.5.3 Stored data integrity

ACR_104 The motion sensor shall check user datadia its memory for integrity errors.
ACR_105 Upon detection of a stored user data iitjegrror, the SEF shall generate an audit
record.

4.6 Reliability of service

4.6.1 Tests

RLB_101 All commands, actions, or test points, #pecto the testing needs of the
manufacturing phase shall be disabled or removéatd¢he end of the manufacturing phase.
It shall not be possible to restore them for |aiss.

RLB_102 The motion sensor shall run self-tests,induinitial start-up, and during normal
operation to verify its correct operation. The rotisensor self-tests shall include a
verification of the integrity of security data armd verification of the integrity of stored
executable code (if not in ROM).

RLB_103 Upon detection of an internal fault duriegf-test, the SEF shall generate an audit
record (sensor fault).

4.6.2 Software
RLB_104 There shall be no way to analyse or debagrotion sensor software in the field.
RLB_105 Inputs from external sources shall notdeepted as executable code.

4.6.3 Physical protection

RLB_106 If the motion sensor is designed so thatait be opened, the motion sensor shall
detect any case opening, even without external psweply for a minimum of 6 months. In
such a case, the SEF shall generate an audit rettnd event (It is acceptable that the audit
record is generated and stored after power supplyrmection).

If the motion sensor is designed so that it carfebpened, it shall be designed such that
physical tampering attempts can be easily detgetgd through visual inspection).
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RLB_107 The motion sensor shall detect specifieB{ by manufacturgrhardware sabotage.
RLB_108 In the case described above, the SEF gkakrate an audit record and the motion
sensor shall:TBD by manufacturér
4.6.4 Power supply interruptions
RLB_109 The motion sensor shall preserve a sectate sluring power supply cut-off or
variations.
4.6.5 Reset conditions
RLB_110 In case of a power supply interruption, ibra transaction is stopped before

completion, or on any other reset conditions, tlatiom sensor shall be reset cleanly.

4.6.6 Data availability

RLB_111 The motion sensor shall ensure that adoesssources is obtained when required and

that resources are not requested nor retained essedly.

4.6.7 Multiple applications

RLB_112 If the motion sensor provides applicatiatiser than the tachograph application, all

applications shall be physically and/or logicakgparated from each other. These applications
shall not share security data. Only one task sleadictive at a time.

4.7 Data exchange

DEX_101 The motion sensor shall export motion d@atathe VU with associated security

attributes, such that the VU will be able to veitfyintegrity and authenticity.

4.8  Cryptographic support

The requirements of this paragraph are applicalblly avhere needed, depending upon
security mechanisms used and upon the manufadigelutions.

CSP_101 Any cryptographic operation performed kg riiotion sensor shall be in accordance

with a specified algorithm and a specified key size

CSP_102 If the motion sensor generates cryptograkdys, it shall be in accordance with

specified cryptographic key generation algorithmd apecified cryptographic key sizes.

CSP_103 If the motion sensor distributes cryptolgiagkeys, it shall be in accordance with

specified key distribution methods.

CSP_104 If the motion sensor accesses cryptogragdys, it shall be in accordance with

specified cryptographic keys access methods.

CSP_105 If the motion sensor destroys cryptograpleys, it shall be in accordance with

specified cryptographic keys destruction methods.

5. Definition of security mechanisms

The security mechanisms, fulfilling the motion sensecurity enforcing functions, are
defined by the motion sensor manufacturers.
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6. Minimum strength of security mechanisms

The minimum strength of the motion sensor securigchanisms idigh, as defined in
[ITSEC].

7. Level of assurance

The target level of assurance for the motion seissidiISEC leveES3, as defined in [ITSEC].

8. Rationale

The following matrixes give a rationale for the SH¥y showing:
— which SEFs or means counteract which threats,
- which SEFs fulfil which IT security objectives.

Threats IT Objectives
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Threats IT Objectives
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Cryptographic support
CSP_101 Algorithms
CSP_102 key generation
CSP_103 key distribution
CSP_104 key access
CSP_105 key destruction
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VEHICLE UNIT GENERIC SECURITY TARGET

1. Introduction

This document contains a description of the vehicié, of the threats it must be able to
counteract and of the security objectives it mudtieve. It specifies the required security
enforcing functions. It states the claimed minimstrength of security mechanisms and the
required level of assurance for the developmentthedvaluation.

Requirements referred to in the document, are tbbslee body of Appendix 1B. For clarity
of reading, duplication sometimes arises betweempefdix 1B body requirements and
security target requirements. In case of ambigbétween a security target requirement and
the Appendix 1B body requirement referred by thecuwsity target requirement, the
Appendix 1B body requirement shall prevail.

Appendix 1B body requirements not referred by sectargets are not the subject of security
enforcing functions.

Unique labels have been assigned to threats, olgectprocedural means and SEF
specifications for the purpose of traceability evelopment and evaluation documentation.

2. Abbreviations, definitions and references

2.1  Abbreviations

PIN  Personal Identification Number
ROM Read Only Memory

SEF Security Enforcing Function
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TBD To Be Defined
TOE Target Of Evaluation
VU  Vehicle Unit

2.2 Definitions
Digital tachograph Control device.

Motion data The data exchanged with the motion aenmspresentative of speed
and distance travelled.

Physically separated parts. Physical componentshef VU that are distributed in the
vehicle as opposed to physical components gathetedthe VU

casing.

Security data The specific data needed to suppottrgy enforcing functions (e.g.
crypto keys).

System Equipment, people or organisations, involvedny way with the
control device.

User Users are to be understood as human usee efgilipment. Normal
users of the VU comprise drivers, controllers, vetidps and
companies.

User data Any data, other than security data, dsbior stored by the VU,

required by Chapter 111.12.

2.3  References
ITSEC ITSEC Information Technology Security EvaloatCriteria 1991.

3. Product rationale

3.1  Vehicle Unit description and method of use

The VU is intended to be installed in road transpehicles. Its purpose is to record, store,
display, print and output data related to driveivitces.

It is connected to a motion sensor with which itleanges vehicle’s motion data.
Users identify themselves to the VU using tacholyregrds.

The VU records and stores user activities datatsndata memory, it also records user
activities data in tachograph cards.

The VU outputs data to display, printer and extedeices.

The vehicle unit’'s operational environment whiletalled in a vehicle is described in the
following figure:
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Figure 1

VU operational environment
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The VU general characteristics, functions and mafdeperations are described in Chapter Il
of Appendix 1B.

The VU functional requirements are specified in @kalll of Appendix 1B.
The typical VU is described in the following figure

Figure 2
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It must be noted that although the printer mechangspart of the TOE, the paper document
once produced is not.

3.2 Vehicle Unit life cycle
The typical life cycle of the VU is described iretfollowing figure:

Figure 3
VU typical life cycle
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3.3 Threats
This paragraph describes the threats the VU mag fac

3.3.1 Threatsto identification and access control policies
T.Access Users could try to access functions rdowald to them (e.g. drivers
gaining access to calibration function).

T.ldentification Users could try to use severahidfgcations or no identification.

3.3.2 Design related threats

T.Faults Faults in hardware, software, communicagpimcedures could place
the VU in unforeseen conditions compromising itsusiy.

T.Tests The use of non invalidated test modes oexidting back doors
could compromise the VU security.

T.Design Users could try to gain illicit knowledgdé design either from
manufacturer's material (through theft, bribery, or)from reverse
engineering.

3.3.3 Operation oriented threats
T.Calibration_Parameters  Users could try to use-aalbrated equipment (through
calibration data modification, or through orgarima&l weaknesses).

T.Card_Data_Exchange Users could try to modify delide exchanged between VU and
tachograph cards (addition, modification, deleti@play of signal).

T.Clock Users could try to modify internal clock.

T.Environment Users could compromise the VU seguttirough environmental
attacks (thermal, electromagnetic, optical, chemioachanical,...).

T.Fake Devices Users could try to connect fakeadsv{motion sensor, smart cards)
to the VU.

T.Hardware Users could try to modify VU hardware.

T.Motion_Data Users could try to modify the vehislenotion data (addition,
modification, deletion, replay of signal).

T.Non_Activated Users could use non activated egei.

T.Output_Data Users could try to modify data ouifpuint, display or download).

T.Power_Supply Users could try to defeat the VUusié&c objectives by modifying

(cutting, reducing, increasing) its power supply.

T.Security_Data Users could try to gain illicit kmedge of security data during
security data generation or transport or storagbdrequipment.

T.Software Users could try to modify VU software.
T.Stored_Data Users could try to modify stored dsg¢gurity or user data).
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3.4  Security objectives

The main security objective of the digital tachquraystem is the following:

O.Main The data to be checked by control autharitrust be available and
reflect fully and accurately the activities of caited drivers and

vehicles in terms of driving, work, availability @mest periods and
in terms of vehicle speed.

Therefore the security objectives of the VU, cdniting to the global security objective, are

the following:

0.VU_Main The data to be measured and recordedtlzer to be checked by
control authorities must be available and reflectusately the
activities of controlled drivers and vehicles imrms of driving,
work, availability and rest periods and in termwelicle speed.

0O.VU_Export The VU must be able to export dataxiemal storage media in such

a way as to allow for verification of their intetyriand authenticity.

3.5 Information Technology Security Objectives
The specific IT security objectives of the VU calntiting to its main security objectives, are

the following:

O.Access The VU must control user access to funstamnd data.

O.Accountability The VU must collect accurate aautaibility data.

O.Audit The VU must audit attempts to underminetesys security and
should trace them to associated users.

O.Authentication The VU should authenticate usaerd eonnected entities (when a
trusted path needs to be established betweenesititi

O.Integrity The VU must maintain stored data iniiggr

O.Ouput The VU must ensure that data output reflemtcurately data
measured or stored.

O.Processing The VU must ensure that processinmgpots to derive user data is
accurate.

O.Reliability The VU must provide a reliable seriic

O.Secured_Data_Exchange The VU must secure dat@ameges with the motion sensor and
with tachograph cards.

3.6  Physical, personnel or procedural means

This paragraph describes physical, personnel aegharal requirements that contribute to the
security of the VU.

3.6.1 Equipment design

M.Development VU developers must ensure that tisggament of responsibilities
during development is done in a manner which maistdT
security.

M.Manufacturing VU manufacturers must ensure thdie tassignment of

responsibilities during manufacturing is done immanner which
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maintains IT security, and that during the manufang process the
VU is protected from physical attacks which migbtrmpromise IT
security.

3.6.2 Equipment delivery and activation

M.Delivery VU manufacturers, vehicle manufacturared fitters or workshops
must ensure that handling of non activated VUsoisedin a manner
which maintains VU security.

M.Activation Vehicle manufacturers and fitters aconkshops must activate the VU
after its installation before the vehicle leavees firemises where
installation took place.

3.6.3 Security data generation and delivery
M.Sec_Data_Generation Security data generatiorritigts must be accessible to authorised
and trusted persons only.

M.Sec_Data_Transport Security data must be gemkratnsported, and inserted into the
VU, in such a way to preserve its appropriate atenritiality and
integrity.

3.6.4 Cardsdelivery

M.Card_Availability =~ Tachograph cards must be avddaand delivered to authorised
persons only.

M.Driver_Card_Uniqueness Drivers must possesshatioe, one valid driver card only.

M.Card_Traceability = Card delivery must be tracedplbite lists, black lists) , and black
lists must be used during security audits.

3.6.5 Control deviceinstallation, calibration, and inspection

M.Approved_Workshops Installation, calibration arepair of control device must be
carried by trusted and approved fitters or workshop

M.Regular_Inpections Control device must be pedallly inspected and calibrated.

M.Faithful_Calibration Approved fitters and workgi®o must enter proper vehicle
parameters in control device during calibration.

3.6.6 Equipment operation

M.Faithful_Drivers Drivers must play by the rulesdaact responsibly (e.g. use their
driver cards, properly select their activity foose that are manually
selected, ...).

3.6.7 Law enforcement control

M.Controls Law enforcement controls must be perfdmregularly and
randomly, and must include security audits.
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3.6.8 Software upgrades

M.Software_Upgrade Software revisions must be granted security cedifon before they
can be implemented in a VU.

4, Security enforcing functions
4.1 Identification and authentication

4.1.1 Motion sensor identification and authentication

UIA 201 The VU shall be able to establish, for gvarteraction, the identity of the motion
sensor it is connected to.

UIA_202 The identity of the motion sensor shall sishof the sensor approval number and the
sensor serial number.

UIA_ 203 The VU shall authenticate the motion seritsisrconnected to:
— at motion sensor connection,
at each calibration of the control device,

— at power supply recovery.
Authentication shall be mutual and triggered by\the

UIA_204 The VU shall periodicallypgriod TBD by manufacturer and more frequently than
once per hourre-identify and re-authenticate the motion seritsisrconnected to, and ensure
that the motion sensor identified during the ladibcation of the control device has not been

changed.

UIA_205 The VU shall detect and prevent use of antication data that has been copied and
replayed.

UIA_ 206 After (TBD by manufacturer and not more than 2€)nsecutive unsuccessful

authentication attempts have been detected, amrdiler detecting that the identity of the
motion sensor has changed while not authorised itdle not during a calibration of the
control device), the SEF shall:

— generate an audit record of the event,

- warn the user,

— continue to accept and use non secured motionsdateby the motion sensor.

4.1.2 User identification and authentication
UIA_207 The VU shall permanently and selectivelncic the identity of two users, by

monitoring the tachograph cards inserted in regpagtthe driver slot and the co-driver slot
of the equipment.

UIA_ 208 The user identity shall consist of:
— auser group:
DRIVER (driver card),
CONTROLLER (control card),
WORKSHOP (workshop card),
COMPANY (company card),
UNKNOWN (no card inserted),
— auser ID, composed of :
- the card issuing Contracting Party code and ot#rd number,
— UNKNOWN if user group is UNKNOWN.
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UNKNOWN identities may be implicitly or explicitliknown.
UIA_ 209 The VU shall authenticate its users at ¢asertion.

UIA_ 210 The VU shall re-authenticate its users:
— at power supply recovery,
— periodically or after occurrence of specific evefi8D by manufacturers and more
frequently than once per day

UIA 211 Authentication shall be performed by meahproving that the card inserted is a valid
tachograph card, possessing security data thattbalgystem could distribute. Authentication
shall be mutual and triggered by the VU.

UIA_212 In addition to the above, workshops shellrbquired to be successfully authenticated
through a PIN check. PINs shall be at least 4 cters long.
Note: In the case the PIN is transferred to thefk@uh an outside equipment located in the
vicinity of the VU, PIN confidentiality need not Ipgotected during the transfer.

UIA 213 The VU shall detect and prevent use of antication data that has been copied and
replayed.

UIA 214 After 5 consecutive unsuccessful authetibcaattempts have been detected, the SEF
shall:

— generate an audit record of the event,

- warn the user,

— assume the user as UNKNOWN, and the card as nah (e finition z) and requirement
007).

4.1.3 Remotely connected company identification and authentication

Company remote connection capability is optiondlisTparagraph therefore applies only if
this feature is implemented.

UIA_ 215 For every interaction with a remotely coareel company, the VU shall be able to
establish the company’s identity.

UIA_216 The remotely connected company'’s identitglsconsist of its company card issuing
Contracting Party code and of its company card rermb

UIA 217 The VU shall successfully authenticate treenotely connected company before
allowing any data export to it.

UIA_218 Authentication shall be perform®dmeans of proving that the company owns a valid
company card, possessing security data that oalgykstem could distribute.

UIA_219 The VU shall detect and prevent asauthentication data that has been copied and
replayed.

UIA_ 220 After 5 consecutive unsuccessfuhaatication attempts have been detected, the VU
shall:

— warn the remotely connected company.

4.1.4 Management device identification and authentication

VU manufacturers may foresee dedicated devicesdditional VU management functions
(e.g. Software upgrading, security data reloading, This paragraph therefore applies only if
this feature is implemented.
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UIA 221 For every interaction with a mgament device, the VU shall be able to establish th
device identity.
UIA_222 Before allowing any further interactiothe VU shall successfully authenticate the
management device.
UIA_ 223 The VU shall detect and prevent use of antication data that has been copied and
replayed.

4.2 Access control

Access controls ensure that information is readhfroreated in, or modified into the TOE
only by those authorised to do so.

It must be noted that the user data recorded by\le although presenting privacy or

commercial sensitivity aspects, are not of a canfithl nature. Therefore, the functional
requirement related to data read access rightsifeegent 011) is not the subject of a security
enforcing function.

4.2.1 Accesscontrol policy

ACC 201 The VU shall manage and check access daigthts to functions and to data.

4.2.2 Accessrightsto functions
ACC_202 The VU shall enforce the mode of operasielection rules (requirements 006 to 009).
ACC_203 The VU shall use the mode of operationnforee the functions access control rules

(requirement 010).

4.2.3 Accessrightsto data
ACC 204 The VU shall enforce the VU identificatidata write access rules (requirement 076)

ACC_205 The VU shall enforce the paired motion sendentification data write access rules
(requirements 079 and 155)

ACC_206 After the VU activation, the VU shall ensuthat only in calibration mode, may
calibration data be input into the VU and storeto itts data memory (requirements 154 and
156).

ACC_207 After the VU activation, the VU shall enfercalibration data write and delete access
rules (requirement 097).

ACC 208 After the VU activation, the VU shall ensuhat only in calibration mode, may time
adjustment data be input into the VU and stored iitst data memory (This requirement does
not apply to small time adjustments allowed by refjuents 157 and 158).

ACC_209 After the VU activation, the VU shall enfertime adjustment data write and delete
access rules (requirement 100).

ACC_210 The VU shall enforce appropriate read anitewaccess rights to security data
(requirement 080).

424 Filestructure and access conditions

ACC 211 Application and data files structure andeas conditions shall be created during the
manufacturing process, and then locked from anyréutnodification or deletion.
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4.3  Accountability

ACT_201 The VU shall ensure that drivers are actaiala for their activities (requirements 081,
084, 087, 105a, 105b, 109 and 109a).

ACT_202 The VU shall hold permanent identificataata (requirement 075).

ACT_203 The VU shall ensure that workshops are aaiadle for their activities (requirements
098, 101 and 109).
ACT_204 The VU shall ensure that controllers areoaatable for their activities (requirements

102, 103 and 109).

ACT_205 The VU shall record odometer data (requaem090) and detailed speed data
(requirement 093).

ACT_206 The VU shall ensure that user data relaigdquirements 081 to 093 and 102 to 105b
inclusive are not modified once recorded, excepemwbecoming oldest stored data to be
replaced by new data.

ACT_207 The VU shall ensure that it does not modi&ya already stored in a tachograph card
(requirements 109 and 109a) except for replacidggildata by new data (requirement 110)
or in the case described in sub-appendix 1, Pgshdtd.Note.

4.4  Audit

Audit capabilities are required only for eventstthay indicate a manipulation or a security
breach attempt. It is not required for the normetreising of rights even if relevant to
security.

AUD_201 The VU shall, for events impairing the sgtyuof the VU, record those events with
associated data (requirements 094, 096 and 109).

AUD_202 The events affecting the security of the &fid the following:
— Security breach attempts:
— motion sensor authentication failure,
— tachograph card authentication failure,
— unauthorised change of motion sensor,
— card data input integrity error,
— stored user data integrity error,
- internal data transfer error,
— unauthorised case opening,
- hardware sabotage,
— Last card session not correctly closed,
— Motion data error event,
— Power supply interruption event,
- VU internal fault,
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AUD_203 The VU shall enforce audit records storades (requirement 094 and 096).
AUD_204 The VU shall store audit records generatethe motion sensor in its data memory.
AUD_205 It shall be possible to print, display atavnload audit records.

4.5  Objectreuse

REU_201 The VU shall ensure that temporary storaggcts can be reused without this
involving inadmissible information flow.

4.6  Accuracy

4.6.1 Information flow control policy
ACR_201 The VU shall ensure that user data relaaesquirements 081, 084, 087, 090, 093,
102, 104, 105, 105a and 109 may only be processeatdthe right input sources:
— vehicle motion data,
- VU's real time clock,
— control device calibration parameters,
— tachograph cards,
— user's inputs.

ACR_201a The VU shall ensure that user data reledquirement 109a may only be entered
for the period last card withdrawal — current itiser (requirement 050a).

4.6.2 Internal datatransfers
The requirements of this paragraph apply only & YHJ makes use of physically separated
parts.

ACR_202 If data are transferred between physicsdlyarated parts of the VU, the data shall be
protected from modification.

ACR_203 Upon detection of a data transfer erroinduan internal transfer, transmission shall
be repeated and the SEF shall generate an auditiretthe event.

4.6.3 Stored dataintegrity
ACR_204 The VU shall check user data stored irddte memory for integrity errors.

ACR_205 Upon detection of a stored user data iittegrror, the SEF shall generate an audit
record.

4.7 Reliability of service

4.7.1 Tests

RLB_ 201 All commands, actions or test points, dipecto the testing needs of the
manufacturing phase of the VU shall be disabledtoroved before the VU activation. It shall
not be possible to restore them for later use.

RLB_202 The VU shall run self tests, during init&hrt-up, and during normal operation to
verify its correct operation. The VU self tests Islaclude a verification of the integrity of
security data and a verification of the integrifystored executable code (if not in ROM).
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RLB_203 Upon detection of an internal fault durgedf test, the SEF shall:
— generate an audit record (except in calibrationen@dU internal fault),
— Preserve the stored data integrity.

4.7.2 Software
RBL_204 There shall be no way to analyse or deboitware in the field after the VU
activation.

RLB_205 Inputs from external sources shall notdeepted as executable code.

4.7.3 Physical protection

RLB_206 If the VU is designed so that it can bermuk the VU shall detect any case opening,
except in calibration mode, even without exterraler supply for a minimum of 6 months.
In such a case, the SEF shall generate an auditdr¢it is acceptable that the audit record is
generated and stored after power supply reconmgctio

If the VU is designed so that it cannot be openedhall be designed such that physical
tampering attempts can be easily detected (e g@ughrvisual inspection).

RLB_207 After its activation, the VU shall detegtesified TBD by manufactur@rhardware
sabotage.
RLB_208 In the case described above, the SEF ghak#rate an audit record and the VU shall:

(TBD by manufacturér

4.7.4 Power supply interruptions

RLB_209 The VU shall detect deviations from the cified values of the power supply,
including cut-off.

RLB 210 In the case described above, the SEF shall:
— generate an audit record (except in calibrationejod
preserve the secure state of the VU,
maintain the security functions, related to compdsi@r processes still operational,
preserve the stored data integrity.

475 Reset conditions

RLB 211 In case of a power supply interruption, ibra transaction is stopped before
completion, or on any other reset conditions, thesWall be reset cleanly.

4.7.6 Data availability

RLB 212 The VU shall ensure that access to reseuicebtained when required and that
resources are not requested nor retained unneitgssar

RLB_213 The VU must ensure that cards cannot beaseld before relevant data have been
stored to them (requirements 015 and 016)

RLB 214 In the case described above, the SEF gbadéirate an audit record of the event.
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4.7.7 Multiple applications

RLB_ 215 If the VU provides applications other ththe tachograph application, all applications
shall be physically and/or logically separated freach other. These applications shall not
share security data. Only one task shall be aetivetime.

4.8 Data exchange
This paragraph addresses data exchange betwewh/taed connected devices.

4.8.1 Data exchange with motion sensor

DEX_201 The VU shall verify the integrity and autlieity of motion data imported from the
motion sensor

DEX_202 Upon detection of a motion data integrityaathenticity error, the SEF shall:
— generate an audit record,
— continue to use imported data.

4.8.2 Data exchange with tachograph cards
DEX_ 203 The VU shall verify the integrity and autltieity of data imported from tachograph
cards.

DEX_204 Upon detection of card data integrity othaaticity error, the VU shall:
— generate an audit record,
— not use the data.

DEX_205 The VU shall export data to tachograph $roanmds with associated security attributes
such that the card will be able to verify its iniggand authenticity.

4.8.3 Data exchange with external storage media (downloading function))
DEX_206 The VU shall generate an evidence of origirdata downloaded to external media.

DEX_207 The VU shall provide a capability to vertfye evidence of origin of downloaded data
to the recipient.

DEX_208 The VU shall download data to external agjer media with associated security
attributes such that downloaded data integrity auttienticity can be verified.

4.9  Cryptographic support

The requirements of this paragraph are applicalblly evhere needed, depending upon
security mechanisms used and upon the manufadgelutions.

CSP_201 Any cryptographic operation performed by YU shall be in accordance with a
specified algorithm and a specified key size.

CSP_202 If the VU generates cryptographic keysshill be in accordance with specified
cryptographic key generation algorithms and spedifiryptographic key sizes.

CSP_203 If the VU distributes cryptographic keysshall be in accordance with specified key
distribution methods.

CSP_204 If the VU accesses cryptographic keyshdtl she in accordance with specified
cryptographic keys access methods.

CSP_205 If the VU destroys cryptographic keys, haills be in accordance with specified

cryptographic keys destruction methods.
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Required security mechanisms are specified in gyesadix 11.

All other security mechanisms are to be definednayufacturers

6. Minimum strength of security mechanisms

The minimum strength of the Vehicle Unit securityechanisms isHigh, as defined in

[ITSEC].

7. Level of assurance

The target level of assurance for the Vehicle UniT SEC leveE3, as defined in [ITSEC].

8. Rationale

The following matrixes give a rationale for the SH¥y showing:
— which SEFs or means counteract which threats,
- which SEFs fulfil which IT security objectives
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Threats IT Objectives
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TACHOGRAPH CARD GENERIC SECURITY TARGET

1. Introduction

This document contains a description of the taciglgrcard, of the threats it must be able to
counteract and of the security objectives it mudtieve. It specifies the required security
enforcing functions. It states the claimed minimsirength of security mechanisms, and the
required level of assurance for the developmentthedvaluation.

Requirements referred to in the document, are tbbskee body of Appendix 1B. For clarity
of reading, duplication sometimes arises betweempeAgix 1B body requirements and
security target requirements. In case of ambigbétween a security target requirement and
the Appendix 1B requirement referred by this seagudrget requirement, the Appendix 1B
body requirement shall prevail.

Appendix 1B body requirements not referred by sgcuargets are not the subject of
security enforcing functions.

A tachograph card is a standard smart card caryidgdicated tachograph application, and
shall comply to up-to-date functional and assurasesmirity requirements applicable to smart
cards. This security target therefore incorporatdyg the extra security requirements needed
by the tachograph application.

Unique labels have been assigned to threats, olgectprocedural means and SEF
specifications for the purpose of traceability evelopment and evaluation documentation.

2. Abbreviations, definitions and references

2.1 Abbreviations

IC Integrated Circuit
(Electronic component designed to perform procgsaimd/or memory functions),

oS Operating system

PIN Personal Identification Number,
ROM Read Only Memory,

SFP Security Functions Policy,

TBD To Be Defined,

TOE Target of Evaluation,

TSF TOE Security Function,

VU Vehicle Unit.

2.2 Definitions
Digital tachograph Control device.

Sensitive data Data stored by the tachograph datirteed to be protected for
integrity, unauthorised modification and confidatity (where
applicable for security data). Sensitive data idekisecurity data
and user data.
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Security data The specific data needed to supmmtirdy enforcing functions
(e.g. crypto keys).

System Equipment, people or organisations invoivedny way with the
control device.

User Any entity (human user or external IT entiyfside the TOE that
interacts with the TOE (when not used in the exgoss “user
data”).

User data Sensitive data stored in the tachograptl, other than security
data. User data include identification data ant/igdgtdata.

Identification data Identification data include d@ddentification data and cardholder

identification data.

Card identification data User data related to ddedhtification as defined by requirements
190, 191, 192, 194, 215, 231 and 235.

Cardholder identification dataUser data relatedcémdholder identification as defined by
requirements 195, 196, 216, 232 and 236.

Activity data Activity data include cardholder agties data, events and faults
data and control activity data.

Cardholder activities data User data related to dhtvities carried by the cardholder as
defined by requirements 197, 199, 202, 212, 212d&, 219, 221,
226, 227, 229, 230a, 233 and 237.

Events and faults data User data related to evenfaults as defined by requirements
204, 205, 207, 208 and 223.

Control activity data User data related to law ecdment controls as defined by
requirements 210 and 225.

2.3 References
ITSEC ITSEC Information Technology Security EvaloatCriteria 1991.
IC PP Smartcard Integrated Circuit Protection Reofiversion 2.0 - issue

September 1998. Registered at French certificdtmoy under the
number PP/9806.

ES PP Smart Card Integrated Circuit With Embeddeftw@&re Protection
Profile - version 2.0 - issue June 99. RegisterédFeench
certification body under the number PP/9911.

3. Product Rationale

3.1  Tachograph card description and method of use

A tachograph card is a smart card, as describelGnPP] and [ES PP], carrying an
application intended for its use with the contreVite.

The basic functions of the tachograph card are:
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— to store card identification and card holder id&sdgtion data. These data are used by the
vehicle unit to identify the cardholder, providecaaingly functions and data access
rights, and ensure cardholder accountability ferdtivities,

— to store cardholder activities data, events antiSalata and control activities data, related
to the cardholder.

A tachograph card is therefore intended to be byeal card interface device of a vehicle unit.
It may also be used by any card reader (e.g. efsopal computer) which shall have full read
access right on any user data.

During the end-usage phase of a tachograph cardyitle (phase 7 of life-cycle as described
in [ES PP]), vehicle units only may write user datahe card.

The functional requirements for a tachograph caedspecified in Appendix 1B body text and
sub-appendix 2.

3.2  Tachograph card life-cycle
The tachograph card life-cycle conforms to smant ¢iée cycle described in [ES PP].

3.3 Threats

In addition to the smart card general threatsdistgES PP] and [IC PP], the tachograph card
may face the following threats:

331 Final aims
The final aim of attackers will be to modify usexta stored within the TOE.

T.ldent_Data A successful modification of identfiion data held by the TOE
(e.g. the type of card, or the card expiry datetrm cardholder
identification data) would allow a fraudulent usktbe TOE and
would be a major threat to the global security otiye of the

system.

T.Activity_Data A successful modification of actiyidata stored in the TOE would
be a threat to the security of the TOE.

T.Data_exchange A successful modification of attivdata (addition, deletion,

modification) during import or export would be arght to the
security of the TOE.

3.3.2 Attack paths
TOE's assets may be attacked by:

— trying to gain illicit knowledge of TOE’s hardwaesnd software design and especially of
its security functions or security data. lllicitdwledge may be gained though attacks to
designer or manufacturer material (theft, bribery), or through direct examination of the
TOE (physical probing, inference analysis, ...).

- taking advantage of weaknesses in TOE design tisa&an (exploit errors in hardware,
errors in software, transmission faults, errorsugetl in TOE by environmental stress,
exploit weaknesses of security functions such dbemtication procedures, data access
control, cryptographic operations,...).

- modifying the TOE or its security functions throughysical, electrical or logical attacks
or combination of these.
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3.4  Security Objectives
The main security objective of the entire digitadhiograph system is the following:
0O.Main The data to be checked by control auttesitnust be available and
reflect fully and accurately the activity of corltedl drivers and

vehicles in terms of driving, work, availability @mest period and in
terms of vehicle speed.

Therefore the main security objectives of the T@Bntributing to this global security
objective are the following :

O.Card_ldentification_Data The TOE must preservel @édentification data and cardholder
identification data stored during card personatisaprocess.

O.Card_Activity_Storage  The TOE must preserve dsea stored in the card by vehicle
units.

3.5 Information Technology security objectives

In addition to the smart card general security dijes listed in [ES PP] and [IC PP], the
specific IT security objectives of the TOE that tdutes to its main security objectives
during its end-usage life-cycle phase are the Vofig:

O.Data_Access The TOE must limit user data writeeas rights to authenticated
vehicle units.

O.Secure_Communications The TOE must be able tgpostpsecure communication
protocols and procedures between the card and df interface
device when required by the application.

3.6 Physical, personnel or procedural means

The physical, personnel or procedural requiremtrascontribute to the security of the TOE
are listed in [ES PP] and [IC PP] (chapters seguwtifectives for the environment).

4. Security enforcing functions

This paragraph refines some of the permitted ojperssuch as assignment or selection of
[ES PP] and provides additional SEF functional nequents.

4.1  Compliance to protection profiles
CPP_301 The TOE shall comply with [IC PP].

CPP_302 The TOE shall comply with [ES PP] as refifugther.

4.2 User ldentification and authentication

The card must identify the entity in which it isserted and know whether it is an
authenticated vehicle unit or not. The card mayoexany user data whatever the entity it is
connected to, except the control card and compamg @hich may export card holder
identification data to authenticated vehicle unitéy (such that a controller is ensured that the
vehicle unit is not a fake one by seeing his namdisplay or printouts).

4.2.1 User identification
Assignment(FIA_UID.1.1) List of TSF mediated actionsone.

Assignment(FIA_ATD.1.1)List of security attributes
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- USER_GROUP. VEHICLE_UNIT, NON_VEHICLE_UNIT,
- USER_ID: Vehicle Registration Number (VRN) and registeri@gntracting Party
Code (USER_ID is known for USER_GROUP = VEHICLE_UNI

only).

4.2.2 User authentication
Assignment(FIA_UAU.1.1) List of TSF mediated actions

— Driver and Workshop cards: Export user data wittuggy attributes (card data download

function),
— Control card: Export user data without securityilattes except cardholder identification
data.
UIA_301 Authentication of a vehicle unit shall berfpormed by means of proving that it

possesses security data that only the system dattibute.
Selection(FIA_UAU.3.1 and FIA_UAU.3.2): prevent.

Assignment (FIA_UAU.4.1) Identified authentication mechanism(gdny authentication
mechanism.

UIA_302 The Workshop card shall provide an addaiceuthentication mechanism by checking
a PIN code (This mechanism is intended for the ®MeHunit to ensure the identity of the card
holder, it is not intended to protect Workshop ceodtent).

4.2.3 Authentication failures
The following assignments describe the card reactar each single user authentication
failure.

Assignment(FIA_AFL.1.1) Number 1, list of authentication eventauthentication of a card
interface device.

Assignment(FIA_AFL.1.2)List of actions

— warn the entity connected,
— assume the user as NON_VEHICLE_UNIT.

Additionally the following assignments describe tagd reaction in the case of failure of the
additional authentication mechanism required in \UBA2.

Assignment (FIA_AFL.1.1) Number 5, list of authentication event®IN checks (workshop
card).

Assignment(FIA_AFL.1.2)List of actions

- warn the entity connected,
— block the PIN check procedure such that any sulesed@IiN check attempt will fail,
— be able to indicate to subsequent users the redsbe blocking.

4.3 Access control

4.3.1 Accesscontrol policy

During end-usage phase of its life-cycle, the tgchph card is the subject of one single
access control Security Function Policy (SFP) naf@dSFP.
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Assignment(FDP_ACC.2.1)Access control SERAC_SFP.

4.3.2 Accesscontrol functions
Assignment(FDP_ACF.1.1)Access control SERAC_SFP.

Assignment(FDP_ACF.1.1Named group of security attributddSER_GROUP.

Assignment(FDP_ACF.1.2Rules governing access among controlled subjeats an
controlled objects using controlled operations amirolled objects

- GENERAL_READ: User data may be read from the TO§f dny user, except
cardholder identification data which may be reamhfrcontrol card
and company card by VEHICLE_UNIT only.

- IDENTIF_WRITE: Identification data may only be weh once and before the end of
phase 6 of card's life-cycle. No user may write modify
identification data during end-usage phase of edifi-cycle.

- ACTIVITY_WRITE: Activity data may be written to 6@ TOE by VEHICLE_UNIT only.
- SOFT_UPGRADE: No user may upgrade TOE’s software.

- FILE_STRUCTURE: Files structure and access comustishall be created before end of
phase 6 of TOE's life-cycle and then locked fromy dnture
modification or deletion by any user.

4.4  Accountability

ACT 301 The TOE shall hold permanent identificatitata.

ACT_302 There shall be an indication of the time a@ate of the TOE’s personalisation. This
indication shall remain unalterable.

4.5  Audit
The TOE must monitor events that indicate a paaeriolation of its security.

Assignment(FAU_SAA.1.2)Subset of defined auditable events
— cardholder authentication failure (5 consecutiveuacessful PIN checks),

- self test error,
— stored data integrity error,

— activity data input integrity error.
4.6 Accuracy

4.6.1 Stored Data I ntegrity
Assignment(FDP_SDI.2.2)Actions to be takerwarn the entity connected,

4.6.2 Basic data authentication
Assignment(FDP_DAU.1.1)List of objects or information typeActivity data.

Assignment(FDP_DAU.1.2)List of subjectsAny.
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4.7 Reliability of service

471 Tests
Selection(FPT_TST.1.1): during initial start-up, periodigatiuring normal operation.

Note: during initial start-up means before codeeiecuted (and not necessarily during
Answer To Reset procedure).

RLB_301 The TOE's self tests shall include the figation of the integrity of any software code
not stored in ROM.

RLB_302 Upon detection of a self test error the B8&ll warn the entity connected.

RLB_303 After OS testing is completed, all testspecific commands and actions shall be

disabled or removed. It shall not be possible teroge these controls and restore them for
use. Command associated exclusively with one jifdecstate shall never be accessed during
another state.

472 Software

RLB_304 There shall be no way to analyse, debugattify TOE's software in the field.

RLB_305 Inputs from external sources shall notdeepted as executable code.

4.7.3 Power supply

RLB_306 The TOE shall preserve a secure stataglpower supply cut-off or variations.

4.7.4 Reset conditions

RLB_307 If power is cut (or if power variations ocg from the TOE, or if a transaction is

stopped before completion, or on any other reseditions, the TOE shall be reset cleanly.
4.8 Data exchange

4.8.1 Data exchange with a vehicle unit

DEX_ 301 The TOE shall verify the integrity and aarlicity of data imported from a vehicle

unit.

DEX_302 Upon detection of an imported data intggeitror, the TOE shall:

— Warn the entity sending the data,
— not use the data.

DEX_303 The TOE shall export user data to the Jehioit with associated security attributes,

such that the vehicle unit will be able to verifietintegrity and authenticity of data received.

4.8.2 Export of datato a non - vehicle unit (download function)

DEX_304 The TOE shall be able to generate an evmlef origin for data downloaded to

external media.

DEX_305 The TOE shall be able to provide a capgbth verify the evidence of origin of

downloaded data to the recipient.

DEX_306 The TOE shall be able to download dataxtereal storage media with associated

security attributes such that downloaded data iiitegan be verified.
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4.9  Cryptographic Support

CSP_301 If the TSF generates cryptographic keyshdl be in accordance with specified
cryptographic key generation algorithms and spediftryptographic key sizes. Generated
cryptographic session keys shall have a lim€BD by manufacturer and not more than
240 number of possible use.

CSP_302 If the TSF distributes cryptographic keayshall be in accordance with specified
cryptographic key distribution methods.

5. Definition of Security Mechanisms

Required security mechanisms are specified in gyieadix 11.
All other security mechanisms are to be definetheyTOE manufacturer.

6. Claimed Minimum Strength of Mechanisms

The minimum strength of mechanisms for the Tachmlyr€ard isHigh as defined in
[ITSEC].

7. Level of Assurance

The target level of assurance for the Tachograptd @GaITSEC levelE3, as defined in
[ITSEC].

8. Rationale

The following matrixes give a rationale for the aidehal SEFs by showing:
- which SEFs counteract which threats,
— which SEFs fulfil which IT security objectives.
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Threats IT Objectives

T.MOD SHARE
Ident Date
0.DIS MEMORY*
Data Access

O0.MOD_MEMORY*

Secured Communications

O.DIS_MECHANISM2

T.CLON*
T.DIS ESZ
T.MOD SOFT*
T.MOD LOAD
T.MOD EXE
Activity Data
Data Exchangt
O.TAMPER ES
O.CLON*
O.OPERATE*
O.FLAW*

T.T_ES
T.T_CMD

UIA_ 301 Authentication
means

x

UIA_302 PIN checks X

ACT_301 Identification data

ACT_302 Personalisation ddte

RLB_301 Software integrity

RLB 302 Self tests

RLB_303 Manufacturing tes}s X| X

RLB_304 Software analysis X| | Xx]|x

RLB_305 Software input X[X| |x

RLB_306 Power supply X| X

x | X [ X | X | X |x |x
X | X | X | X | X | X |X

RLB_307 Reset

DEX_301 Secured data impdrt X X

=

DEX_302 Secured data impdrt X X

=

DEX_303 Secured data expdrt X X
to VU

DEX_304 Evidence of origin X X

DEX_305 Evidence of origin X X

DEX_306 Secured export to X X
external media

CSP_301 key generation X X

CSP_302 key distribution X X
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1. Generalities

This sub-appendix specifies the security mechan&mssring:
- The mutual authentication between VUs and tachdgmgrds, including session key

agreement,

- The confidentiality, integrity and authenticatiof data transferred between VUs and
tachograph cards,

- The integrity and authentication of data downloafteth VUs to external storage media,

- The integrity and authentication of data downloadtedn tachograph cards to external
storage media.

1.1  References
The following references are used in this sub-agpen

SHA-1

PKCS1

TDES

TDES-OP

ISO/IEC 7816-4

ISO/IEC 7816-6

ISO/IEC 7816-8

ISO/IEC 9796-2

ISO/IEC 9798-3

ISO 16844-3

National Institute of Standards and TechngI@gIST). FIPS Publication
180-1 : Secure Hash Standarpril 1995.

RSA Laboratories. PKCS # IRSA Encryption Standard/ersion 2.0.
October 1998.

National Institute of Standards and Technpl@iST). FIPS Publication
46-3 : Data Encryption Standar@raft 1999.

ANSI X9.52, Triple Data Encryption Algonith Modes of Operation.
1998.

Information Technology — Identificett cards — Integrated circuit(s) cards
with contacts — Part 4: Interindustry commands ifderexchange. First
edition: 1995 + Amendment 1: 1997.

Information Technology — Identifice cards — Integrated circuit(s) cards
with contacts — Part 6: Interindustry data elemeRisst edition: 1996 +
Cor 1: 1998.

Information Technology — Identifiett cards — Integrated circuit(s) cards
with contacts — Part 8: Security related interinducommands. First
edition 1999.

Information Technology — Securitghteiques — Digital signature schemes
giving message recovery — Part 2: Mechanisms wsimgsh function. First
edition: 1997.

Information Technology — Securitychriques — Entity authentication
mechanisms — Part 3: Entity authentication usimmuhblic key algorithm.
Second edition 1998.

Road vehicles — Tachograph systemst-3P&lotion sensor interface.
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1.2 Notations and abbreviated terms

The following notations and abbreviated terms aedun this sub-appendix:

(Ka Ko, Ko)
CA
CAR
cC
CG
CH
CHA
CHR
DO
DE
DO

EQ
EQT
Hash()
Hash
KID
Km
Kmyy
Kmwc

PB
Pl
PV

SSC
SM
TCBC
TDEA
TLV
VU
X.C
X.CA

a key bundle for use by the Triple Data Encryptidgorithm,
Certification Authority,

Certification Authority Reference,

Cryptographic Checksum,

Cryptogram,

Command Header,

Certificate Holder Authorisation,

Certificate Holder Reference,

Decryption with DES,

Data Element,

Data Obiject,

RSA private key, private exponent,

RSA public key, public exponent,

Encryption with DES,

Equipment,

hash value, an output bifash

hash function,

Key Identifier,

TDES key. Master Key defined in ISO 16844-3.
TDES key inserted in vehicle units.

TDES key inserted in workshop cards.

message representative, an integer between 6-and
RSA keys, modulus,

Padding Bytes,

Padding Indicator byte (for use in Cryptogramdonfidentiality DO),
Plain Value,

signature representative, an integer between Gdnd
Send Sequence Counter,

Secure Messaging,

TDEA Cipher Block Chaining Mode of Operation
Triple Data Encryption Algorithm,

Tag Length Value,

Vehicle Unit,

the certificate of user X issued by a certifiica authority,
a certification authority of user X,
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X.CA.PK,X.C the operation of unwrapping a certificate tdrast a public key. It is an
infix operator, whose left operand is the publicy kef a certification
authority, and whose right operand is the certiicassued by that
certification authority. The outcome is the pulitiey of the user X whose
certificate is the right operand,

X.PK RSA public key of a user X,

X.PK]I] RSA encipherment of some information I, mgithe public key of user X,
X.SK RSA private key of a user X,

X.SK[l] RSA encipherment of some information I, ngithe private key of user X,
XX’ an Hexadecimal value,

I concatenation operator.

2. Cryptographic systems and algorithms

2.1  Cryptographic systems
CSM_001 Vehicle units and tachograph cards shallauslassical RSA public-key cryptographic
system to provide the following security mechanisms

- authentication between vehicle units and cards,
- transport of Triple-DES session keys between vehicits and tachograph cards,

- digital signature of data downloaded from vehichétsi or tachograph cards to external
media.

CSM_002 Vehicle units and tachograph cards shalau3riple DES symmetric cryptographic
system to provide a mechanism for data integritynduuser data exchange between vehicle
units and tachograph cards, and to provide, whapécable, confidentiality of data exchange
between vehicle units and tachograph cards.

2.2 Cryptographic algorithms
2.2.1 RSA algorithm
CSM_003 The RSA algorithm is fully defined by tledidwing relations:
X.SK[m] = s=m modn
X.PK[s] = m=s’modn
A more comprehensive description of the RSA furrctian be found in reference [PKCS1].

Public exponent, e, for RSA calculations is angetebetween 3 and n-1 satisfying gcd(e,
lcm(p-1, g-1)) =1.

2.2.2 Hash algorithm
CSM_004 The digital signature mechanisms shalltheeSHA-1 hash algorithm as defined in
reference [SHA-1].

2.2.3 Data Encryption Algorithm
CSM_005 DES based algorithms shall be used in €iploek Chaining mode of operation.
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3. Keys and certificates
3.1 Keys generation and distribution

3.1.1 RSA Keysgeneration and distribution
CSM_006 RSA keys shall be generated through thneetibnal hierarchical levels:
- European level,

- Contracting Party level,
- Equipment level.

CSM_007 At European level, a single European key (EJR.SK and EUR.PK) shall be
generated. The European private key shall be usegrtify the Contracting Parties public
keys. Records of all certified keys shall be kftese tasks shall be handled by a European
Certification Authority recognized at the intermatal level.

CSM_008 At Contracting Party level, a Contractiragti key pair (CP.SK and CP.PK) shall be
generated. Contracting Parties public keys shaltdntified by the European Certification
Authority. The Contracting Party private key shib# used to certify public keys to be
inserted in equipment (vehicle unit or tachographd Records of all certified public keys
shall be kept with the identification of the equgmmto which it is intended. These tasks shall
be handled by a Contracting Party Certificationhuity. A Contracting Party may regularly
change its key pair.

CSM_009 At equipment level, one single key pair TESK and EQT.PK) shall be generated and
inserted in each equipment. Equipment public kéwsdl $e certified by a Contracting Party
Certification Authority. These tasks may be handdgcequipment manufacturers, equipment
personalisers or Contracting Party authoritiess Kaly pair is used for authentication, digital
signature and encipherement services

CSM_010 Private keys confidentiality shall be mainéd during generation, transport (if any)
and storage.

The following picture summarises the data flowho$ forocess:
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European Level

EUR.SK European Private Key
EUR.PK European Public Key

Records oContractina Pari Public kevs certifie

1 |

CR.CHR CR.C
CP.PK EUR.PK

| ¢

Member State Level (Member State i)
CR.CHR Contracting Party i Identification
CR.SK Contracting Party i Private Key
CR.PK Contracting Party i Public Key

CR.C Certificate of Contracting Party i Public key BUR
EUR.PK  European Public Key

Records of Equipment Public keys certified

t |

EQT.CHA EQT.C
EQT.CHR CR.C
EQT,PK EUR.PK

Equipment Level (Equipment j)
EQT,.CHA Equipment j Type
EQT,.CHR Equipment j Identification
EQT.SK Equipment j Private Key
EQT.PK Equipment j Public Key

EQT.C Certificate of Equipment j public Key by CP i
CR.C Certificate of Contracting ParityPublic key by EUR
EUR.PK  European Public Key

3.1.2 RSA Test keys

CSM_011 For the purpose of equipment testing (ohialy interoperability tests) the European
Certification Authority shall generate a differesimgle European test key pair and at least two
Contracting Party test key pairs, the public kefys/loich shall be certified with the European
private test key. Manufacturers shall insert, inipment undergoing type approval tests, test
keys certified by one of these Contracting Parsy keys.

3.1.3 Motion sensor keys

The confidentiality of the three TDES keys desatibelow shall be appropriately maintained
during generation, transport (if any) and storage.

In order to support control device compliant witeQ 16844, the European Certification
Authority and the Contracting Party Certificatioruthorities shall, in addition, ensure the
following:
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CSM_036 The European Certification Authority shaénerate Kmyy and Knye, two
independent and unique Triple DES keys, and gené&at as :

Km = Kmyy XOR Kmyg

The European Certification Authority shall forwatttese keys, under appropriately secured
procedures, to Contracting Party Certification Autties at their request.

CSM_037 Contracting Party Certification Authoritssall:
- use Km to encrypt motion sensor data requesteddiiomsensor manufacturers (data to
be encrypted with Km is defined in ISO 16844-3),
- forward Kmyy to vehicle unit manufacturers, under appropriaselgured procedures, for
insertion in vehicle units,
- ensure that Kigc will be inserted in all workshop cards (Sensorlhst@nSecData in
Sensor_Installation_Data elementary file) duringlgaersonalisation.

3.1.4 T-DES session keys generation and distribution

CSM_012 Vehicle units and tachograph cards shallaapart of the mutual authentication
process, generate and exchange necessary databtragé a common Triple DES session
key. This exchange of data shall be protected tofidentiality through an RSA crypt-
mechanism.

CSM_013 This key shall be used for all subsequeyptographic operations using secure
messaging. Its validity shall expire at the endhef session (withdrawal of the card or reset of
the card) and/or after 240 use (one use of the=kepe command using secure messaging
sent to the card and associated response).

3.2 Keys
CSM_014 RSA keys shall have (whatever the leve)ftilowing lengths: modulus 1024 bits,
public exponené 64 bits maximum, private exponahi024 bits.

CSM_015 Triple DES keys shall have the form, (Ky, K3) where K and K are independent 64
bits long keys. No parity error detecting bits $bal set.

3.3 Certificates

CSM_016 RSA Public key certificates shall be “noelf-descriptive” “Card Verifiable”
certificates (Ref.: ISO/IEC 7816-8)

3.3.1 Certificates content
CSM_017 RSA Public key certificates are built wiitle following data in the following order :
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Data Format Bytes Observations
CPI INTEGER 1 Certificate Profile Identifier (‘0%or this version)
CAR | OCTET 8 Certification Authority Reference
STRING
CHA | OCTET 7 Certificate Holder Authorisation
STRING
EOV | TimeReal 4 Certificate end of validity. Optidrid&F" padded if not
used.
CHR | OCTET 8 Certificate Holder Reference
STRING
n OCTET 128 | Public key (modulus)
STRING
e OCTET 8 Public Key (public exponent)
STRING
164
Notes:

1. The “Certificate Profile Identifier” (CPI) dekkates the exact structure of an authentication

certificate. It can be used as an equipment intedeatifier of a relevant headerlist which
describes the concatenation of Data Elements wilt@rcertificate.

The headerlist associated with this certificatetent is as follows:

‘4D|'16|'5F|'01('42|‘08’ | '5F 4B’ [07’| ‘5F (‘04| ‘5F ‘08| ‘7F |‘05’ '81| '81 |'82’| ‘08’
,c’ b 29l L b 24l b 20l L 49l b 80l

BeRR o <

“15 EBE 5 2 |8 R|5 B |BFESYC PERLs
Blo|F|c|H]| = gl F |2 F |clkBlga S ISHG& ¢
25 =0 @ @ 3] ol >s5|oa-e @ 8 (8¢5
R N B < B < 2182 |J)jgslg |3 g 18-
2120718l z| § |l Q1|3 5 |x¥283 |2/ £3 |3
| o < © |z @) T|I252 |8 3 e |8
T| O ) @) | ) 20 |c El & & |2
o | S o = E 2 &
[N )] (o))

2|5 5

g3 b

=

i

2. The “Certification Authority Reference” (CAR) hathe purpose of identifying the

certificate issuing CA, in such a way that the DEement can be used at the same time as

an Authority Key Identifier to reference the Puliey of the Certification Authority (for
coding, see Key Identifier below).

3. The “Certificate Holder Authorisation” (CHA) issed to identify the rights of the

certificate holder. It consists of the Tachograpppkcation ID and of the type of

equipment to which the certificate is intended ¢ading to EquipmentType data element,

‘00’ for a Contracting Party).
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4. The “Certificate Holder Reference” (CHR) has th@pose of identifying uniquely the
certificate holder, in such a way that the Datantdat can be used at the same time as a
Subject Key Identifier to reference the Public Kéyhe certificate holder.

5. Key Identifiers uniquely identify certificate lder or certification authorities. They are
coded as follows:

5.1 Equipment (VU or Card):

Data SRt ekl Date Type Manufacturer
number
Length 4 Bytes 2 Bytes 1 Byte 1 Byte
Value Integer mm yy BCD coding ManufacturerManufacturer
specific code

In the case of a VU, the manufacturer, when reduegsertificates, may or may not know
the identification of the equipment in which they&evill be inserted.

In the first case, the manufacturer will send tiyaigment identification with the public
key to its Contracting Party authority for certéfton. The certificate will then contain the
equipment identification, and the manufacturer narsture that keys and certificate are
inserted in the intended equipment. The Key idemtlias the form shown above.

In the later case, the manufacturer must uniquiEwntify each certificate request and send
this identification with the public key to its Coatting Party authority for certification.
The certificate will contain the request identitioa. The manufacturer must feed back its
Contracting Party authority with the assignmentkely to equipment (i.e. certificate
request identification, equipment identificatioffea key installation in the equipment. The
key identifier has the following form:

Data Certlf!cate request Date Type Manufacturer
serial number
Length 4 Bytes 2 Bytes 1 Byte 1 Byte
Value integer mm yy BCD coding ‘FF Manufacturer code

5.2 Certification Authority:

Data Aut_h_orlty Key serial number | Additional info Identifier
Identification
Length | 4 Bytes 1 Byte 2 Bytes 1 Byte
Value |1 Byte nation Integer additional coding ‘01’
numerical code (CA specific)
3 Bytes nation ‘FF FF if not
alphanumerical used
code

The key serial number is used to distinguish tligeidint keys of a Contracting Party, in
the case the key is changed.
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6. Certificate verifiers shall implicitly know thahe public key certified is an RSA key
relevant to authentication, digital signature \edfion and encipherement for
confidentiality services (the certificate contamsObject Identifier to specify it).

3.3.2 Certificatesissued

CSM_018 The certificate issued is a digital signatwith partial recovery of the certificate
content in accordance with ISO/IEC 9796-2, excepits Annex A.4, with the “Certification
Authority Reference” appended.

X.C = X.CA.SK['6A’ || G ||[HasHCc) || ‘BCT || G || X.CAR

With certificate content
=Cc= G |l G
106 bytes 58 bytes

Notes:
1. This certificate is 194 bytes long.

2. CAR, being hidden by the signature, is also agpd to the signature, such that the Public
Key of the Certification Authority may be selecfed the verification of the certificate.

3. The certificate verifier shall implicitly knoviné algorithm used by the Certification
Authority to sign the certificate.

4. The headerlist associated with this issuedfmate is as follows:

N
=
©

"|'BF 38| ¢

w

Remainder Length >

1421

S
@®

‘SF 37|’

(o]
=
(o]
o

DOs

CV Certificate Tag #
(Constructed
Length of subsequents
Signature Tag
Signature Length
Remainder Tag
CAR Tag
CAR Length

3.3.3 Certificate verification and unwrapping

Certificate verification and unwrapping consists/arifying the signature in accordance with
ISO/IEC 9796-2, retrieving the certificate contemtd the public key contained : X.PK =
X.CA.PK, X.C, and verifying the validity of the certificate

CSM_019 It involves the following steps :

Verify signature and retrieve content:
— from X.C retrieve Sign, £ and CAR”

X.C= Sign | G | CAR’
128 Bytes 58 Bytes 8 Bytes

- from CAR’ select appropriate Certification AuthgriPublic Key (if not done before
through other means)
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open Sign with CA Public Key : Sr'= X.CA.PK [Sign],
check Sr’ starts with ‘6A’ and ends with ‘BC’
compute ¢ and H’ from:
sr=6Al G || H  |'BC
106 Bytes 20 Bytes

Recover certificate content C' 5’ G,
checkHashC’) = H’

If the checks are OK the certificate is a genuine, ats content is C'.

Verify validity. From C’:
- if applicable, check End of validity date,

Retrieve and store public key, Key Identifier, Garate Holder Authorisation and Certificate
End of Validity from C’:

- X.PK=n|le

- X.KID = CHR
- X.CHA=CHA
- X.EOQV = EOQV

4. Mutual authentication mechanism

Mutual authentication between cards and VUs isdbasethe following principle :

Each party shall demonstrate to the other thatitsoa valid key pair, the public key of which
has been certified by a Contracting Party certiiicaauthority, itself being certified by the
European Certification Authority.

Demonstration is made by signing with the privagy la random number sent by the other
party, who must recover the random number sent wkefying this signature.

The mechanism is triggered at card insertion by Wk It starts with the exchange of
certificates and unwrapping of public keys, andsewith the setting of a session key.

CSM_020 The following protocol shall be used (arsandicate commands and data exchanged
(see sub-appendix 2)):
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Get card identification

Select Tachograph Application

ard.PK known by v

Get Card certificate

ard.CA.PK known by VY
and Card.CA.C.EQV valid-?

No
h 4

Get Card.CA
Certificate

v

Verify Card.CA.C with Eur.PK

Store Card.CA PK KID CHA and EOV

l
OK
h 4

Verify Card.C with Card.CA.PK
Store Card PK KID CHA and EOV

I
OK

h 4
4% Send VU identification to card ‘

Reset——»
4—ATR

Select File (EF.ICC) ——»
OK———

——Read Binarv (Offset=1, Le=8)—m
-4—Card.CHR———

Select File (Tacho AID)——m
4—OK——

——Select File (EF.Card_Certificate)
-+ OK————
——Read Binary (Offset=0, Le=194)—»

-4——Card.C

——Select File (EF.CA_Certificate) —m
-4—— OK———
——Read Binary (Offset=0, Le=194)—»
-4——CardCAC———

——MSE : SET (VU.KID)——»
«——OK/KO

MSE : SET(VU.CA.KID)——m
-4—OK/KO

Yes
h 4

‘ Send VU.CA Certificate for verlflcat|on

< oK7

Yes

ﬂ Send VU Certlflcate for verification

MSE : SET(EUR.KID)——=
«——OK/KO

Verify Certificate (VU.CA.C) —#
-4—OK/KO

MSE : SET (VU.CA.KID)—

o

Continue with mutual
authentication

Verify Certificate (VU.C) —»»
-4—OK /KO

—MSE : SET (VU.KID)——p

A4

Reject Card

CARD

‘ Select file ‘

Send requested data from
selected file

‘ Select Application ‘

‘ Select file ‘

Send requested data from
selected file

‘ Select file ‘

Send requested data from
selected file

If Key is known,
make it the current one

If Key is known,
make it the current one

If Key is known,
make it the current one

Verify certificate with current PK
Store found PK KID and CHA

Verify certificate with current PK
Store found PK KID and CHA
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- CARD
Mutual authentication
Card.CHA = .
Tachograph || Card No

Yes

Card.CHA =
.. || Workshop Card

Yes
v

Require PIN from user and
send to card for verification

Verify (PIN) ———

Verify PIN
No 4—OK/KO———
e
Yes
v
Generate Challenge ___Internal Authenticate | verify received CHR matches current PK.KID
> Rnd1 (8 Bytes) (Rnd1 || VU.CHR)
Authenticate card - Generate K1, random number, 16 Bytes

- Generate PRnd2 90 Bytes (random padding)

- Compute authentication token:
VU.PK[Card.SK*['6A" || PRnd2 || K1 ||
Hash(PRnd2||K1||Rnd1||VU.CHR) || 'BCT]
= Encryption of signature* ( 1SO9796-2) of
PRnd2 || K1 || Rnd1 || VU.CHR.

-4——AutToken / KO
S

Yes
v

- Compute: Signature=VU.SK.[AutToken]

- Decrypt and verify Signature with Card.PK to
recover PRnd2 || K1 || H'

- verify Hash(PRnd2||K1[|Rnd1||[VU.CHR) = H'

- Store K1
\

Signature* = min {Signature,n-Signature}

where n is the modulus of the key used to sign

v
Request Challenge —Get Challenge ——» Generate Challenge
(8 Bytes) -« RNG3—— Rnd3 (8 Bytes)

A

- Generate K2, random number 16 Bytes
- Generate PRnd4 90 Bytes (random padding)

- Compute authentication token:
Card.PK[VU.SK*['6A" || PRnd4 || K2 ||
Hash(PRnd4||K2||Rnd3||Card.CHR) || 'BC]
= Encryption of signature ( 1SO9796-2) of

PRnd4 || K2 || Rnd3 || Card.CHR External Authenticate - Verify that current PK.CHA = Tachograph || VU
- Authenticate self to card (AutToken)

- Compute: Signature=Card.SK[AutToken],
- Decrypt and verify Signature with VU.PK, to recover

“ OK/KO PRNG4 || K2 || H'
- verify Hash(PRnd4||K2||Rnd3||Card.CHR) = H'
No - if verifications OK open AUT rights

- Store K2.

Yes

v
Set TDES Session Key to (Ka, Kb, Ka) 4

with Ka || Kb = K1 XOR K2 A
Set SSC to Rnd3 || Rnd1 (4 LSB of each) Set TDVEti if:ﬁ'ﬁg Ee}{l‘)‘zc()’;akgb' Ka)

Set SSC to Rnd3 || Rnd1 (4 LSB of each)

A

) Authentication failed
Continue 3
Reject card
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5. VU-Cards data transfer confidentiality, integrity and authentication
mechanisms

5.1  Secure Messaging
CSM_021 VU-Cards data transfers integrity shallpvetected through Secure Messaging in
accordance with references [ISO/IEC 7816-4] an®]IEC 7816-8].

CSM_022 When data need to be protected during feana Cryptographic Checksum Data
Object shall be appended to the Data Objects seghinvthe command or the response. The
Cryptographic Checksum shall be verified by thesheer.

CSM_023 The cryptographic checksum of data senhimvia command shall integrate the
command header, and all data objects sent (=>CLAG:, and all data objects shall be
encapsulated with tags in which b1=1).

CSM_024 The response status-information bytes Beatirotected by a cryptographic checksum
when the response contains no data field.

CSM_025 Cryptographic checksums shall be 4 Byteg.lo

The structure of commands and responses when sgiogre messaging is therefore the
following:

The DOs used are a partial set of the Secure gegs®Os described in ISO/IEC 7816-4:

Tag Mnemonic Meaning

‘81’ Tpy Plain Value not BER-TLV coded data (to be protddig CC)

‘97’ Tie Value of Le in the unsecured command (to be preteby CC)

‘99’ Tsw Status-Info (to be protected by CC)

‘8E’ Tce Cryptographic Checksum

‘87 Trice Padding Indicator Byte || Cryptogram (Plain Vaha¢ coded in
BER-TLV)

Given an unsecured command response pair:

Command header Command body
CLA INS P1 P2 [Lcfield] [Data field] [Le field]
four bytes L bytes, denoted as;Bo B,
Response body Response trailer
[Data field] Sw1 SW2
L, data bytes two bytes
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The corresponding secured command response pair is:

Secured command:

Command header Command body
(CH)
CLA INS P1 PZ[New L. field] [New Data field] [New Le
field]
Length of TpV LpV PV TLE L|_E Le TCC I—CC CC ‘00’
‘ocC’ New Data |‘g1' | L. |Data'97'|'01’| L |‘8E’ |‘04’ | CC
field field

Data to be integrated in checksum = CH || PB||[TLev || PV || Te || Lie || Le || PB

PB = Padding Bytes (80 .. 00) in accordance with-IEC 7816-4 and 1SO 9797 method 2.
DOs PV and LE are present only when there is soomesponding data in the unsecured
command.

Secured response:

1. Case where response data field is not empty meetds not to be protected for
confidentiality:

Response body Response trailer
[New Data field] new SW1 SW2

Tev | Lpv | PV | Tec | Lec | CC
‘81’ L, Data | ‘8F’ ‘04’ CC
field

Data to be integrated in checksum 7] Lpv || PV || PB
2. Case where response data field is not emptyaads to be protected for confidentiality:

Response body Response trailer
[New Data field] new SW1 SW2
Tp| Lp| Pl CG TCC LCC CC
CG CG
‘87’ PI|] | 8E" | ‘04 | CC
CG

Data to be carried by CG : non BER-TLV coded daiz padding bytes.
Data to be integrated in checksum s || Leicc || PI CG || PB
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3. Case where response data field is empty:
Response body Response trailer
[New Data field] new SW1 SW2
Tsw | Lsw SW Tec Lce CC
‘99’ | ‘02’ New SW1 ‘8E’ | ‘04 CcC
SW2

Data to be integrated in checksum syT| Lsw || SW || PB

5.2  Treatment of Secure Messaging errors

CSM_026 When the tachograph card recognises anr&iviwhile interpreting a command, then
the status bytes must be returned without SM. lcomtance with ISO/IEC 7816-4, the
following status bytes are defined to indicate Skbes:

'66 88’ Verification of Cryptographic Checksum Itd,
'69 87" Expected SM Data Objects missing,
'69 88" SM Data Objects incorrect.

CSM_027 When the tachograph card returns statwes without SM DOs or with an erroneous
SM DO, the session must be aborted by the VU.

5.3  Algorithm to compute Cryptographic Checksums

CSM_028 Cryptographic checksums are built usingetailrMACs in accordance with ANSI
X9.19 with DES:
- Initial stage: The initial check block y0 is E(K&SC).

- Sequential stage: The check blocks y1, .., yrcaleulated using Ka.

- Final stage: The cryptographic checksum is caledldtom the last check block yn as
follows: E(Ka, D(Kb, yn)).

where E() means encryption with DES, and D() mekatsyption with DES.
The four most significant bytes of the cryptograptinecksum are transferred

CSM_029 The Send Sequence Counter (SSC) shallitie#gad during key agreement procedure
to:
Initial SSC: Rnd3 (4 least significant bytes)jjdR (4 least significant bytes).

CSM_030 The Send Sequence Counter shall be inckéasel each time before a MAC is
calculated (i.e. the SSC for the first commandisdl SSC + 1, the SSC for the first response
is Initial SSC + 2).

The following figure shows the calculation of tlegail MAC:
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Xt 0 1T Xn-1 Xn

SSC a a a

i yo yn-1
K3 EncrYPT Kayl encrYPT _Kayl EncRYPT K3yl EncRYPT
‘ I
y1 y”
A 4
v

—» DECRYPT

v

—»  ENCRYPT

\
cC
(4 most significant bytes)

5.4  Algorithm to compute cryptograms for confidentiality DOs

CSM_031 Cryptograms are computed using TDEA in TaB@le of operation in accordance
with references [TDES] and [TDES-OP] and with th@lNector as Initial Value block.

The following figure shows the application of kagsIDES:

TDES Encryption | | |
Ka

Kb Ka
\ 4 4 4
. ba@ | encryeT DECRYPT » ENCRypT | E(K.Da@)

TDES Decryption | | |
Ka

Kb Ka
v v v
B, Datd) | HecrypT » ENCRYPT » DECRYPT | baa

6. Data download digital signature mechanisms

CSM_032 The Intelligent Dedicated Equipment (IDEJres data received from an equipment
(VU or card) during one download session within qieg/sical data file. This file must
contain the certificates GE and EQT.C. The file contains digital signatusédata blocks as
specified in sub-appendix 7 (Data Downloading Rrols).

CSM_033 Digital signatures of downloaded data shiak a digital signature scheme with
appendix such, that downloaded data may be redmutiany decipherment if desired.
6.1  Signature generation

CSM_034 Data signature generation by the equiprakall follow the signature scheme with
appendix defined in reference [PKCS1] with the SHAash function :
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Signature = EQT.SK['00’ || ‘01’ BS]| ‘00’ || DER(SHA-1(Data))]
PS= Padding string of octets with value ‘FF’ suchttlength is 128.

DER(SHA-1(M)) is the encoding of the algorithm ID for the hdishction and the hash
value into an ASN.1 value of tyf@gigestinfo  (distinguished encoding rules):

30°||'21°]'30°||'09’||06°||'05'||'2B"||'OE’||'03||'02’|| 1A’||‘05’||'00’||'04’| | 14’|[Hash Value.

6.2  Signature verification

CSM_035 Data signature verification on downloadathdhall follow the signature scheme with
appendix defined in reference [PKCS1] with the SHAash function.

The European public key EUR.PK needs to be knowapendently (and trusted) by the
verifier.

The following table illustrates the protocol an IRfrrying a Control card can follow to
verify the integrity of data downloaded and stooedthe ESM (External Storage media). The
control card is used to perform the deciphereméuligital signatures. This function may in
this case not be implemented in the IDE.

The equipment that has downloaded and signed theta&e analysed is denoted EQT.
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ESM / IDE CARD
————Reset———p>
Reset Card
Retreive EQT certificate from
file to be analysed and send
EQT.CA identification to card -
MSE : SET(EQT.CA.KID) —#» If Key is known,
-4—OK/KO—— make it the current one
EQT.CA.PK
known to card?
No
Retreive MS certificate from
file to be analysed and send
EUR identification to card I
———MSE : SET(EUR.KID) ——» If Key is known,
44— OK/KO—— make it the current one
<4+—No EUR.PK known to card? Yes
Yes
v
‘ Send MS Certificate for verification ‘ ) B
——Verify Certificate (EQT.CA.C) —» Verify certificate with current PK
-4—OK/KO—— Store found PK KID and CHA
No @ MSE : SET(EQT.CA.KID) — =
Yes
‘ Send EQT Certificate for verification }4— . "
v Verify Certificate (EQT.C) —» Verify certificate with current PK
A -4—OK/KO—— Store found PK KID and CHA
Errorin <«No @
Certificates —MSE : SET(EQT.KID) ——»=
Yes
v
Retreive Data to be analysed
and their signature
Hash Data PSO : Hash (Hash)———» Store Hash value
Send hash result

¢ PSO : Verify Digital Signature ]
Send signature for verification (Signature) ~ Compute M' = EQT.PK[Signature]
Verify M' has the form 00]|01||PS]||00||DER(H")
«——OK/KO—— Verify Hash=H'




